SUGvGEZA

CEZA HUKUKU DERGISI

OCAK

SUBAT
MART
2013

SAYI

]
TEED

TURK
CEZA HUKUKU
DERNEG
TARAFINDAN
UG AYDA BIR
YAYIMLANIR.



SUC VE CEZA
CRIMEN E POENA

CEZA HUKUKU DERGISI
ISSN: 1308-0474

Sahibi
Tiirk Ceza Hukuku Dernegi iktisadi Isletmesi adina
Av. Fikret Tlkiz

Genel Yayin Yonetmeni
Av. Fikret Tlkiz

Sorumlu Midiir
Prof. Dr. Yener Unver

Yayin Kurulu

Prof. Dr. Yener Unver/Yard. Dog. Dr. Baris Erman
Ars. Gor. Dr. Giilsah Kurt/Av. Fikret Ilkiz

Av. H. Fehmi Demir/Av. Kazim Yigit Akalin

Av. Tlkan Koyuncu/Av. Burak Candan

Av. Can Vodina

Copyright Tiirk Ceza Hukuku Dernegi
e Tirk Ceza Hukuku Dernegi yayinidir
e Uc ayda bir yaymlanir

Abone Bilgisi

Cemile Meral

0212/511 54 32 Dabhili: 112
cemile.meral@damgada.com

iletisim Adresi
Turk Ceza Hukuku Dernegi

Macka Cad. No:11 Kazim Gergel Apt. K. 2 D. 3
Macka-istanbul Tel: (0-212 343 80 80)

Basim Yeri

Net Kirtasiye Tan. ve Matbaa San. Tic. Ltd. Sti
Taksim Cad. Yogurtcu Faik Sok. No:3 Taksim
Beyoglu/ISTANBUL

(Sertifika No: 13723) Tel: (0-212 249 40 60)

Basim Tarihi
Aralik 2013



Icindekiler

SECTION 3: CONCEPT PAPER AND
QUESTIONNAIRE

ANNEX - INFORMATION SOCIETY
INCLUDING INFORMATION
TECHNOLOGY AND CRIMINAL
JUSTICE

TURKISH NATIONAL REPORT

BOLUM 3: KAVRAM ACIKLAMASI VE
SORULAR

EK-BILGI TOPLUMU VE CEZA ADALETI

TURKIYE ULUSAL GRUP RAPORU

SECTION 4: CONCEPT PAPER AND
QUESTIONNAIRE

ANNEX - CONCEPT PAPER

REPORT OF THE TURKISH NATIONAL
GROUP

BOLUM 4: KAVRAM ACIKLAMASI VE
SORULAR

EK - 2 KAVRAM RAPORU

17

53

57
69

105

109
119

167

173

Prof. Dr. Johannes FE NIJBOER

Prof. Dr. Johannes F NIJBOER

Prof. Dr. Serap Keskin Kiziroglu
Ar. Gor. Fulya EROGLU
Ar. GOr Ilker TEPE

Prof. Dr. Johannes FE NIJBOER

Prof. Dr. Johannes F NIJBOER

Prof. Dr. Serap Keskin KIZIROGLU
Ar. Gor. Fulya EROGLU
Ar. Gor. Ilker TEPE

Prof. Dr. André KLIP

Prof. Dr. André KLIP

Assistant Prof. Dr. Murat ONOK
Assistant Prof. Dr. Barts ERMAN

Prof. Dr. André KLIP

Prof. Dr. André KLIP






Preparatory Colloquium Section 11T
SECTION 3: CONCEPT PAPER AND QUESTIONNAIRE

Prof. Dr. Johannes E Nijboer

(A) Scope of questionnaire (see Introduction and Annex)

The questions in this Section generally deal with “cyber crime.” This
term is understood to cover criminal conduct that affects interests
associated with the use of information and communication technology
(ICT), such as the proper functioning of computer systems and the
internet, the privacy and integrity of data stored or transferred in or
through ICT, or the virtual identity of internet users. The common
denominator and characteristic feature of all cyber crime offences and
cyber crime investigation can be found in their relation to computer
systems, computer networks and computer data on the one hand and to
cyber systems, cyber networks and cyber data on the other hand. Cyber
crime covers offenses concerning traditional computers as well as cloud
cyber space and cyber databases.

National rapporteurs can contact the general rapporteur in case of
further inquiries or questions: Prof. Dr. J.E Nijboer: LENijboer@law.
leidenuniv.nl

(B) General Questions

1. Are there current (legal or socio-legal) definitions for applications
of IT and ICT within the context of criminal procedure (including
forensics)? How are such conceptual definitions reflected in the
literature, legislation, court decisions, and relevant practices
within the context of the criminal process?

2. Are there specific institutions and/or task forces involved in the
implementation of ICT within the criminal justice system?

3. Are there private (commercial) organisations (companies) that
offer ICT related services to the criminal justice system? If so, can
you give examples? What limits have to be observed?
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(O) Information and Intelligence: building information positions
for law enforcement

(1) Which ICT-related techniques are used for building information
positions for law enforcement agencies?

(2) To which type of public (e.g. DNA databases) and private (e.g.
PNR or financial data such as SWIFT data) databases do law
enforcement agencies have access?

(3) Can techniques labelled as data mining and data matching be
applied? If so, can these techniques be used to create profiles of
potential perpetrators or risk groups? If so, have special tools been
developed for law enforcement agencies?

(4) Can coercive measures (e.g. interception of telecommunications)
be used for building up information positions?

(5) Which private actors (e.g. internet providers or telecom
companies) retain or are obliged to retain information for law
enforcement agencies?

(6) Which private actors can provide or are obliged to provide
information to law enforcement agencies?

(7 Is there judicial control on building information positions?

(D) ICT in the criminal investigation
(1) Can law enforcement agencies carry out interception in real time
of a) e-traffic data; b) content data?

(2) Can law enforcement agencies have access to/freeze/search/seize
information systems for a) e-traffic data; b) content data?

(3) Can telecom companies or service providers be obliged to
share data with law enforcement agencies? In case of non-
compliance, are there any coercive measures or sanctions?

1 Building up information positions is part of the so-called intelligence-led-policing (ILP). ILP can
be defined as s a conceptual framework of conducting policing as an information-organizing
process that allows law enforcement agencies in their preventive and repressive tasks.
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(4) May law enforcement agencies apply video surveillance? Can they
oblige natural or legal persons to cooperate?

(5) May or must law enforcement agencies apply audio-visual
recording of interrogations (suspects, witnesses)?

(BE) ICT and evidence

(The chain of stages: collecting/storing/retaining/producing/
presenting/evaluating electronic evidence)

(1) Are there any rules on evidence that are specific for ICT-related
information?

(2) Are there any rules on integrity (e.g. tampering with or improper
processing) and security (e.g. hacking) of ICT-related evidence?

(3) Are there any rules on admissibility (incl. the principle of
procedural legality) of evidence that are specific for ICT-
related information?

(4) Are there any specific rules on discovery and disclosure for ICT-
related evidence?

(5) Are there any special rules for evaluating (probative value) ICT-
related evidence?

(F) ICT in the trial stage
(1) How can or must ICT related evidence be introduced in the trial?

(2) Can distant interrogations (e.g. by satellite connections) be
applied?

(3) Can digital and virtual techniques be used for the reconstruction
of events (killings, traffic accidents)?

(4) Can audio-visual techniques be used to present evidence at trial
(in its simplest form: pictures and sound)?

(5) Can criminal “paper” case files be replaced by “electronic ones”?
Are there any developments towards digitalising of the trial
proceedings?
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ANNEX - INFORMATION SOCIETY
INCLUDING INFORMATION TECHNOLOGY)
AND CRIMINAL JUSTICE

Prof. Dr. Johannes F. Nijboer

Evan Ratliff, an American journalist, tried to vanish in the digital
world for a month. He travelled through the United States with a
different identity. This experiment was linked to a contest and people
‘online’ tried to find him. After a month of travelling, trying to be
invisible, it seemed impossible in our current information society.
Being completely anonymous is not possible due to digital traces.
These traces contain for example payments, travelling
information and communications.:

Preamble

This preparatory document contains a number of observations and
reflections that are relevant for the development of a questionnaire for
Section Il - criminal procedure. It has been prepared by Professor
Johannes E Nijboer of the University of Leiden (NL) with the assistance
of Mrs. Sanne Kruithof MSc of the University of Leiden. The text was
submitted to the AIDP for its preparatory meeting in Siracusa
(December 3 and 4, 2010). It is revised for its use as a background
document for the draft questionnaire as it stands after the meeting of the
rapporteurs in Freiburg im Breisgau (November 20 + 21, 2011).

(A) Some general considerations

The (postymodern society of today is dramatically different from that
of - let us say - 30 years ago. This is true for most countries and regions,
even if they are still subject to relatively scarce resources or subject to
foreign exploitation of the resources they have. Even in the middle of

1 <http: W W W. WII‘Cd com Van15h 2009 11 ff Van13h2 >

verdwuneg[
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deserts, high seas, and rainforests mobile telephones and internet can be
found. The fast developments in high-tech crime (cybercrime, computer
crime) are interrelated to the borderless opportunities of IT and ICT > But
the same applies for the (professional) acts, tools, and instruments
within the criminal justice system. Today it appears that even the
question of “hacking” (which constitutes a crime in most jurisdictions)
can be legitimate for police investigations as a means for collecting
information. This information may include data that even can be
used in evidence.: The last decades of the twentieth century and the
beginning of the third millennium have witnessed many new findings
and insights. Scientific and technical findings succeed each other with
an accelerating speed. Almost all aspects of society are influenced by IT
and ICT. It is often difficult to see where developments start, let alone
where they stop or are interrupted. Private spheres and public spheres
are both affected in a way that makes it steadily more and more difficult
to distinguish these two, with for instance an enormous impact for the
life of individuals - and the very concept of (social) life as well as the
protection of real of privacy: Ratliff (see quotation above) tried to expose
this impact on private and public spheres - and the intertwining and
mutually interference of these two - with his experiment to vanish for a
month. One’s very existence can be recorded, registered, and monitored
in many ways - without escape. Besides the impact on private and public
spheres, the same goes in an institutional sense for the impact on the
“life” of organizations. This can vary from simple groups, communities
and networks or firms to international networks of cooperation,
multinational enterprises, non-governmental organizations (NGO’s)
et cetera. Part of the complexity of the developments is related to the
convergence of technologies, for instance in nanotechnology,
biotechnology and information technology: They create possibilities and

2 See R.C. van der Hulst & RJ.M. Neve, High-tech crime, soorten criminaliteit en bun daders, Den
Haag: WODC, 2008.

3 Especially within the context of the criminal process the combination of Information Technology
and Information and Communication Technology makes it difficult to distinguish both.

4 See JJ. Oerlemans, Hacken als opsporingsbevoegdheid, Delikt en Delinkwent 2011, p. 888-908.

5 ‘We will come back to this.
See CJ. de Poot, M.PC. Scheepmaker, Voorwoord, in: Technology, cognitie en justitie, Justiti€le
Verkenningen 2008/1; Boom Juridische Uitgevers, Den Haag, 2008.
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opportunities: on the one side for criminal activities, on the other side for
the reactions to this. New forms of criminality, that are related to new
technologies can be investigated by applications of techniques that are
familiar to the same forms of conduct - e.g. the investigation of internet
crime by the use of the internet itself. But science and technique in a
broad sense have also an enormous impact on the traditional justice
systems. Technological developments and innovations have major
consequences for the criminal process. These consequences can
theoretical be divided into two groups: alterations and modifications of
and additions to existing instruments, procedures et cetera versus
(totally) new instruments, procedures et cetera. An example of the first
category would be the replacement of paper court files by electronic
ones, an example of the second is the Automatic Number Plate
Recognition (ANPR) as it is used to trace, locate and follow cars and
individuals

The types of technologies that draw special attention in the field of
the criminal process are the ones that can be used for the detection of
persons and acts, the ones that influence human behavior and the ones
that help in reconstruction events. Again we give an example of each:
refined chemical tests for the detection of biological traces (as part of
crime scene investigation) for the first category, electronic surveillance for
the second category and computer reconstruction of traffic accidents for
the third category. The boundaries between different technologies in
applied contexts are not always easy to discern: as said before, there is or
can be a convergence. Even the boundary between “real” things and
artificial ones is fluent. Is a DNA-fingerprint “real evidence”? Or can it
better be described as an artifact? And what about statistical information
produced by national offices, that most of their data and analyses present
in a complex form, with - interlinked - click tabs for the numbers, the
graphics, the maps.: Within the actual text we will now focus on a part
of these numerous developments.

7 Cf. J.E Nijboer, Signalement: Automatic Number Plate Recogniotion (ANPR), Expertise en Recht
2011/6 (in print).

8 See P van den Hoven, The rubber bands are broken; opening the ‘punctualized’ European ad-
ministration of justice, .....
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(Postymodern society often is characterized as an “information
society”, because of the widely spread availability and usage of
Information and Communication Technology (ICT). The role of ICT is
deeply related to scientific and technological developments in general,
as generally described before. A few typical features of these
developments are (a) the global impact of all kinds of applications, (b)
the fast sequence of innovations, (¢) the radical changes in the daily work
of almost everyone, (d) the transcendent character of changes across
natural borders, national borders and limits of time and space, (e) the
availability of directly applicable mass data, (f) the loss of traditional
monopolies in information, (g) the application of ICT related surveillance
devices in different contexts.

A short explanation:

Ad a. Through the combination of integrated computer networks and
wireless connections virtually al kind of natural and physical borders can
be passed. The very notions of time and place become relative. Within
the context of the criminal process one can think of the interrogation of
persons (witnesses, suspects) via satellite connections and closed circuit
television (CCTV). A DNA-database can be searched within a short
period, even by persons in another country (as is the case in the countries
that belong to the “Priim area” within Europe’).»

Adb. It is only twenty years ago that elaboration and storage of text by
the use of “floppy disks” was an innovation. Today, we might smile when
we realize ourselves the speed by which these disks were replaced by
CD-ROMs, DVDs and USB-sticks. Sometimes it is argued that it will last
for decades before information storages will reach a level of
standardization that is equal to the physical “book”.:

Ad c. Due to the endless variety of functions almost everyone has
undergone a dramatic change in activities. We buy goods and services on
internet (including the check-in for a flight). We inform our contacts
from the train or car when we expect to arrive late. But also organizations,

9
10

11

Austria, the BENELUX countries, France, Germany, Spain

See G. Vermeulen, Free gathering and movement of evidence in criminal matters in the EU,
Antwerp: Maklu, 2011.

Umberto Eco, Jean-Claude Carriere & Jean-Philippe de Tonnac. Nespérez pas vous débarrasser des
livres. Grasset & Fasquelle 2009.
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including state agencies, have access to data related to virtually anyone.
The latter makes our identities vulnerable for purposes of fraud, by the
way. Especially the mass storage of information, that can be instantly
checked (the running of a DNA-database) is something we will give
special attention to in relation to the criminal process, for instance
because of the fundamental change in nature or character of the criminal
investigation. The already mentioned use of ANPR (combined by the
collection of the registered passing of cars at the automatic ‘checkpoints’)
is an example.” Turning our focus towards the criminal trial it should be
noticed that digital case files - with multiple connection kits or apps -
have made their entrance: presentations in a multi-modal way (including
“live” presentations by audiovisual and digital/virtual reconstructions et
cetera).

Ad d. This aspect was already touched upon before. The transnational
mobility of persons, goods and services has a multiple impact on our daily
life. It also has tremendous consequences in the area of the criminal
justice system(s). But it is not only state borders that become less
important - it also pertains to natural and physical borders.

Ad e. Like just said about DNA-databases, it can be said that in general
enormous quantities of information are available for direct use. Think of
internet searches with “machines” like Google. Above this kind of
general public availability, many special databases and other “things”
that contain information are there - most in the commercial sphere, but
also in other spheres like (again) the criminal justice system.

Ad f. This is a more complex issue. Of course, it is the case that new
markets sometimes spoil older market situations (e.g. the availability of
the full content of a book on internet). Traditionally diverse aspects of
the state function typically are part of state monopolies. This is the case
for aspects of the criminal process too. Here several issues arise, varying
from investigative journalism to the “firee market” of forensic expertise.
Especially in the field of patented technology and science we can observe

12 And what about the database of the (private) organization that runs the public transport chip-cards in
The Netherlands? Or the databases of mobile telephone and internet traffic kept by providers
of such services?
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very complex interrelations between industry and state as well as private
agencies (again converging technologies can serve as examples). With
some exaggerations we might make a comparison between the “military-
industrial complex” in the time of the Cold War and the “forensic-
industrial complex” of today.

Ad g. Another feature of today’s life is the application of surveillance
devices. We find them in the physical world as camera surveillance at
gas stations, shopping malls or streets, amusement centres, in busses,
trams, metros, trains and ferries, and - last but not least in department
stores and in the corridors of hotels (as IMF president Dominique Straus-
Kahn found out in New York). But the use of mobile phones and internet
can be under surveillance as well: today there is a discussion in The
Netherlands about the legality of a high tech content inspection modus
used by two phone companies (KPN and Telfort). The discussion
concerns the question whether or not this would be only legal for the
investigative and security authorities of the state; the companies involved
contend that they only look at the nature of the use, not the content of
the communications actions of their customers. Also interesting is the -
already mentioned - storage of information by providers and on the chips
in devices like public transport chip cards. Often it is very easy to obtain
an overview of the journeys of the user during the last month or even
longer back in time.

(B) Criminal procedure

One of the main areas of the criminal justice system is fact-finding
and evidence in relation to crime and punishment. It should be noted
that many classical crimes can also be committed with the involvement of
modern techniques, but that there are also relatively new crimes that are
inherently connected to those techniques. From a procedural point of
view this is important, since it is the substantive criminal law that
denominates the “investigandum” and “probandum” from the very
beginning in the investigation. (As we will see later on the concept of
investigation in the traditional sense has become problematic as well.) It
goes without saying that new forms of criminality require their own
forms of investigation tools and methods. This pertains in special for the



SECTION 3: ANNEX - NJJBOER SUC VE CEZA 2012 SAYIL: 4

domain of ICT crimes (cybercrime®).

But there is more, especially in relation to specified databases for
instance. The police, the prosecution service, the judiciary, the defense,
they all operate in the middle of the information society, and they use
the possibilities and opportunities at great length. Although in the
context of the criminal process the center of our attention will be on
the impact of the information society on the earlier stages of the process,
it should be noted that also in the sphere of sentencing and the execution
of (namely) prison sentences applied databases are used. In The
Netherlands this is the case for the database(s) on imposed sanctions
(“sentencing”) The availability of new techniques, especially in the ICT
world sometimes in combination with other techniques (for example
DNA-databases) has dramatically changed the primary processes within
the criminal justice system. On one hand the criminal justice system use
the new (ICT) technologies available in their daily processes. Take for
example the role of paper court files in many countries with a traditional
continental system: in high speed many information streams are canalized
through electronic systems. Modern courtrooms often are equipped
with ICT devices of a rich variety. The application of long distance live
connections for a direct interrogation of witnesses or defendants via a
satellite is not exceptional any more. On the other hand new
techniques influence the investigation and the collection of evidence
(in particular within the earlier stages of the process - or even in a broad
sense the pre-procedural stage -). We will come back to this in the
following paragraph.

(O) Intelligence and evidence

Since some decades it is not unusual to distinguish between strategic
or tactical information that is available to the police and/or prosecution
and information that can be used as evidence. The first kind of
information is as “steering” information for the investigation. The
mostly used label is “intelligence”. Such information is never fully
disclosed in concrete cases. For a long period the distinction between

13 See U. Sieber, Mastering complexity in the global cyberspace, in M. Delmas-Marty et al. (eds.),
Les chemins de I'harmonisation penale, Paris 2008, p. 127-202.

11
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intelligence and evidence was mainly applied in the Common Law
countries. Today, the availability and application is widely spread
through non-Common Law countries as well. (This gives - by the way -
ground to raise the question whether or not the Common Law concept
of “admissibility” of evidence within this context could be a fruitful one
in non-Common Law jurisdictions.)

In combination with certain kinds of expertise even the existence of
“forensic intelligence” is a matter of fact. With this context one can
think of the combination of information from different databases (DNA-
profiles, financial data from the banking branches or tax See U. Sieber,
Mastering complexity in the global cyberspace, in M. Delmas-Marty et al.
(eds.), Les chemins de I'barmonisation penale, Paris 2008, p. 127-202.
offices, travel data, license plate numbers, finger prints). In relation to
the investigation of organized crime and terrorist cases the boundaries
between classical police work and the work of secret services and other
types of intelligence services has become fluent. The same applies for the
sharing of information across national borders. An eye catching example
of transnational information exchange on a daily basis is the connection
between forensic DNA-databases within a growing number of EU-
countries on the basis of the “Treaty of Priim” (and the subsequent
EU regulation that has extended its scope). The existence and the
use of enormous amounts of operational information is sometimes
referred to as the “information position” of investigative and
prosecutorial authorities. From this perspective it is “saillant” that the
presiding Procurator-General of The Netherlands in a television
interview indicated that the “information position” of the Dutch
prosecution service in relation to organized crime was very much
ameliorated since about ten years, but that budget cuts cause a limitation
to the extent to which indeed criminal investigations could be started
(he spoke of about 25% of the known crimes).

Actually this means that there is a world of information or
“intelligence” available apart from the explicit decisions to enter into a
criminal process. There is no a priori reason to assume that in other
areas the situation would be very different: the mere fact that many data
are available changes the classical picture of investigation. An investigation
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will often be started on the basis of already existing knowledge. The very
decision to act in a concrete case therefore is more than traditionally a
matter of choice, it appears. And the choices that are made can be
perceived as conscious policies of the authorities. The use of technology
and relatively new techniques by the police, but also by private parties
such as private protection companies, influences the information
position of the police and other investigative or intelligence services
compared to earlier times. The possibility comes into existence that
technology changes very much the beginning’ of the concrete criminal
investigation. With the use of technology it is possible to monitor persons
or groups and try to reveal criminal acts, even from before they actually
happen. Earlier, at least in a more classical view, the criminal acts
themselves were the starting point of an investigation. “Reactivity”
makes steadily more room for “pro-activity”. Besides the influence of
technology on (classical) police work, the use of technology has also
consequences for the public space. Amongst others Nunn* states that the
police and other agencies, like private security firms, transforms in - so
called- ‘surveillance machines’. The use of all kinds of (surveillance)
techniques instigates the debate on privacy, we will come back to this
later on. Here the notions of the surveillance society and the
surveillance state apply.

(D) Sources of information (intelligence)

It should not be overseen that in many cases information that is
useful for criminal justice purposes is derived from open sources.
Especially ICT plays a predominant role. Internet is a big (open) source
of information, internet investigation has become an usual tool in many
cases. Besides information that can be found on the internet another tool
is information which is collected by civilians. A new tool in the
Netherlands is a request from the police to civilians to upload their
photos and videos from a event made by their mobile phones.

Apart from information from more open sources, it is often possible
for the investigating authorities to use information from other more

14 Nunn (2001, ‘Police technology in cities — changes and challenges’, Technology in Society 23,
11-27.

13
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closed government or non-government sources. An - earlier mentioned
- example is again the information from public transport (chip)cards or
telecommunication-data recorded in databases. Here, it should also be
stressed that in most countries there is a vast amount of legislation that
obliges providers of ICT services to keep data collected and to make
them available to the criminal authorities. It is well known that anti-
terror laws have substantially contributed to this state of affairs.s Because
of the development of technology, there has been a development of
investigative tools too. A few of them have been mentioned earlier. As
stated before one of the features of the development of technologies is
the loss of traditional monopolies in information. This loss of monopoly
is bilateral, on one hand information can be retrieved from more ‘open’
sources, largely the internet, on the other hand investigative tools are not
only available for the government (police), but also for private parties,
mainly private security companies. These companies do not exist due to
the developments in technology, they have their history back in time
when guilds existed. With the grow of the welfare state, (over a long
period in the XXth century), the monopoly of the state went bigger,
including fields of security and investigation. Recently the welfare state,
respectively the monopolies of the state, is/are decreasing. This
development gives multiple opportunities for e.g. privately-held security
companies. This kind of interrelations fit well into the idea that the state
is being transformed into a network state, in which information
technology (IT) and information and communication technology (ICT)
form the essential organizational principle. This means no less than that
the whole concept of the state is changing, including the criminal
justice system.

(E) The role of the media

Earlier we mentioned the fact that much information comes from
open sources. The availability of such sources is connected to the activity
of publishers, providers etc. From a wider perspective it seems to be

15

14

A. Oehmichen, Terrorism and anti-terror legislation - the terrorised legislator? A com-
parison of counter-terrorism legislation and its implications on human rights in the
legal systems of the United Kingdom, Spain, Germany, and France, Antwerpen: Intersentia,
2009.
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important not to overlook the role of the media. Investigative
journalism has become a frequent phenomenon nowadays.

(F) Human rights and fundamental freedoms

It cannot be denied that the societal changes and the related changes
in the operation of the criminal justice systems raise many new problems
and questions in the area of human rights and fundamental freedoms.
Think of the conditions under which biological samples are taken from
suspected or other persons in order to produce DNA-profiles to be
included in forensic DNA-databases. Or the application of devices for
direct interception of private discussions.

Criminal procedure laws traditionally strike balances between
human rights and (necessary) limitations to civil freedoms in the
interest of public and state interests. Much of the case law of Human
Rights Courts, such as the European Court of Human Rights (ECtHR) is
related to such issues. In the elaboration of the subject “The Information
Society and Criminal Procedure” this area must have major attention.
During the last decades most countries have sharpened their legislation
for reasons of security and the struggle against terrorism and organized
crime in a way that fundamental rights like privacy and physical freedom
are sometimes very much limited. There is growing attention in the
literature in this field, both from the perspective of Human Rights and of
Criminal Procedure. Within the field of human rights the national aspects
of the criminal procedure are intertwined with international (global and
regional) aspects. Therefore there is a good reason to look closely to the
domain that in the work of the AIDP should be covered by the
questionnaires and reports in the Sections III and IV.

(G) Some closing remarks

It goes without saying that there is much more to say about the
impact of the “information society” on the criminal process -
especially in relation to ICT and converging techniques. We just mention
here the development in facial recognition on the bases of databases of
photographs and the use of surveillance cameras. Another important
aspect that should be given attention to is the occurrence of false

15
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recognitions or identifications (false positives) in the area of surveillance
and as a product of the combination of information from different
sources. Further we can add the (only at first glance) more “simple” error
rates in forensic science on the bases of random matches in a DNA
database or the risks of change or contamination during the chain of
custody of forensic samples (and the use of ““track and trace” systems
to limit that kind of risk). When ever such subjects are looked at, there is
almost every time at least one or two connections to ICT as well.

From a more distant point of view, it is good to ask the question
whether or not the information society in relation to the “surveillance
state”, the “intelligence state” and the “database state” affects the
whole basis of the traditional criminal process from its beginning and at
the same time in its focus, where the “investigandum” and “probandum”
appears to be more on deviant (and risky?) behavior than on criminal
behavior in a stricter sense.
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(B) General Questions

(1) Are there current (legal or socio-legal) definitions for
applications of IT and ICT within the context of criminal
procedure (including forensics)? How are such conceptual
definitions reflected in the literature, legislation, court
decisions, and relevant practices within the context of the
criminal process?

There are no specific definitions for applications of IT and ICT
within the Turkish Criminal Code (T'CC) or the Criminal Procedure
Code (CPC). However, the motives of art. 243 CPC regulating the
crime of “illegally accessing an information system” defines the
term “information system” as follows:

“Information system means any magnetic system that collects
and arranges data and then puts them through automatic
processing.”

Art. 2 of the Law on Regulating Broadcasting in the Internet and
Fighting Against Crimes Committed through Internet Broadcasting
provides the following definitions:

Information: any meaningful form of data

Access: Obtaining the possibility of using an Internet medium
through a connection.

Access provider: Any real or legal person who provides to access
to the Internet for its users.

Istanbul Okan University Law Faculty, Department of Criminal Law and Criminal Procedure Law.
Yeditepe University Law Faculty, Department of Criminal Law and Criminal Procedure Law.

Dokuz Eylil University Law Faculty, Department of Criminal Law and Criminal Procedure Law.



SUC VE CEZA 2012 SAYL: 4 SECTION 3: TURKISH NATIONAL REPORT

18

Content provider: Any real or a legal person, who produces,
changes or provides any kind of information or data, which are
provided to users over the Internet

Internet medium: The medium that is established on the
Internet, and that is publicly accessible except communication and
personal or corporate computer systems.

Internet broadcasting: Online data accessible by an indefinite
number of persons.

Tracking: Monitoring information and data without affecting
data on the Internet.

Institution: Telecommunication Institution

Public use provider: Any person, who provides facility to use
the Internet for people in a specific place and in a specific time

Traffic data: The values about every kind of access to the
Internet, such as parties, time, duration, the kind of the utilized
service, the amount of the data which is transferred and access
points.

Data: Any kind of values that can be processed by a computer
Broadcasting: Broadcasting on the Internet

Hosting provider: a real or a legal person who provides or
operates a system containing services and content.

Art. 3 of the Regulation on the Utilization of Audio-visual
Information Technology Systems in Criminal Procedure further
provides the following definitions:

Information System: Any system consisting of a computer,
peripherals, information infrastructure and programs, and that
designated to process, to store and to transfer data.

SEGBIS: The Audio-Visual Information System that electronically
transfers, records and stores sounds and images simultaneously.

UYAP IT-System: The information system that is formed with
purpose of enforcing justice services electronically.
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The Regulation on the Application of the Measures Regarding
the Interception of Communications. Undercover Agents and
Technical Surveillance! provides the following definitions
involving ICT (art. 4):

Wiretapping / Interception of communication: The proceedings
for tapping conversations on telecommunications and tapping all
sorts of communication by applicable tools.

Detection of communication: The proceedings for gathering
information about calling, location and identification from the
communication between communication tools, without interfering
with the content of communication.

Operator: Companies operating telecommunication services
and telecommunication substructure following a task-order
contract, a franchise agreement, a telecommunication licence
issued by this Institution or a general permit,

Signalling Information: Any kind of data that are processed for
the purpose of communication transmission within a network or in
order to invoice.

Evaluating signalling information: Any act of evaluation
employed for determining the traces on communication systems,
which are made by signalling information, and obtaining
meaningful results from these traces, without interfering with the
content of communication and based on a warrant by the
competent authority.

Telecommunication: Transferring, sending and receiving signs,
symbols, sounds, images and any kind of data that can be
transformed to electrical signals; through cables, wireless, optical,
electrical, magnetic, electromagnetic, electrochemical,
electromechanical and other transferring systems.

Technical surveillance: Technical surveillance, audio or video
recording of the suspect’s or the defendant’s actions in public

1 A stay of execution order has been issued regarding this Regulation by the General Assembly
of Administrative Chambers of the High Administrative Court (YD Appeal Nr. 2012/578, dated
06.12.2012

19



SUC VE CEZA 2012 SAYL: 4 SECTION 3: TURKISH NATIONAL REPORT

places or in his/her working place; within the scope of an
investigation regarding a crime listed under Criminal Procedure
Code (CPC) art. 140/1, in cases of a high degree of suspicion and in
the absence of possibility to obtain evidence by other means.

Data carrier: Instruments that are employed to record sounds
and images, which are obtained through “interception of
communication”, “undercover investigation” and “technical
surveillance” measures.

The Turkish Court of Cassation is known to adopt the definition
as found under the motives of the law*:

“Information system means, magnetic systems that collect
and locate data and then provide the possibility to process them
automatically, ... (Turkish Court of Cassation, 11" Criminal
Chamber, 23.03.2009, E: 2008/16004 - K. 2009/2891)”

“Information system means, magnetic systems that collect
and locate data and then provide the possibility to process them
automatically. Cyberspace means a space consisting of systems
that store and later automatically process information (...)”
(Turkish Court of Cassation, General Assembly of Criminal
Chambers, 17.11.2009, E: 2009/11- 193 — K: 2009/268)

(2) Are there specific institutions and/or task forces involved
in the implementation of ICT within the criminal justice
system?

Information and Communications Technologies Authority
(ICTA): The Telecommunications Institution, which had been

established by the Law 4502, dated 27.01.2000, has been renamed
as the ICTA after the entry into force of the Electronic
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Dr. ihsan Bastiirk, public prosecutor at the Turkish Court of Cassation, and member of the
Turkish Association of Penal Law, has made the following statement, which we support: Under
Turkish law, terms such as “Internet”, “Internet medium”, “web page”, “website”, “publication”,
“Internet Service Provider”, and “access provider” are being used without any coherence, which
causes problems. Additionally, the fact that some terms that are not included in legislation can
be found in by-laws. An example for this is the term “other distant computer logs and removable
hardware”, which cannot be found under art. 134 CPC on the seizure of computer logs, but
is regulated under the “Regulation on Judicial and Preventive Searches”. As a result, different
courts apply the same provisions differently.
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Communications Law (Law 5809, dated 10.11.2008), and has been
designed to regulate and supervise the telecommunications sector
as an independent administrative authority. With the new
regulation, the Wireless Law (Law 2813) has been renamed “Law
on the Establishment of the Information and Communications
Technologies Authority”.

Telecommunications Communication Presidency (TCP): This
presidency has been established through Law 5397, dated

23.07.2005, and is operating under the relevant legislation as a
central authority.

The presidency has been designed by the Law on the Regulation
of Internet Publishing and on Combatting Crimes committed
Through Such Publications (Law 5651) to function in the area of
Internet publishing, and has powers to execute orders on banning
websites issued by legal authorities, or, in some cases, to issue such
orders ex officio. The Internet Bureau has been established to deal
with such tasks.

The TCP operates under the direct authority of the President of
the ICTA, and consists of Bureaus of Law, Technical Operations,
Information Systems, Administration and the Internet Bureau. Each
of the National Intelligence Organisation, the Turkish National
Police Organisation, and the General Command of Gendarmerie
send one representative to the TCP.

The Information Technologies Department of the Ministry of
Justice: The Ministry has begun the automatizing process in 1998.

In 1999, the Information Technologies Department has been
established in order to regulate and systemize the process. Art.
22/A of the Law 2992 as amended by the art. 7 of the Law 4674
dated 15.05.2001 determines the area of practice of the Information
Technologies Department.

Other institutions under the Turkish system include:

Department of Combatting Cybercrime at the Turkish National
Police Organisation: The Department has been established through

the Decree nr. 2011/2025 of the Council of Ministers, in order to
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investigate crimes committed using IT, and to examine digital
evidence. The department is centralized in order to overcome
issues of coordination and to avoid repeated investments. Provincial
agencies of the Department are in the process of being established
quickly.

The IT Investigations Laboratory of the Gendarmerie Criminal
Department: Creates expertise reports and affidavits for
administrative and legal investigations and prosecutions regarding
the scientific evaluation of evidence provided by the judge, court,
or, in cases of emergency, by the prosecutor.

The Physical Expertise Department of the Institution of Forensic
Medicine: The department deals with the scientific evaluation of

physical material provided by courts, judges and prosecutors, such
as weapons, ballistics, graphology, dactyloscopy, photography,
pictures, fingerprints used as autographs, radiology, radioisotopes,
climatology, and, in addition, digital evidence, and creates expertise
reports and affidavits.

The physical expertise department has a “Branch of Information
and Technology Crimes”, dealing with digital evidence.

(3) Are there private (commercial) organisations (companies)
that offer ICT related services to the criminal justice
system? If so, can you give examples? What limits have to
be observed?

There aren’t any organisations that offer ICT related services to
the criminal justice system in Turkey. However, it is possible to resort
to the expertise of real persons or legal entities under the CPC.

(O Information and Intelligence: building information
positions for law enforcement

(1) Which ICT-related techniques are used for building
information positions for law enforcement agencies?

There are measures of interception of communication,
technical surveillance, seizure of data carriers, obtaining data such
as fingerprints, palm prints, photographs within the scope of
physical identification. Data, obtained by these measures are stored
in related databases.
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Within this context, additional art. 7 of the Law on Duties and
Powers of Police (LDPP) and additional art. 5 of the Law on the
Organisation, Duties and Powers of the Gendarmerie (LODPG)
regulate that law enforcement agencies may use measures of
“interception of communications” and “technical surveillance”,
while performing intelligence services, in order to prevent the
offences which are listed under art. 10 of the Law on Combatting
Terrorism (LCT), except for espionage crimes. Art. 6 of the Law on
State Intelligence Services and the National Intelligence
Organisation regulates that measures of “interception of
communications” and “technical surveillance” may be used in
order to maintain State security, to uncover espionage activities, to
spot activities regarding the revealing of state secrets and to
prevent terrorist activities, in the case of serious danger against the
essential features of the Turkish Republic as declared under Turkish
Constitution or against the rule of law.

Also these techniques are used for building information
positions in Turkey: taking image, reclamation of the files, which
are deleted, composing word lists, examining registry, examining
metadata.

(2) To which type of public (e.g. DNA databases) and private
(e.g. PNR or financial data such as SWIFT data) databases
do law enforcement agencies have access?

According to art. 332 CPC, public prosecutors, judges and
courts can request every kind of information from any institution.
During investigation and prosecution of a crime, when a public
prosecutor, judge or court sends a written request about any
information, it has to be responded within ten days. If it is
impossible to respond within this time, the reason of the delay and
the latest date for the retrieval of the information must be notified
within the same time (ten days).

According to Turkish Criminal Law, there is no specific law in
force concerning the protection of personal data. There is a draft
law called “Law on the Protection of Personal Data”. Therefore the
issue of accessing this kind of data has become a matter of
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discussion, especially in terms of the offences under Turkish
Criminal Code (TCC) regarding the protection of privacy and
personal data. The only kind of data accessible by public without
any doubt, are criminal records that are public according to
Criminal Records Code.

There are no DNA databases in Turkey. There is a draft law
about DNA databases, but it is not legislated yet.

The databases in Turkey can be listed as below:

LDPP regulates a database for recording fingerprints and
photographs. Fingerprints and photographs that are taken from
persons are mentioned by LDPP art. 5/1; fingerprints that are taken
from crime scene and belong to an unidentified person; fingerprints
and photographs of persons who could not be identified because
there was no birth record about him/her; fingerprints that are
taken from convicts according to the Law on the Execution of
Sentences and Measures (LESM), art. 21 are recorded to that
database. Furthermore, according to art. 4/A LDPP, fingerprints and
photos of persons who have been asked for their proof of
identification, but cannot be identified, because they are not
registered, are to be taken and recorded following the procedure
set forth under art. 5 LDPP.

According to LDDP art. 5, fingerprints and photographs are
recorded and stored in the designated database without specifying
the reason. Information in that database can only be used by courts,
judges, public prosecutors and law enforcement agencies, with the
purposes of identification, preventing crime or discovering the
truth in an investigation or a prosecution. Law enforcement
agencies can directly access this database with the purpose of
identification or matching fingerprints that are taken from crime
scene. A security system is established in order to record access
information about which law enforcement agency used the
information in the system and for what purpose. The records in the
system are confidential; they are deleted ten years after the death
of the person, and in any case they are deleted after eighty years
from recording.
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According to the Law on the Prevention of Violence and
Disorder in Sports, art.18/4, Information about the measure of
“banning from attending sports events” is immediately recorded in
the designated database, which has been created within the
Turkish National Police. Related sport clubs and federations can
access that database. The information about the person who has
been banned from watching sports events, are forwarded to the
related sports clubs and, in cases of an event that will take place
outside of Turkey, to the competent authorities of the foreign
country, in which the event will be carried out, before the event.

Another database is created based on the Law on the Internal
Services of the Turkish Armed Forces. Art. 61 of that law regulates
that the results of the general health controls, which are carried
out within the military services of privates and petty officers when
participating and leaving their troops. The article also regulates
that captains and commandants could check out the health
conditions of the soldiers according to those records.

(3) Can techniques labelled as data mining and data matching
be applied? If so, can these techniques be used to create
profiles of potential perpetrators or risk groups? If so,
have special tools been developed for law enforcement
agencies?

It is not possible to create profiles of potential perpetrators or
risk groups in Turkey, because data in the databases are deleted
within the limits of time provided by law.

In general, data mining is analysing data with another point of
view and summarising them as useful information. Technically,
data mining is finding patterns and correlations between large
databases, which are related each other. Within this context, we
can mention the duties of Criminal Police Laboratories Department
and its subdivisions, which include data mining and matching.

A.- Speaker Identification and Recognition Department: This
department analyses voice records produced by unidentified

persons, matches them with identified voice records, and, if
possible, identifies the owner. It also determines whether two
separate records produced by unidentified persons have been
created by the same person or not.
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B.- Record Reliability Department: This department states
whether a voice recording has been falsified by any physical or

electronically intervention with an intention such as to add other
voices or speeches, to delete, to change or to change any
information about the recording signal.

C.-_Audio Enhancement Department: This department clarifies
any speech, noise or voices by reducing other speeches, which are
expected to be perceived in a voice record.

D.- Signal Analysing Department: This department makes
qualitative and quantitative analyses of the voices in a record,

determining probable sources for the noise.

E.- Department of Determination of Speaker Characteristics:
This department determines personal characteristics of the

producer of a speech in a record.

E- Yoice and Speech Analysing Services:

Speaker ldentification and Recognition: Speaker identification
and recognition can be described as comparing an unknown voice

with one or several known voices through a matching process by
using audio-visual techniques. It aims to differentiate voices
through their own characteristics and particularities through the
use of different analysing techniques and methods.

Although this method is being used for many years, the
parameters, procedures and results are controversial. Different
results obtained from similar procedures and the produced
matching proportions have raised questions about the reliability
and acceptability of the method used.

Record Reliability: Record reliability means examining the
originality of a record. In general, it is examined whether there was
an addition, a removal or any other intervention on the record, or
not.

Data Examinations: Data examinations are technical
examinations that are applied by using established methods, on
hard drives, CDs, DVDs, Blue Ray, Smart Phones, cell phones, SIM
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cards, Smart Cards, USB drivers, memory sticks, tablets, lap-tops,
MP3/MP4 players, cameras, photograph machines and any other
data carrier. These technical examinations contain recovering the
information, which is hided, deleted, encoded or protected in the
equipment mentioned above.

(4) Can coercive measures (e.g. interception of telecom-
munications) be used for building up information
positions?

Interception of telecommunications and technical surveillance
are coercive measures that can be utilized within an on-going
criminal investigation or prosecution. Records obtained through
these measures are to be destroyed within ten days after the
completion of the procedure, if the criminal process has been
terminated. According to the Turkish Criminal Procedure Code,
art. 135, records resulting from these coercive measures cannot be
used for building up information positions.

However, additional art. 7 LDPP allows law enforcement agencies
to resort to interception of telecommunications and technical
surveillance for intelligence reasons. According to this provision,
telecommunications may be intercepted, tapped, recorded, and
signalling information may be evaluated upon a judge’s warrant,
or, in cases of emergency, upon a written order by the General
Director of Police or the Police Intelligence Department, in order
to prevent crimes under art. 10 LCT, excluding espionage. In cases
of emergency, the written order is to be forwarded to a judge’s
approval within 24 hours, who, in another 24 hours, is to decide
about the order. The order is annulled immediately, if the time runs
out, or if the judge does not approve the order. In this case, records
of the measures are destroyed within 10 days. This procedure is
taken into official records, which is subject to inspection.

Additional art. 7 LDPP provides that technical surveillance may
be ordered accordingly.

Parallel provisions exist under the Law on the Organisation,
Duties and Powers of the Gendarmerie (LODPG).
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Additionally, Art. 6 of the Law on State Intelligence Services and
the National Intelligence Organisation regulates that measures of
“interception of communications” and “technical surveillance”
may be used in order to maintain State security, to uncover
espionage activities, to spot activities regarding the revealing of
state secrets and to prevent terrorist activities, in the case of serious
danger against the essential features of the Turkish Republic as
declared under Turkish Constitution or against the rule of law.
These are ordered upon a judge’s warrant, and, in cases of
emergency, a written order by the Secretary or Deputy Secretary of
the National Intelligence Agency (MIT). A similar procedure for the
judge’s approval of the written order is provided in these cases.

Additional art. 7 LDPP also builds the basis for a Regulation on
the application of the said article. This by-law came into force as the
“Regulation on the Procedure and Principles of the Interception,
Tapping, Evaluation of the Signalling Information, and Recording
of Communications Through Telecommunication and on the
Establishment, Powers and Authorities of the Telecommunications
Communication Presidency” (Published in the Official Gazette
dated 10.11.2005, Nr. 25989)°.

It should be noted that any evidence obtained through the
application of these provisions are among preventive measures, and
cannot be used to prove any offence in a criminal trial. According to
law, criminal prosecutions can only be based on evidence obtained
through the application of procedural measures. However, in
practice, courts do allow data obtained through preventive measures
as evidence in criminal trial. There are cases where such data build
a basis for conviction in criminal prosecutions.

28

The “Regulation on the Application of the Measures of Interceptions of Telecommunications,
Employing Undercover Investigators and Technical Surveillance as Provided under the Criminal
Procedure Code” has been suspended by a stay of execution order of the High Administrative
Court. The motives of the decision by the General Assembly of Administrative Chambers dated
06.12.2012 include the fact that the Criminal Procedure Code did not provide for a legal basis for
this regulation, and that the legislator chose to regulate this area in great detail within the law
instead. According to the High Administrative Court, this excludes the powers of the Ministry of
Justice to pass a regulation on these measures.
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(5) Which private actors (e.g. Internet providers or telecom
companies) retain or are obliged to retain information for
law enforcement agencies?

All companies operating under a task-order contract, a
franchise agreement, a telecommunication licence or general
permit by the Telecommunications Institutions, including the
government-operated Turkish Telecommunications Inc., are under
a legal obligation to retain information for law enforcement
agencies:

Art. 6/1-b of the Internet Law provides that access providers
must retain traffic information on their services for a time of no less
than 6 months and no more than 2 years, as specified by the
Regulation, and to provide for their correctness, integrity, and
confidentiality. The last paragraph of the same article puts those
access providers who fail to comply with these conditions under
an administrative fine of 10.000-50.000 Turkish Lira (equivalent of
5.000-25.000 USD). The time period for the data retention has
been specified by the Regulation as 1 year. (art. 15/1-b of the
Internet Regulation).

According to the Law on the Regulation of Internet Publishing
and on Combatting Crimes committed Through Such Publications
(Law 5651) [the Internet Law], and on the Regulation on the
Internet Public Use Providers, such providers must record their
internal IP logs electronically.

An additional obligation of the non-commercial public use
providers has been regulated under the Regulation on the Internet
Public Use Providers. According to this, such providers must record
all Internet IP distribution logs at their working places, hotels, and
other places, electronically. This data retention obligation that is
not based on a legal framework and does not provide for any
specification about the duration of the retention, whether such
data is to be given to any authority, etc. For this reason, it fails to
comply with the general legal standards, and lacks the necessary
guarantees regarding the freedom of communication.
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(6) Which private actors can provide or are obliged to provide
information to law enforcement agencies?

Any information, document or discovery that is suitable to
uncover the truth and that has been obtained legally can be used
as evidence (art. 217/2 CPC). All law enforcing agencies can access
all kinds of data regarding a criminal offence through using legal
means. All private actors are obligated to oblige with requests of
law enforcing agencies made accordingly.

Additionally, according to art. 6 of the Law on the National
Intelligence Agency, the Agency (MIT) may make requests to
ministries and other public agencies and archives of institutions
providing public service, to electronic IT centres and the
communications substructure companies in order to obtain
information and documents, by providing legal grounds for such
request.

There are also provisions on the application of technical
surveillance for information building purposes. Additional art. 7
LDPP provides that the police may ask for relevant information and
documents from public agencies and public service institutions by
providing legal grounds for the request. In case such agencies and
institutions refrain from complying on grounds such as protection of
state secrets, a judge’s warrant is needed to obtain the information
or document. An identical provision is found under additional art.
5/5 LODPG, giving the same power to the Gendarmerie.

Art. 12/5 of the Electronic Communications Law provides that
operators must establish on electronic communication systems the
technical infrastructure necessary to be able comply with requests
of law enforcing agencies in accordance with legal provisions
relating to national security, before beginning to provide any service
on electronic communication.

(7) Is there judicial control on building information positions?

As a rule, any preventive measure on interception of
telecommunications and technical surveillance is only applicable
following a warrant of a judge. However, in cases of emergency,



SECTION 3: TURKISH NATIONAL REPORT SUC VE CEZA 2012 SAYI: 4

a legally empowered administrative body (such as the head of the
Intelligence Department of the Police, the Gendarmerie, or the
Secretary of the National Intelligence Agency) are entitled to give a
written order to initiate such measures. In these cases it is necessary
to obtain an approval from a judge within a legal time limit of 24
hours. Otherwise, the measure is to be terminated immediately.

If these measures are applied illegally, criminal offences such
as “violation of the confidentiality of communications” (art. 132
TCO), “violation of the privacy” (art. 134 TCO), “illegal entry into
IT systems” (art. 243 TCCO), “illegally obstructing, hacking, erasing
or manipulating data in an IT system” (art. 244 TCC), “destroying,
hiding or changing evidence of a crime” (art. 281 TCC), “violation
of secrecy” (art. 285 TCC) may come into consideration.

(D) ICT in the criminal investigation

(1) Can law enforcement agencies carry out interception in
real time of a) e-traffic data; b) content data?

In Turkish law, here are no specific regulations on the real
time interception of e-traffic data and content data. The coercive
measure of “interception of telecommunications” under art. 135
CPC was not codified with ICT in mind. As a result, the text of the
law includes the term “listening” as a real time interception method,
which apparently relates to communication over the telephone.

However, content on the Internet may be barred from access
following a decision of a judge or an order of the administrative
authority. Under art. 8 of the Internet Law, Internet content may
be barred from being accessed for specific crimes (incitement to
suicide, sexual abuse of children, facilitating the use of narcotics,
supplying material that causes health hazard, pornography,
prostitution, providing space and means for gambling, offences
under the Law on Crimes Against Atatlirk), if probable cause exists.
The warrant is issued by a judge during the investigation phase, and
by the court during the prosecution. If, during the investigation,
there is a case of emergency, the public prosecutor may issue a
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written order, which is subject to the approval of a judge within
24 hours. If the approval does not follow, the order is annulled
immediately.

The warrant may also be issued directly by the TCP, if either the
content provider or the hosting provider reside outside of Turkey,
or, even when they reside within Turkey, the contents are related to
the offences of sexual abuse of children or pornography.

The warrant to bar access must be executed within 24 hours
of its issuing. Hosting or access providers that fail to comply with
the warrant that was issued as a criminal procedure measure, are
subject to a penalty of imprisonment from 6 months to 2 years,
unless their omission constitutes another crime of heavier penalty.
If the warrant was an administrative measure, in case of failure to
comply with the barring order, the access provider shall be subject
to an administrative fine of 10.000-100.000 Turkish Lira (an
equivalent of 5.000-50.000 USD).

Additionally, art. 12/2-g of the Electronic Communications Law
provides that operators might be put under a legal obligation to
“provide technical means to legally authorised national institutions
to lawfully intercept and listen to telecommunications”.

(2) Can law enforcement agencies have access to/freeze/
search/seize information systems for a) e-traffic data; b)
content data?

There are no specific provisions on accessing, freezing or seizing
information systems under CPC. CPC only includes specifications
on “seizure of at the post”, which cannot be extended to IT systems
analogically. This follows from the general rule prohibiting analogy
in matters that involve limitations of freedoms.

A specific provision on the search, copying and seizure of
computers, computer programs and logs exists under art. 134 CPC.
This provision allows law enforcement agencies to access and copy
data carriers, but only through creating a disk image of the drive
including access data (hash values). In other words, it is not legally
permitted to access any IT system online and extract e-traffic or
content data from it.
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In addition to this, it should be repeated that art. 8 of the Internet
Law allows for a barring order for online content involving some
criminal offences (please see our answer to Question D/1).

(3) Can telecom companies or service providers be obliged to
share data with law enforcement agencies? In case of non-
compliance, are there any coercive measures or sanctions?

A general provision on the subject can be found under art. 332
CPC. According to this, any information requested by the public
prosecutor in relation to a criminal investigation must be complied
within 10 days. Failure to compliance is subject to a penalty under
art. 257 TCC (criminal misconduct).

The said provision does not specify the type of entity that is under
the legal obligation to share information with the prosecutor’s
office, and uses a general statement. In addition to art. 332 CPC,
there is a specific provision on the execution of warrants regarding
the interception of telecommunications under art. 137 CPC.

According to this article, the prosecutor or the judicial police
officer appointed by him may request from representatives of
agencies and institutions providing telecommunications services
to execute of measures of interception, and to insert technical
equipment for this purpose with a written order. This order is
immediately to be complied with, under threat of forcible execution.

Additionally, according to art. 6 of the Law on the National
Intelligence Agency, the Agency (MIT) may make requests to
ministries and other public agencies and archives of institutions
providing public service, to electronic IT centres and the
communications substructure companies in order to obtain
information and documents, by providing legal grounds for such
request.

Another relevant provision on the “rights and obligations
of operators” can be found under art. 12/2-g of the Electronic
Communications Law. According to the said provision, the operators
may be put under a legal obligation to “provide technical means
to legally authorised national institutions to lawfully intercept and
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listen to telecommunications”. Under par. 5 of the same article,
operators must establish on electronic communication systems the
technical infrastructure necessary to be able comply with requests
of law enforcing agencies in accordance with legal provisions
relating to national security, before beginning to provide any service
on electronic communication.

(4) May law enforcement agencies apply video surveillance?
Can they oblige natural or legal persons to cooperate?

Art. 140 CPC regulates the coercive measure of “technical
surveillance”. This allows law enforcement agencies to put the
suspect’s public activities and working place under technical
surveillance, including audio-visual surveillance, if a high degree
of suspicion exists for a crime listed under the same article, and,
additionally, if no other means to obtain evidence exist.

Additional art. 7 LDPP and additional art. 5 of the Law on the
Organisation, Duties and Powers of the Gendarmerie (LODPG)
regulate that law enforcement agencies may use measures of
“interception of communications” and “technical surveillance”,
while performing intelligence services, in order to prevent the
offences which are listed under art. 10 of the Law on Combatting
Terrorism (LCT), except for espionage crimes. The same articles
provide that the police (or, in its case, the Gendarmerie) may ask
for relevant information and documents from public agencies and
public service institutions by providing legal grounds for the request.
In case such agencies and institutions refrain from complying on
grounds such as protection of state secrets, a judge’s warrant is
needed to obtain the information or document.

Additionally, Art. 13/2 of the Law on Gatherings and
Demonstrations (Law 2911) provides that the government
commissar representing the government at demonstrations may
order the recording of the demonstration with technical audio-
visual equipment, including voice recorders or cameras.

Art. 9 of the Regulation on Internet Public Use Providers, such
providers are under a legal obligation to establish closed-circuit
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cameras in order to record everybody entering or exiting their
premises. These records are to be kept for seven days, and cannot
be disclosed to anybody except for authorised public agencies.

Another issue regarding video surveillance is the legal grounds
for CCTV cameras under Turkish law. Although the employment
of such cameras for evidence gathering purposes is widespread in
practice, there is no legal framework allowing this use. The legal
basis for the “MOBESE” (Mobile Electronic System Integration)
system is found under additional art. 16 of the Motorways Traffic
Law (Law 2918). According to this provision, electronic systems
may be established by the Turkish National Police in order to spot
traffic violations for the purposes of ensuring the safety of people
or property, provide for a safe and orderly flow of traffic. However,
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(5) May or must law enforcement agencies apply audio-visual
recording of interrogations (suspects, witnesses)?

Normally it is possible, but not mandatory, to record the
interrogation of witnesses audio-visually. However, there are
specific kinds of witnesses, for whom the recording is mandatory.
According to this, an audio-visual recording must be made during
the interrogation of victimised children, and of those who cannot
be brought before the court during trial and whose testimony is
indispensable for the uncovering of the truth (art. 52/3 CPC).

Within this context, Child Observation Centres have been
established in some cities as a pilot study, in order to protect
sexually abused children effectively, and to prevent children abuse,
following the legal framework of the Decree Nr. 2012/20 on Child
Observation Centres (published in the Official Gazette dated 4
October 2012, nr. 28431). The following issues have been specified
with the decision nr. 2012/1 of 22.10.2012 of the Central
Coordination Board of Child Observation Centres:

1. In accordance with the orders and directions of the public
prosecutor, and following the statement of the victimised
child, the victim shall be subject to external or internal bodily
examination upon the victim’s or his or her parents’ consent,
taking of body samples, psychological evaluation, and, if
necessary, visual recording of physical evidence, following
due procedure, at Child Observation Centres.

2. The statement of the victimised child shall be taken in a
mirrored room, under audio-visual recording, by the public
prosecutor, or, in cases of necessity, by a police officer
following the prosecutor’s orders, through a trained expert
employed at the Child Observation Centre, and in the presence
of the victim’s attorney.

3. Utmost respect is to be shown to the privacy of the victim
during the entire process.

4. Procedures within the Child Observation Centres shall not be
recorded to the hospital automation system.
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5. All information and documents obtained following the
interviews and medical examinations shall be taken under
record in form of a report, and shall be sent to the public
prosecutor’s office upon completion, including audio-visual
recordings.

In addition to this, an audio-visual recording of the protected
witness must be made. According to art. 58/3 CPC, the presiding
judge may remove people, including the defendant, from the
courtroom during the trial, if their presence poses danger to the
witness. In these cases, a video recording of the testimony is to be
taken, and those who have been removed retain their right to ask
questions to the witness.

Art. 180 CPC provides the possibility to employ audio-visual
recording technology during the interrogation of witnesses or
experts that cannot be present before the interrogating authority;,
or at the trial.

Concerning the suspect or the defendant, it is specified under
art. 147/1-h CPC, that during their interrogation during the
investigation or the trial, technical means shall be employed to
record the proceedings. The text does not leave room for discretion,
and imposes a mandatory recording through the use of the term
“shall be employed”. The Decree Nr. 150 on the Audio-Visual IT
System (SEGBIS) dated 14.12.2011 also states that such recordings
are mandatory. Audio-visual recordings are also to be made when
the suspect or the defendant is excused from being present at the
trial.

Except for the instances stated above, it is generally prohibited to
employ any means of audio-visual recording at criminal proceedings.
As a rule, no such equipment may be used within the court building
or at the courtroom during the trial. The same rule applies to other
judicial proceedings within or without the court building.
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(E) ICT and evidence (The chain of stages: collecting / storing
/ retaining / producing / presenting / evaluating
electronic evidence)

(1) Are there any rules on evidence that are specific for
ICT-related information?

There are no rules on evidence that are specific for ICT-related
information in Turkish law. These are subject to general rules. No
hierarchy of evidence exists in criminal procedure, either. Any
information relevant to the case can be accepted as evidence, as
long as it is collected legally, and there are no legal rules on the
evidentiary value of specific types of evidence.

However, the credibility of ICT-related evidence is the point of
an on-going debate in Turkish criminal procedure doctrine. It is
a common concern that electronic evidence is open to external
manipulation, particularly during the collecting stage. Therefore,
many scholars express the opinion that ICT-related information
should not be accepted as solid or credible evidence in criminal
procedure.

Additionally, many specific cases in Turkish practice have
presented serious doubts on the possibility that some pieces of
electronic evidence have been produced purposefully after the
supposed date of offence by people other than the suspect. For
these reasons, a number of university professors on computer
engineering have published a common declaration against the
excessive and insecure use of electronic evidence in criminal
trials, especially in case of corrupted data.* There are also views
on a complete inadmissibility of electronic evidence in criminal
procedure.

In practice, electronic evidence has gained the status of obtaining
a confession in catholic inquisition. However, these pieces of
evidence should only be used as a tool to obtain material evidence
related to the case in a legal way, and should only have evidentiary
value as to support such evidence. In the present-day Turkish

4
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criminal procedure practice, false electronic information is easily
produced, collected as evidence, presented before the court and,
in some cases, even accepted as a convicting proof in the absence
of corroborating evidence. This situation can only be described as a
“digital torture” in order to prove the defendant’s guilt.

(2) Are there any rules on integrity (e.g. tampering with or
improper processing) and security (e.g. hacking) of ICT-
related evidence?

There are no specific rules on integrity and security of ICT-
related evidence. General rules apply. However, this situation is
leading to serious problems with regard to the technological
progress. The security of electronic evidence is a problematic issue
in practice.

It should be noted that some criminal offences would apply to
actions breaking the integrity and security of electronic evidence.
Offences in question could include the violation of communicational
secrecy (art. 132 TCC), the violation of privacy (art. 134 TCC),
illegal access to an IT-system (art. 243 TCC), hindrance or
obstruction of the system, deletion or alteration of data (art. 244
TCO), aspersion (art. 266 TCC) or obscuring, hiding or altering
criminal evidence (art. 281 TCC). However, due to lack of an
effective controlling mechanism related to the integrity and
security of evidence, it is nearly impossible to spot a violation of
these provisions.

Doubts related to the manipulation of electronic data particularly
arise during the taking of a disk image within the scope of search-
and-seizure warrants on data carriers. Even if a secure hash value is
generated during the copying, there are doubts that new data may
have been added to the data carrier at the beginning of the copying
process through the use of malware. Similarly, the seizure of CDs
and mobile phones involves such doubts. Legally, the disk image
must be taken on spot, without actually seizing the hardware, and
a copy of the image must be handed over to the affected person,
upon request. However, in practice, disk images of data carriers
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such as CDs, external hard drives or computer disks are being
taken at police centres, on the grounds that the process shall take a
long time otherwise. In these cases, the copying takes several days
in the absence of the affected person. Thus, even if a secure hash
value has been generated, it cannot be guaranteed that the disk
image is taken without any alterations to the original.

Similar problems exist regarding the evidentiary value of data
obtained through mobile phones (particularly smartphones). There
are no specific provisions regarding the seizure of mobile phones
and the data stored within. These devices are subject to a normal
search-and-seizure procedure. This also brings about problems
regarding the authenticity of electronic data obtained from mobile
phones, particularly in the case of smartphones. In a particular case
in Turkish practice, data belonging to some people have been
found as recorded in an address book of a mobile phone, although
these records have been proven not to exist at the beginning of the
procedure. Following objections and examinations, it has been
declared that the data had been “inadvertently” loaded to the
mobile phone at the police station, by law enforcement officers,
after the phone had been seized.

(3) Are there any rules on admissibility (incl. the principle of
procedural legality) of evidence that are specific for ICT-
related information?

In the Turkish criminal procedure system, any judgment must be
based on the intimate conviction of the court. Accordingly, anything
can be accepted as evidence, as long as it has been collected
legally. There are no exceptional provisions in the case of ICT
related evidence. General rules apply to ICT-related information,
notwithstanding the debate on their credibility.

In Turkish law, illegal evidence is completely inadmissible. The
Turkish law adopts a very strict regime on unlawful evidence. The
rule of total exclusion for unlawful evidence has been provided
both under the Turkish Constitution and the Turkish CPC. A
relevant provision can be found under art. 38 of the Constitution.
According to this, findings obtained through illegal means cannot
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be accepted as evidence (art. 38 TC). This provision doesn’t include
any restrictions or exceptions. Additionally, the Turkish Criminal
Procedure Code provides that proof can only be accomplished
through lawfully obtained evidence (art. 217/2 CPC), and that any
ruling based on illegal evidence shall be subject to reversal (art.
289/1 CPO).

Additionally, the Turkish law adopts the principle of “the fruit
of the poisonous tree”, and thus excludes any evidence obtained
indirectly through the use of unlawful evidence. As a result,
evidence collected through illegal means can never be pulled into
consideration at the judgment. There is no distinction between
evidence collected by the state or by private persons in this regard.

The exclusionary rule doesn’t have any exceptions. As a result,
no distinction can be made between “absolute” and “relative”
unlawfulness, or between “substantive” and “formal” unlawfulness
of the evidence. The minority opinion in Turkish law that would
allow such distinctions has not been widely accepted. In practice,
contradictory examples of case law supporting both views exist.
The aim of the criminal procedure is to obtain the truth through
any legal means that respect the human rights. It is not possible to
uphold the law through acquiescing unlawfulness.®

(4) Are there any specific rules on discovery and disclosure
for ICT-related evidence?

The Turkish Criminal Procedure Code provides a specific rule
on the collection of ICT-related evidence. According to art. 134
CPC on “search and seizure on computers, computer programs and
logs”, data carriers used by the suspect may be subject to search-
and-seizure, computer records may be copied, and these records
may be transcribed, if no other evidence gathering methods are
successful. This measure can only be ordered by the judge upon a
request by the prosecutor.

5 KESKIN, Serap, Ceza Muhakemesi Hukukunda Temyiz Nedeni Olarak Hukuka Aykirilik, Alfa,
Istanbul, 2007, s. 182 — 183.
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Despite the fact that the provision expressly applies to the
computer “used by the suspect”, this condition is not duly respected
in practice, particularly when the search is made in offices. In such
cases, the search is mostly applied to all computers present, without
determining which computer is used by the subject. As a result, it
can be said that the existing rule concerning the application of the
said measure is not upheld in practice.

If, due to the impossibility to crack a certain encryption, computer
programs or logs cannot be copied during the procedure, or an
encrypted piece of information cannot be accessed, the hardware
can be temporarily seized in order to complete the process. After
the completion, any piece of hardware must be returned to its
owner.

In practice, this provision is applied as to damage the credibility
of evidence. In some cases, the copying process on computers
seized may take days. In such cases, it is not possible to ensure the
presence of a procedural witness during the process. As a result,
it is not possible to control the chain of evidence and to ensure
that no external data have been introduced into the computer
before taking a copy from it. This possibility alone is to damage the
credibility of the evidence obtained through the said process. Such
evidence should not be admissible in trial. However, in practice,
there have been cases where such evidence has been admitted as
basis for a conviction, even in the face of expert reports confirming
suspicions that the evidence has been tempered with illegally.

Art. 134 CPC provides that all data must be backed-up during
the seizure of computers and computer logs. The Regulation on
Judicial and Preventive Searches provides under its art. 17, that this
measure is also applicable to computer networks and other distant
computer logs and their removable hardware. It should be noted
that any provision limiting human rights and personal freedoms
cannot be based on anything but organic laws. Thus, art. 17 of the
Regulation cannot be implemented as to expand the limits of the
legal framework of the CPC.
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After taking the disk image of the data carrier, a copy of the
back up is to be presented to the suspect or the defendant, upon
their request. It should be stressed that a request of the suspect
or the defendant is necessary for this. Without such request, the
prosecutor or the police are not under a legal obligation to produce
copies of the disk image. In practice, the suspect or the defendant
that make a request for a copy, are confronted with the objection
that the law enforcement officers do not have the equipment to
burn the copy on (such as a CD-ROM, an external hard drive, etc.).
In these cases, the suspect or the defendant is asked to provide a
hard drive of the same specifications as the original data carrier.
Thus, the subjects are requested to look for means to provide very
specific technical equipment without any respect for the place or
the time of the measure.

In other cases, it has been observed that the copy that had
originally been handed over to the suspect and the defendant, has
been recalled by the law enforcement agencies on the grounds that
these copies “contain data that constitute a criminal offence”. It
has been stated that, during the investigation, some data within the
computer had been found to constitute a crime, and the same data
exists within the copy of the disk image. Defendants have been
forced to hand over these copies, and told that they had to comply,
unless they would face a criminal investigation. Although there is
no legal basis for this practice, the police officers in question have
not been subject to a criminal investigation or disciplinary action.

(5) Are there any special rules for evaluating (probative value)
ICT-related evidence?

There are no specific rules on the probative value of ICT-related
evidence under Turkish law. This kind of evidence is subject to the
general rule of “conscientious conviction”. However, there exist
some well-founded doubts about the credibility of such evidence,
due to problems arising from practice. Particularly, doubts arise
about the possibility to introduce external data to a computer
during the image-taking process as part of the search-and-seizure.
Similar doubts arise about the seizure of CD-ROMs or smart phones.
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Although general rules do apply to the probative value of ICT-
related evidence, this issue is highly controversial due to the fact that
the legislation has been left behind the technological development,
and to practical problems mentioned above.

(F) ICT in the trial stage

(1) How can or must ICT related evidence be introduced in
the trial?

The Turkish legislation on criminal procedure contains provisions
stipulating that ICT related evidence could be introduced in the
trial as converted into written form. In addition, such evidence can
be introduced as evidence by inspection, if applicable.

One such provision exists under the 2011 Regulation on the
Utilisation of the Audio-Visual Information System (SEGBIS) in
Criminal Procedure. According to this provision, records obtained
through the SEGBIS are transcribed into digital minutes under
the UYAP IT-System and are autographed electronically. For the
transcribing procedure, appropriate software and/or hardware may
be used (Art. 7 of the Regulation). Audio-visual recordings are not
handed over to the parties, but copies of the transcriptions may be
given. In case of demand or objection, audio-visual recordings may
be opened for examination of the relevant person(s) in accompany
of the prosecuting authority (Art. 8 of the Regulation).

In practice, transcribing the audio-visual data can take a long
time. In some cases it may take months before the transcriptions are
handed over to the parties. For this reason, difficulties occur during
the preparation of the defence. In some cases, the defence may
be called before the transcriptions have been submitted, and these
records are only included in the case file after the ruling. Due to this
delay, the legal recourse (objection) as provided by law cannot be
taken effectively.

Additionally, recordings obtained through wiretaps are to be
transcribed by persons assigned by the prosecutor, according to
art. 137 CPC.
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Another relevant provision (Art. 209/2 CPC) regulates that
documents involving personal data related to the defendant or the
witness may be read out at an in camera meeting, if the affected
person expressly wishes so. Consequently, ICT related evidence
involving personal data might be subject to the same process, thus
ensuring the protection of privacy. However, since the Draft Law on
the Protection of Personal Data has not yet been put into vigour, it
should be stressed that matters regarding respect to personal data
still have not been resolved fully in practice. Particularly, wiretap
recordings involving the intimate sphere of persons are being
introduced as evidence in spite of a complete irrelevance with the
respective case.

As explained above, the Turkish legislation allows that ICT
related evidence be transcribed into written form and subsequently
introduced as document evidence in the trial. However, there
are no rules preventing such evidence from being introduced as
evidence by inspection or expertise. In the Turkish practice there
are many examples where experts appointed by court or by parties
have been assigned to inspect ICT related evidence.

Considering the directness of the evidence, the inspection of
ICT related evidence in trial is a preferable method in respect to
being transcribed into written form. This is especially the case for
audio-visual recordings, where not only contents of the recordings,
but also the tone or the intonation of the speaker may be important
for the forming of a conscientious opinion. As such, the practice
of transcribing said evidence and accepting their introduction as
document evidence in the trial contradicts with the principle of the
directness of the evidence, and, therefore should be avoided.

(2) Can distant interrogations (e.g. by satellite connections)
be applied?

This method can be applied using the Audio-Visual Information
System (SEGBIS). This system has been introduced for the audio-
visual recording of testimonies, interrogations and trials, as well as
the distant interrogation or hearing of persons outside the precinct
of the court, who cannot be present during the process, by means
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of videoconference. This method is not regarded as a form of
rogatory deposition, and thus may be applied even in cases where
a deposition by proxy is forbidden by law.

In some cases, an audio-visual recording is mandatory under
CPC. As a rule, the hearing of witnesses is optional. However, in
cases where the witness is a child victim, or a person who cannot
be brought before court (due to an illness, etc.) but who must be
heard for revealing the truth, a recording is mandatory (Art. 52/3
CPO).

In addition, an audio-visual recording of the witness testimony
must be made in cases where the judge removes from the
courtroom a person who has the right to be present during trial (i.e.
the defendant, or a mandatory attorney). In such cases, the right to
respond has been secured by law (Art. 58/3 CPC).

Also, art. 147/1-h CPC provides that an audio-visual recording
shall be made during the interrogation of the suspect or of the
defendant (before the police, the prosecutor, the judge and/or
during trial).

Art. 180 CPC regulates that witnesses or experts heard though
proxy (either by rogatory appointment of another court, or by a
proxy appointment of a member judge of the same court) should
be heard through audio-visual distant interrogation method instead,
if available. Since the SEGBIS has become effective after the entry
into force of CPC, the said method should always be presumed
available. Accordingly, the SEGBIS circular order No. 150 dated 14
December 2011 issued by the Ministry of Justice indicates that in
cases provided under art. 180 CPC, the utilisation of the SEGBIS is
obligatory.

Additionally, a defendant who has been excused from the trial
according to art. 196 CPC shall be interrogated through the SEGBIS,
as provided by the same circular order.

People that cannot be present during the trial due to any valid
excuse can also join the proceedings or heard through the SEGBIS.
In such cases, law enforcement officers are required to ensure the
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presence of the relevant person at the location where the distant
interrogation shall take place. To this end, the requesting authority
shall declare the identity of the person, the time and place of
the hearing, and any preparations to be made beforehand to the
relevant law enforcement agency. An appropriate number of law
enforcement officers shall be present during the process (Art. 13,
Regulation on the Utilisation of the Audio-Visual Information System
in Criminal Procedure)

In addition, people held under detention may be interrogated
distantly and may participate in the trial through the SEGBIS, if
the technical requirements can be met. In this case, the requiring
authority gives the necessary information to the penitentiary
authority of the Institution where the person is detained (Art. 14,
Regulation). People who are in a therapeutic institution or outside
the precinct of the court may also be heard or may participate in
the trial accordingly (Arts. 15, 16, Regulation).

According to the said Regulation, a prosecutor or judge may be
present at the location of the person to be interrogated upon the
express request of the requesting authority (Art. 18, Regulation).
The affected person(s) are to be lectured about the process of
audio-visual recording (Art. 19, Regulation). If, due to technical
requirements, the identity check of the subject has been made
externally in written form, the minutes of the identification process
shall be scanned, verified as a copy of the original, autographed
electronically, and sent to the requesting authority through the
UYAP IT-System. Original documents are kept at the distant location
(Art. 20, Regulation).

Another field of application for the SEGBIS is designated by the
SEGBIS circular order No. 150 as so-called “dispatch detentions”.
A “dispatch detention” is a temporary pre-trial detention of a
wanted person for whom an arrest warrant has been issued by a
judge. If the person is arrested outside the precinct of the judge
issuing the arrest warrant, and cannot be brought before the issuing
judge within the same day, he or she is brought before a judge of
the precinct where the arrest has been made. Upon ensuring that
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the person arrested is the same person for whom the warrant had
been issued, this judge is entitled to put the person in a temporary
detention until he or she is dispatched to the precinct of the issuing
judge. The CPC doesn’t include a provision on the utilisation of
the SEGBIS during the detention hearing in case of dispatch
detentions. However, the Regulation on the Utilisation of the Audio-
Visual Information System and the SEGBIS circular order No. 150
expressly refer to dispatch detention hearings, allowing the use of
the SEGBIS in such cases upon the approval of the prosecutor, the
judge or the court in question (Art. 17, Regulation). The circular
order recommends this method “in order to overcome grievances
resulting from the practice”. The grievances in question came into
being from the protraction of the “temporary” detention due to
technical difficulties in the transfer of suspects and defendants. As
a result, many people put under dispatch detention were held for
a prolonged time without having access to their files, and, in some
cases, without having been told the exact charges for which they
were being held.

Additionally, the Law on Witness Protection provides for a similar
application for protected and/or secret witnesses. According to art.
5/1-b of the Law, secret witnesses may be heard during the trial
in the absence of those who have the right to be present in the
courtroom at the trial. In addition, their voice or appearance may
be modified so as to prevent their identity from being determined.
Art. 9/2 of the Law also provides that the image or voice of the
witness may be modified if a protection order has been issued by
the court in accordance with art. 58/3 CPC.

(3) Can digital and virtual techniques be used for the
reconstruction of events (killings, traffic accidents)?

There are no specific regulations on the utilisation of digital and
virtual techniques for the reconstruction of events during trial. The
legislator did not provide a distinct method of introducing such
evidence. However, there are no restrictions for the use of these
methods as such.
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The utilisation of the said methods can be possible particularly
within the scope of expertise. However, in the Turkish criminal
procedure practice, courts are usually contented with a mere
submission of expert’s reports. Legally, parties may direct questions
at experts, both appointed by the court or by the parties, if these
experts participate at the trial. However, courts mostly deny
parties’ requests on the participation of experts. As a result, the
use of digital or virtual techniques during trials is extremely rare in
practice, although there are no legal restrictions.

(4) Can audio-visual techniques be used to present evidence
at trial (in its simplest form: pictures and sound)?

It is possible to present evidence at trial using audio-visual
techniques.

Asmentioned above, the law provides for the possibility to present
the mere transcriptions of audio recordings obtained through
wiretaps. According to this, persons assigned by the prosecutor
shall transcribe such recordings. Recordings containing speech
in foreign languages shall be translated by appointed translators
(Art. 137/2 CPC). However, this provision does not prevent the
presentation of the recordings in audio form.

Additionally, the said provision only refers to evidence obtained
through the use of wiretap techniques by the investigating
authority, and does not apply directly to the presentation of audio-
visual evidence obtained through other means (such as by private
recordings of the parties). The Turkish criminal procedure law
adopts the system of conscientious conviction, and thus accepts all
kinds of evidence, provided that they are not obtained illegally. As
a result, audio-visual recordings related to the case at hand can be
presented as direct inspection evidence during trial.

However, it should be noted that such techniques are rarely used
in practice. It is a widespread habit to carry out the proceedings,
including defence, in written form.

Additionally, there exist specific legal provisions on the use of
audio-visual techniques during distant interrogation of suspects,
defendants and witnesses (see: question F/2).
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(5) Can criminal “paper” case files be replaced by “electronic
ones”? Are there any developments towards digitalising of
the trial proceedings?

IT technology has been introduced into the Turkish criminal
justice system through the introduction of the National Judiciary
Informatics System (UYAP). Other state operated IT network
systems have also been integrated into the UYAP, including the
Judiciary Records Information System providing criminal records,
the Central Civil Registration System (MERNIS) providing ID-
records, the Address Registration System (AKS) providing address
information, the Police IntraNet providing driver’s licence and
passport information, the Land Registry and Cadastre Information
System (TAKBIS) providing land ownership information directly
and in real-time. Additionally, legal notifications can be tracked
over the UYAP.

The UYAP IT-System is a project that had been launched in two
stages in 2000. The UYAP-I Project has been completed 2001 and
achieved the automation of central services of the Ministry of
Justice. The UYAP-II Project has been completed 2005, and
achieved the automation of civil, criminal and administrative legal
authorities, the Institution of Forensic Medicine, and penitentiary
institutions. The Turkish Court of Cassation also participated in the
UYAP IT-System by adapting the UYAP Software to its proceedings.

In order to integrate the utilisation of IT systems in criminal
procedure, art. 38/A has been added to the Criminal Procedure
Code through an amendment dated 2 July 2012. According to this
provision, the UYAP IT system is to be used in criminal procedure.
All kinds of information, all documents and decisions shall be
processed through the UYAP System. Additionally, the use of
electronic signature entered the Turkish criminal judiciary system
with the same amendment.

It should be noted, however, that the application of the UYAP
system is not yet problem free. There are still a large number of
case files that could not have been transferred to the UYAP System,
due to technical problems and/or lack of necessary manpower.
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Additionally, access to the system can be problematic from time to
time. The short time span since the relevant legislation has been
passed (July 2012) is another reason for the small number of
documents transferred into the UYAP system.
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BOLUM 3: KAVRAM ACIKLAMASI VE SORULAR

Prof. Dr. Johannes E Nijboer

(A) Sorularin kapsami (bkz. Giris ve EKk)

Bu Bolumdeki sorular, genel olarak “siber-suc” ile ilgilidir. Bu
terim; bilgisayar sistemlerinin ve internetin diizgun isleyisi, bilgi
ve iletisim teknolojilerine (BIT) veya bunlar araciligiyla transfer
edilen veya saklanan verilerin butunlugu ve gizliligi, ya da internet
kullanicilarinin sanal kimlikleri gibi BIT kullantmiyla baglantili
menfaatleri etkileyen suc¢ olusturan fiilleri kapsayacak sekilde
kullanilmaktadir. Siber-sucluluk alanmna giren butin suclarin ve
siber-su¢ sorusturmalarinin ortak paydas: ve karakteristik 0zelligi;
bunlarin, bir taraftan bilgisayar sistemleri, bilgisayar aglari ve
bilgisayar verileri ile ve diger taraftan siber sistemler, siber aglar
ve siber verilerle olan iliskilerinde bulunabilir. Siber su¢ alani,
geleneksel bilgisayarlarin yaninda ¢evrim ici bilgi dagitimi (cloud
cyber space) ve siber veri tabanlariyla ilgili suclart da icine alir.

Ulusal raportorler, daha fazla bilgi almak ya da soru sormak
icin genel raportor ile baglantiya gecebilirler: Prof. Dr. J.E Nijboer
(J.ENijboer@law.leidenuniv.nl)

(B) Genel Sorular

(1) Ceza muhakemesi usulii baglaminda (adli tibb1 da icerecek
sekilde) BIve BIT uygulamalari icin kullanilan gtincel (hukuki
veya sosyo-hukuki) tanimlar var midir? Cezai sure¢ baglaminda
bu gibi kavramsal tanimlar literatiire, mevzuata, mahkeme
kararlarina ve ilgili uygulamalara nasil yansimaktadirlar?

(2) Ceza adaleti sistemi icinde bilgi BIT’in yuritilmesinden
sorumlu belirli kurumlar ve/veya gorevli birimler var midir?

(3) Ceza adaleti sistemine BIT ile iliskili hizmetler sunan
ozel (ticari) kuruluslar (sirketler) var mudur? Eger varsa,
bunlara O0rnek verebilir misiniz? Ne gibi sinirlara uyulmasi
gerekmektedir?
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(O) Bilgi ve Istihbarat: Kanun uygulayict makamlar icin bilgi
istihbarat1 pozisyonlari ' olusturma

(1) BIT’le baglantili hangi teknikler kanun uygulayict makamlara
yonelik bilgi istihbarati pozisyonlart olusturmak icin
kullanimaktadir?

(2) Kanun uygulayict makamlarin hangi tur kamusal (6rn: DNA
veritabanlart) ya da 6zel (0rn: Yolcu isim kaydi (PNR) verileri
ya da SWIFT verileri gibi finansal veriler) veri tabanlarina
erisimi mimkundtir?

(3 Veri madenciligi ve veri eslestirme olarak adlandirilan
teknikler uygulanabilmekte midir? Eger uygulanabilir ise, bu
teknikler potansiyel faillerin veya risk gruplarinin profillerini
olusturmada kullanilabilmekte mi? Eger kullanilabilir ise,
kanun uygulayict makamlar icin 6zel araclar gelistirilmis
midir?

(4) Zorlayict tedbirler (6r: haberlesmenin denetlenmesi) bilgi
istihbarat1 pozisyonu olusturmak icin kullanilabilmektedir
midir?

(5) Hangi ozel sektor aktorleri ( Or: internet saglayicilart ya da
telekom sirketleri) kanun uygulayict makamlar icin bilgi
muhafaza etmektedirler ya da etmek mecburiyetindedirler?

(6) Hangi 6zel sektor aktorleri kanun uygulayict makamlara bilgi
saglayabilir veya bilgi saglamak mecburiyetindedirler?

(7) Bilgi istihbarat1 pozisyonlar: olusturma konusunda yargisal
denetim bulunmakta midir?

(D) Ceza sorusturmasinda BIT

(1) Kanun uygulayict makamlar, gercek zamanli olarak a) e-trafik
verilerine, b) icerik verilerine muidahale edebilir mi?

54

Bilgi istihbarat1 pozisyonlar: olusturma, istihbarat-odakli-polis faaliyeti (ILP) olarak adlandiri-
lan olgunun bir parcasidir. ILP kanun uygulayict makamlarin 6nleyici ve bastirict gorevlerini
gerceklestirmelerine imkan veren bir bilgi-diizenleme stireci olarak yiritilen polislik faaliyet-
lerinin kavramsal cercevesi olarak ifade edilebilir.
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(2) Kanun uygulayict makamlar; a) e-trafik verileri; b)icerik
verileri bakimindan, bilgi sistemlerine erisim/bunlari
durdurma/arama/bunlara el koyma imkanlarina sahip midir?

(3) Telekom sirketleri ya da servis saglayicilar, verilerini kanun
uygulayict makamlar ile paylasmaya zorlanabilirler mi? Buna
uygun hareket etmemeleri halinde, zorlayici tedbirler ya da
yaptirimlar uygulanmakta midir?

(4 Kanun uygulayict makamlar kamera ile izleme yapabilmekte
midir? Bu makamlar gercek ve tuzel kisileri isbirligine
zorlayabilirler mi?

(5) Kanun uygulayict makamlar, sorgulamalar1 (stipheli, gorgu
tanigy) sesli ve goruntuli kayit altina alabilmekte midir ya da
almak zorunda mudr?

E) BIT ve deliller

(Asamalar zinciri: elektronik delillerin toplanmasi / depolanmasi
/ tespit edilmesi / uretilmesi / sunulmasi / degerlendirilmesi)

(D) BIT ile iliskili bilgilere 6zgii herhangi bir delil kurali var midir?

(2) BIT ile iliskili delillerin butiinligi (6rnegin delillerle oynama
veya kurallara aykirt bicimde isleme) ve glivenligi (Orn:
hack’leme) ile ilgili herhangi bir kural var midir?

(3) BIT ile iliskili bilgilere 6zgii olarak delillerin kabul
edilebilirligine (hukuka uygun elde edilmis delil ilkesi dahil
olmak uizere) iliskin herhangi bir kural var midir?

(4) BIT ile iliskili delillerin ortaya c¢ikarilmasi ve aciklanmasina
iliskin 6zel kurallar var midir?

(5) BIT ile iliskili delillerin degerlendirilmesi (ispat degeri) icin
ozel kurallar var mudir?

(F) Durusma asamasinda BIT

(1) Mahkemede ICT ile iliskili deliller nasil sunulabilir veya
sunulmalidir?

(2) Uzak mesafe sorgulamalarinda uydu baglantilar1  gibi
uygulamalar kullanilabilir mi?
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(3) Dijital ve sanal teknikler olaymn (Olumler, trafik kazasy)
canlandirilmasinda kullanilabilir mi?

(4 Ses ve goruntii teknikleri durusmada delil sunmak icin
kullanilabilir mi? (en basit sekliyle: fotograflar ve sesler)

(5) “Yazili kagit” halindeki cezai dava dosyalar1 “elektronik”
olanlarla degistirilebilir mi? Yargilamanin dijitallestirilmesi
yontinde herhangi bir gelisme bulunmakta midir?
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EK — BILGI TOPLUMU ( BILGI TEKNOLOJISI
DAHIL OLMAK UZERE) VE CEZA ADALETI

Prof. Dr. Johannes E Nijboer

Evan Ratliff, Amerikal1 bir gazeteci, dijital dunyanin icinde bir ay
boyunca kaybolmay: denedi. Farkli bir kimlikle Birlesik Devletleri
gezdi. Bu deney bir yarisma ile baglantilrydr ve “cevirim ici” olarak
kisiler onu bulmaya calisti. Bir ay seyahatin sonunda, gorunmez
olmaya calismanin, su anki toplumumuzda olanaksiz oldugu ortaya
c¢ikti. Tamamiyla anonim olmak, dijital izler nedeniyle mumkin
degildir. Buizler, 6rnegin 6demeleri, seyahat bilgilerini ve iletisimleri
icermektedir’.

Giris

Hazirlik niteligindeki bu dokiiman III. Kisim- ceza yargilamasi-
sorularinin olusmasinda yardimct bir takim gozlem ve disunceleri
icermektedir. Leiden Universitesi'nden (Hollanda) ProfesorJohannes
E Nijboer tarafindan Leiden Universitesi'nden Sanne Kruithof un
(MSc©) yardimiyla hazirlanmustir. Metin Uluslararast Ceza Hukuku
Dernegi'ne (AIDP) Siracusa’daki hazirlik toplantisi icin sunulmustur
(3 ve 4 Aralik, 2010). Freibourg im Breisgau’daki raportorlerin
toplantisindan sonra (20+21 Kasim, 2011) taslak sorularin su anki
halinin olusumunda arka plan belgesi olarak kullanim icin gozden
gecirilmistir.

(A) Bazi genel degerlendirmeler

Gunumiiz (post) modern toplumu -diyebiliriz ki- 30 yil
oncekinden onemli olcude farklidir. Bu, goreceli olarak kit
kaynaklarla karsi karsiya olsalar ya da kendi kaynaklari disaridan
somuriiye maruzkalmis olsa bile, cogu tlke ve bolge icin gecerlidir.
Collerin, acik sularin ve yagmur ormanlarinin ortasinda olsa bile

1 <http://www.wired.com/vanish/2009/11/ff_vanish2/> <http://www.marketingfacts.nl/be-
richten/20100923_picnic10_evan_ratliff_wired_over_digitaal_verdwijnen/>
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cep telefonlart ve internete ulasilabilmektedir. ileri teknoloji
suclarindaki (siber suc, bilgisayar sucu)’ hizli gelismeler BT (IT)
ve BIT’in® stnir tanimayan olanaklariyla iliskilidir. Fakat ayni sey
ceza adaleti sistemi icerisindeki (profesyonel) hareketler, aletler ve
araclar icin de gecerlidir. Bugtin oyle gortunuyor ki, (bircok yargi
cevresinde su¢ niteligi tastyan) “bilgisayar korsanligt” (hacking)
sorunu polis sorusturmalarinda bir bilgi toplama yontemi olarak
mesru olabilmektedir. Hatta bu bilgi delil olarak kullanilabilecek
veri bile icerebilmektedir.*

Yirminci yuzyilin son yirmi-otuz yili ve ucuncu milenyumun
baslangici bircok yeni bulgu ve kavrayisa sahit olmustur. Bilimsel ve
teknolojik bulgular artan bir hizla birbirini izlemistir. Toplumun
neredeyse her alant BT ve BIT’ten etkilenmistir. Gelismelerin
nerede durdugunu ya da kesintiye ugradigini anlamak bir yana,
nerede basladigini kavramak dahi genellikle zordur. Hem 6zel alan
hem de kamusal alan, bu ikisini birbirinden ayirmay1 gittikce daha
da guclestirecek sekilde, 6rnegin bireylerin yasami ve (sosyal) hayat
kavraminin kendisi, bunun yani sira 6zel hayatin gercekliginin
korunmasy’® tizerinde derin izler olusacak bicimde - etkilenmistir.
Ratliff (bkz. yukaridaki alint1) 6zel ve kamusal alanlardaki bu etkiyi
-ve bu ikisinin i¢ ice gecmisligini ve bunlar arasindaki karsilikl
miudahaleyi ortaya koymaya calisti. Bir kisinin bizzat varolusu,
bundan kacis olmaksizin, bircok sekilde kayit altina alinabilir,
tescillenebilir ve izlenebilir. Ozel ve kamusal alanlar tizerindeki
etkinin yani1 sira, aynt durum kurumsal anlamda kuruluslarin
“yasam”ina etkisi acisindan da gecerlidir. Bu, basit gruplardan,
cemiyetlerden ve iletisim aglarindan ya da firmalardan; ortakliklarin,
cok uluslu tesebbuslerin, sivil toplum kuruluslarinin (STK) vb.
uluslararas: iletisim aglarina kadar degiskenlik gosterebilir. Bu
gelismelerin karmasikliginin bir yani1 da, ornegin nanoteknoloji,

V)
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Bkz. R.C. van der Hulst & R.J.M. Neve, High-tech crime, soorten criminaliteit en hun da-
ders, Den Haag: WODC, 2008

Ozellikle cezai siire¢ baglaminda, Bilgi Teknolojileri ve Bilgi Tletisim Teknolojilerinin birlesi-
mi, bunlar1 birbirinden ayirt etmeyi gliclestirmektedir.

Bkz. JJ. Oerlemans, Hacken als opsporingsbevoegdheid, Delikt en Delinkwent 2011, p.
888-908.

Buna geri donecegiz.
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biyoteknoloji ve bilgi teknolojisinde oldugu gibi, teknolojilerin
yakinsamasi ile ilgilidir.® Bunlar olasiliklar ve firsatlar
yaratmaktadirlar: bir taraftan suc faaliyetleri icin, diger taraftan ise
buna duyulacak tepkiler icin. Suclulugun, yeni teknolojilerle
baglantili olan yeni sekilleri, ayni davranis bicimlerine benzer
teknik uygulamalar ile sorusturulabilir- Or: internet su¢unun
internetin kendisi kullanilarak sorusturulmasi. Fakat genis anlamda
bilim ve teknigin de geleneksel adalet sistemi tizerinde muazzam
bir etkisi olmustur. Ceza yargilamasi icin teknolojik gelismelerin ve
yeniliklerin cok esasli sonuclart vardir. Bu sonuclar teorik olarak iki
gruba ayrilabilir: var olan araclarin, usullerin vb. degistirilmesi,
uyarlanmasi ve bunlara eklemeler yapilmasi ve buna karsilik
(tamamzyla) yeni araclarin, usullerin vb. olusmasi. ilk gruba 6rnek
olarak kagit uzerindeki dava dosyalarinin elektronik olanlarla yer
degistirmesi ilk gruba bir 6rnek olarak verilebilecekken, arabalarin
ve Kkisilerin izlerini stiirmek, yerlerini belirlemek ve bunlar: takip
etmekte kullanilmasiyla, Otomatik Plaka Tanima Sistemi (ANPR)
ikinci gruba ornek olarak verilebilir.”

Ceza yargillamas: alaninda Ozellikle dikkat ceken teknoloji
cesitleri, kisileri ve hareketleri algilayip ortaya c¢ikarabilenler, insan
davranislarini nufuz altina alabilenler ve olaylarin canlandirilmasina
yardimct olanlardir. Tekrar her birine bir ornek verilirse: biyolojik
izlerin ortaya cikmasini saglayan incelikli kimyasal testler (olay
yeri incelemesinin bir parcasi olarak) ilk gruba, elektronik gizli
takip ikinci gruba ve trafik kazalarinin bilgisayar canlandirmalari
ise ucuncu gruba oOrnek olacaktir. Uygulama icerisinde, degisik
teknolojiler arasi sinirlart ayirt etmek her zaman kolay olmamaktadir:
daha oOnce de belirtildigi gibi, bir yakinsama s6z konusu olacaktir
ya da olabilir. “Gercek” olaylarla yapay olanlar arasindaki sinir dahi
belirgin degildir. Bir DNA-parmak izi “gercek delil” midir? Yoksa
insan urinu olarak adlandirmak daha dogru bir niteleme mi olur?
Peki ya cogu veri ve analizin, sayilar, grafikler ve haritalar icin-

6

Bkz. CJ. de Poot, M.PC. Scheepmaker, Voorwoord, in: Technology, cognitie en justitie,
Justiti€le Verkenningen 2008/1; Boom Juridische Uitgevers, Den Haag, 2008.

Cf. J.E Nijboer, Signalement: Automatic Number Plate Recogniotion (ANPR), Expertise en
Recht 2011/6 (in print).
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birbirine baglanmis- sekmeler ile karmasik bir sekilde sunuldugu,
ulusal makamlarca yapilan istatiksel bilgiler...* Simdi ise esas metin
icerisinde bu sayisiz gelismelerden bir kismi tizerinde duracagiz.

(Postymodern toplum, Bilgi ve Iletisim Teknolojilerinin (BIT)
cok genis bir alana yayilmis ulasilabilirligi ve kullanimi nedeniyle
genellikle bir “bilgi toplumu” olarak nitelendirilmektedir. Daha
once de belirtildigi gibi BIT’in rolii genel anlamda bilimsel ve
teknolojik gelismelerle yakindan ilintilidir. Bu gelismelerin birkac
tipik ozelligi; (a) ¢ok cesitli uygulamalarin global etkisi, (b) art arda
hizla gelen yenilikler, (¢) neredeyse herkesin gunluk islerindeki
koklu degisiklikler, (d) dogal sinirlar, ulusal sinirlardaki degisimin
ve zaman ve mekanin limitlerinin askin karakteri, (¢) dogrudan
uygulanabilir kitle verinin ulasilabilirligi, () geleneksel bilgi
tekellerinin kaybolusu, (g) farkli baglamlarda BIT baglantili gizli
takip cihazlarinin kullanilmast.

Kisa bir aciklama:

a. Ic¢ ice gecmis bilgisayar aglarinin ve kablosuz baglantilarin
birlikte kullanilmastyla sanal olarak her c¢esit dogal ya da fiziki
sinirlar asilabilir haldedir. Zaman ve mekan nosyonlari goreceli
hale gelmistir. Cezai sure¢ baglaminda uydu baglantilart ya
da kapali devre kamera sistemleri (CCTV) yoluyla kisilerin
(taniklarin, stuiphelilerin) sorguya cekilebilecegini disunmek
artik mimkiindiir. Bir DNA-veri tabaninin kisa bir siire icinde,
hatta baska bir ulkede yasayan kisilerce bile (Avrupa’daki
“Prim Bolgesi” ne dahil tilkeler arasinda oldugu gibi%)
arastiritlmasit mumkiindiir. '

b. Metin detaylandirmak ve depolamak icin “disket’lerin
kullanilisinin  bir yenilik olmasi tizerinden sadece 20 yi
gecmis bulunuyor. Bugtin, bu disketlerin yerini almis olan CD-
ROM’larin, DVD’lerin ve USB’lerin hizinit diusundugumuzde ise
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Bkz. P van den Hoven, The rubber bands are broken; opening the ‘punctualized’ Europe-
an administration of justice, .....

Avusturya, Beneluks, Fransa, Almanya, Ispanya

Bkz. G. Vermeulen, Free gathering and movement of evidence in criminal matters in the
EU, Antwerp: Maklu, 2011.
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kendi kendimize giilebiliriz. Zaman zaman bilgi depolamanin
fiziksel anlamda bir “kitabinkine” es deger bir standardizasyon
dizeyine ulasmasinin on yillar siirecegi one surtliiyor'.

c. Islerinsonsuzcesitliligiicinde neredeyse herkes faaliyetlerinde
¢cok genis kapsamli degisiklikler yasadi. Internetten (bir
ucus icin check-in yapmak dahil olmak uzere) urin ve
hizmet satin aliyoruz. Gec¢ kalacagimizi duistindugumiizde
muhataplarimizi arabadan veya trenden bilgilendiriyoruz.
Fakat bunun yaninda kurumlarin, devlet daireleri dahil olmak
uzere, neredeyse herkes hakkinda verilere ulasimi var. Bu
ulasim imkani ise kimliklerimizi sahtekarlik girisimlerine
kars1 savunmasiz birakiyor. Ozellikle bilginin hemen o anda
taranabilecek sekilde (DNA-veri tabaninin ¢alisma sekli) yigin
halinde depolanmasi, cezai surec ile iliskisi acisindan, ceza
sorusturmasinin mahiyeti ve karakterindeki temel degisiklik
orneginde oldugu gibi, 6zel olarak tizerine egilecegimiz
bir konu. Daha once bahsedilmis olan ANPR’nin kullanimi
(otomatik “kontrol noktalari’nda araclarin kayith gecisi ile
birlikte kullanildiginda) da bir ornek olusturuyor'?. Ceza
durusmalar1 bakimindan ise- bircok uygulama ve Kkitlerle
baglantili - dijital dava dosyalarinin da uygulamaya gecmeye
basladigina dikkat edilmelidir: cesitli turlerde sunumlar.
(“canlt” sunumlar da dahil gorsel - isitsel ve dijital/sanal
canlandirmalar vb. ile)

d. Bu noktaya daha 6nceden deginilmisti. Insanlarin triinlerin
ve hizmetlerin ulus asir1 devinimi gunlik hayatimizda
bircok etkiyle sonuclanmistir. Bu devinimin ceza yargilamasi
sistem(leri) alaninda da cok onemli sonuclart vardir. Ancak
daha az Oonemli goriinmeye baslayan sadece devlet smirlart
degildir - bu konu ayni zamanda dogal ve fiziksel sinirlart da
ilgilendirmektedir.

11 Umberto Eco, Jean-Claude Carriere & Jean-Philippe de Tonnac. N’espérez pas vous débarrasser
des livres. Grasset & Fasquelle 2009.

12 Peki ya Hollanda’da cipli toplu tasima kartlarin1 yoneten (0zel) kurumlarin veri tabanlari? Ya
da o hizmetlerin saglayicilarinca tutulan cep telefonu ve internet trafiginin veri tabanlari?

61



SUC VE CEZA 2012 SAYL: 4 BOLUM 3: EK - NJBOER

62

e. DNA-veri tabanlart icin az Once soOylendigi gibi, muazzam

miktarda bilginin de genel olarak dogrudan kullanima acik
oldugu soylenebilir. Google gibi “mekanizmalar”la internet
aramalarint disunin. Bu tip genel kamuya ulasilabilirligin
disinda, bircok Ozel veri tabanlar1 ve bilgi iceren diger
“seyler” de - en c¢ok ticari alanda olmakla beraber ayni
zamanda (yine) ceza yargilamasi sistemi gibi diger alanlarda
da - bulunmaktadir.

Bu daha karmasik bir meseledir. Yeni pazarlar elbette var olan
eski pazar dengelerini bozabilmektedir. (Or: biittin bir kitap
iceriginin internette ulasilabilir olmasi). Geleneksel olarak
devlet isleyisi dahilinde tiirli konular genel olarak devlet
tekellerinin parcasidir. Cezai surec¢ safhalari da bunlardan
bir tanesidir. Bu alanda arastirmaci gazetecilikten adli tp
uzmanliklarinin “serbest piyasa”sina kadar cesitli meseleler
ortaya ¢ikmaktadir. Ozellikle bilim ve patentli teknolojiler
alaninda sanayi ve 0zel kuruluslarin yani sira devlet arasinda
cok karmasik karsiikli i¢ iliskiler gozlemleyebiliriz (yine
yakinsayan teknolojiler burada ornek olabilir). Biraz miibalaga
ile Soguk Savas zamanindaki “askeri-sanayi tesisleri” ile guinin
“adli-sanayi tesisleri” arasinda bir karsilastirma yapabiliriz.

Gunumuz yasantisinin bir baska ozelligi ise takip araclarinin
kullanimdar. Fiziksel diinyada; benzinistasyonlarinda, alisveris
merkezlerinde ya da sokaklardaki, eglence parklarinda,
otobtislerde, tramvaylarda, metrolarda, trenlerde, vapurlarda
ve son fakat bir o kadar da onemli olarak marketlerde ve otel
koridorlarinda (IMF Baskani Dominique Straus-Kahn’in New
York’ta deneyimledigi gibi) kamera takibi seklinde goruyoruz.
Ancak cep telefonlar1 ve internet kullanimi da ayni sekilde
takip altinda olabiliyor: Bugtin Hollanda’da iki telefon sirketi
(KPN ve Telfort) tarafindan kullanilan ileri teknoloji iceren
denetim yontemlerinin yasalligr tzerinde tartisiimakta.
Tartisma konusu bu yontemlerin sadece devletin sorusturma
ve guvenlik otoriteleri tarafindan kullanilmasi s6z konusu
oldugunda ancak yasal olup olmayacag: yoniundeyken; soz
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konusu sirketler, musterilerinin haberlesme faaliyetlerinin
icerigine degil, sadece kullanim tiplerine baktiklarini iddia
ediyorlar.

Daha once bahsi gecen, saglayicilar tarafindan ya da toplu
tasimada kullanilan ¢ipli kartlarda s6z konusu oldugu gibi c¢iplerde
bilgi depolanmas: da yine ilgi ¢ekici bir husus. Bir kullanicinin son
bir ayda hatta daha da geriye giderek, yaptig1 yolculuklarin genel bir
ozetine erismek genellikle oldukca kolay.

(B) Ceza Muhakemesi

Ceza adaleti sisteminin temel faaliyetlerinden biri, su¢ ve ceza
ile baglantisiyla, maddi gercegi arastirma ve delillerdir. Bircok
klasik sucun modern teknolojilerin yardimryla da islenebilecegi goz
onunde bulundurulmalidir ancak goreceli olarak daha yeni, dogasi
geregi bu tekniklerle baglantili suc tipleri de bulunmaktadir. Usuli
bakis acisindan bu onemlidir ¢linku sorusturmanin en basindan
itibaren “investigandum” ve “probandum”u (sorusturma ve ispat
faaliyetlerini) belirleyen maddi ceza hukukudur (Daha sonra
gorecegimiz uzere, kalsik anlamda sorusturma kavrami da tartismal
bir hale gelmistir.) Suclulugun yeni cesitlerinin yeni sorusturma
araclari ve yontemleri gerektirdigi aciktir. Bu durum ozellikle BIT
suclarinda (siber suclar®?) gecerlidir.

Fakat, ozellikle belirli veri tabanlari ile iliskili olarak daha fazlas:
s0z konusudur. Polis, savcilik, hakimler, savunma, bunlarin hepsi
bilgi toplumu icinde faaliyet gostermekte, imkan ve firsatlarini son
haddine kadar kullanmaktadirlar. Cezai siire¢ baglaminda ilgimizin
odagi, surecin erken safhalarinda bilgi toplumunun etkisi olacaksa
da mahkumiyet ve (0Ozellikle) hapis cezalarmin infazi alaninda
da uygulamali veri tabanlarinin kullanildigi akilda tutulmalidir.
Hollanda’da, hiikkmedilen yaptirimlar tizerine olan veri taban(lar)
ile ilgili durum budur (“hikiim verme”).

Ozellikle BIT diinyasinda bazen baska tekniklerle de birlikte
(DNA-veri tabanlart gibi) kullanilan yeni tekniklerin ulasilabilirligi

13 Bkz. U. Sieber, Mastering complexity in the global cyberspace, in M. Delmas-Marty et al.
(eds.), Les chemins de I’lharmonisation penale, Paris 2008, p. 127-202.
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ceza adaleti sisteminde en basta gelen sureci onemli oOlcude
degistirdi. Bir taraftan ceza yargilamas: sistemi gunliik sureclerde
yeni (BIT) ulasilabilir teknolojileri kullanmaktadir. Geleneksel kita
sisteminden bircok tulkede kagit dava dosyalarin rolunu ele alirsak:
bircok bilgi akis1 yuksek hizda elektronik sistemlerle yonlendiriliyor.
Modern durusma salonlar1 genellikle zengin cesitlerle BIT aletleri
ile donatilmis halde. Bir tamigin ya da sami@mn vasitasiz olarak
sorgulanmasi icin uydu baglantis1 yoluyla canli uzak mesafe
gorusmelerinin yapilmas: artik sira dist bir durum olmaktan cikti.
Ote yandan yeni teknikler sorgulamay: ve delillerin toplanmasini
(0zellikle surecin ilk asamalarinda ya da genis anlamda, yargilama
oncesi donemde de) etkiliyor. Bu konuya bir sonraki paragrafta geri
donecegiz.

(O) istihbarat ve delil

Son yirmi-otuz yildir polisin ve/veya savciligin kullanabildigi
stratejik ya da taktiksel bilgi ve delil olarak kullanilabilecek bilginin
ayrimini yapmak sira disi bir olay degil. Ilk tipteki bilgi, sorusturma
icin “yonlendirici” bilgidir. Cogunlukla kullanilan niteleme
ise “istihbarat”tir. Bu tip bilgiler somut olaylarda hicbir zaman
tamamen aciklanmaz. Uzun bir sure boyunca istihbarat ve delil
arasindaki ayirim Anglosakson hukuk sistemini esas alan devletlerde
agirlikli  olarak  uygulanmaktaydi. Gunumuzde, Anglosakson
sistemi disindaki hukuk sistemlerini benimsemis tlkelerde de
ulasilabilirligi ve uygulamasi oldukca genislemistir. (Yeri gelmisken
bu durum, Anglosakson Hukukunda, bu baglam icinde, delilin
“kabul edilebilirligi” kavraminin bu sistemi benimsememis yargi
alanlarinda verimli olup olmayacagi sorusunun sorulmasina zemin
hazirlar niteliktedir)

Belli basli birtakim uzmanlik alanlartyla birlikte kullanildiginda
“adli istihbarat”in varlig1 bile uizerinde tartisma yaratan bir mesele
olmaktadir. Bu baglamda farkli veri tabanlarindan elde edilmis
bilgilerin birlikte kullanilmasi1 dustinulebilir (DNA-profilleri, banka
subelerindenyadavergidairelerindenfinansalveriler, seyahatverileri,
plaka numaralari, parmak izleri). Organize suc ve teror dosyalarinin
sorusturulmasiyla baglantili olarak klasik polis faaliyetleri ile gizli
istihbarat teskilatlar1 ve diger istihbarat teskilatlarinin faaliyetleri
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arasindaki smnurlar belirsizlesmeye baslamistir. Aynit durum ulusal
sinurlar  Otesiyle bilgi paylasiminda da gecerlidir. AB dahilinde
giderek artan sayida iilkede, “Prum Anlasmasi” (Treaty of Prim)
(ve anlagsmanin kapsamimi genisleten sonraki AB duzenlemeleri)
esaslarina gore tlkelerin adli DNA-veri tabanlart arasinda kurulmus
baglanti ulus asir1 guinlik bilgi degisiminin dikkat cekici bir 0rnegidir.

Muazzam miktarda isletimsel bilginin bulunmasi ve kullanilmasi,
kimi zaman sorusturma ve savcilik giiclerinin “bilgi istihbarati
pozisyonu” olarak anilir. Bu bakis acistyla Hollanda Bassavcisinin
bir televizyon roportajmda Hollanda savcilik teskilatinin  “bilgi
istihbarati pozisyonunun” (asagt yukar1 son on yilda organize
suclar bakimindan ¢cok daha iyi bir duruma geldigini; ancak biitce
kesintilerinin, ceza sorusturmasinin baslatiimasini bile zorlastiracak
seviyeye ulastigini belirtmesi carpicidir (Bilinen suclarin asagi yukart
%25’inden bahsetmistir).

Esasen bu, acikca bir cezai stirece dahil edilenler disinda, bir
bilgi veyahut bir “istihbarat” dunyasinin mevcut oldugu anlamina
geliyor. Durumun diger alanlarda ¢ok daha farkli olabilecegini
dusundurecek a priori bir gerekce yer almiyor: sadece bircok
verinin ulasilabilir oldugu gercegi bile tek basina klasik sorusturma
tablosunu degistirmekte. Bir sorusturma genelde daha once elde
olan bir bilgi uzerinden yola cikilarak baslayacaktir. Bu nedenle
somut bir olayda harekete gecme kararmin kendisi geleneksel
olmanin otesinde, Oyle goruniiyor ki bir tercih meselesidir. Yapilan
bu tercihler de iktidarlarin bilin¢li politikalar1 olarak algilanabilir.
Teknolojinin ve gorece yeni tekniklerin polis tarafindan, fakat ayni
zamanda oOzel guvenlik sirketleri gibi taraflarca da kullanilmast,
eskiye oranla, polis ve diger sorusturma ve istihbarat teskilatlarinin
“pilgi istihbarati1 pozisyonu’nu etkilemektedir. Teknolojinin somut
ceza sorusturmalarinin “baslangicin1” oldukca etkiledigi ihtimali
gercege donusmektedir. Teknolojinin kullanimiyla insanlar1 ya da
gruplan izlemek ve suc teskil eden fiilleri, hem de hentz fiiller
gerceklesmeden ortaya ¢ikarmak miimkiin olmaktadir. Eskiden, en
azindan daha klasik bir bakis acisiyla, su¢ hareketlerinin- su¢ teskil
eden fiillerin kendisi sorusturmanin baslangic noktastydi. “Tepki”
(reaktivite) git gide cekilip “Onleme”ye-(pro-aktivite) yer agcmaktadir.
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Teknolojinin (klasik) polis faaliyeti tizerindeki etkisi disinda,
teknolojinin kullaniminin kamusal alanda da sonuclart olmaktadir.
Digerlerinin yaninda Nunn', polis ve 0zel giivenlik firmalart gibi
diger teskilatlarin - sozde - “izleme mekanizmalari”na donustugunu
ifade etmektedir. Envai cesit (izleme) teknigin(in) kullanimi 6zel
hayat tuzerine tartismalart koruklemektedir. Bu noktaya daha
sonra geri donecegiz. Burada gozetim toplumu ve gozetim devleti
nosyonlart gecerlidir.

(D) Bilgi kaynaklar1 (istihbarat)

Ceza adaleti amaclari icin gerekli bilginin bircok davada acik
kaynaklardan elde edildigi goz ardi edilmemelidir. Ozellikle BIT
hakim bir roldedir. Internet buyiik bir (acik) bilgi kaynagidir,
internet arastirmasi bircok dava icin olagan bir arac¢ haline gelmistir.
Internette bulunabilecek bilginin yani sira, bir baska arac, sivil halk
tarafindan toplanmus bilgidir. Polisin halktan, bir olaymn kendi cep
telefonlart ile cektikleri fotograf ve videolarini yuklemelerini talep
etmesi Hollanda’da yeni bir ara¢ olarak kullanilmaktadir.

Daha acik kaynaklardan edinilen bilginin yani sira, sorusturma
gucleri tarafindan daha kapali devlet kaynaklarindan ya da sivil
kaynaklardan edinilmis bilginin kullanilmas: da sik stk mumkiin
olmaktadir. yine daha once bahsi gecmis olan, ulasim kartlarindaki
ciplerden ya da veri tabanlarinda Kkayithh telekomiinikasyon
verilerinden edinilmis bilgiler bunlara 6rnektir. Burada alt1 ¢izilmesi
gereken bir nokta sudur ki bircok ulkede verilerin toplanip
saklanmasini ve ceza makamlarina ulasilabilir kilinmasini kural altina
alan bir dizenleme yigin1 bulunmaktadir. Anti-terOr yasalarinin
islerin bu hale gelmesine cok buyuk oranda katkida bulundugu
pekala bilinmektedir."

Teknolojinin gelisimi nedeniyle, sorusturma araclarinda da
gelisimler olmustur. Bir kismina daha once deginildi. Daha once
de belirtildigi gibi teknolojilerin gelisiminin oOzelliklerinden biri

14 Nunn (2001), ‘Police technology in cities - changes and challenges’, Technology in Society
23, 11-27.

15  A. Oehmichen, Terrorism and anti-terror legislation - the terrorised legislator? A compa-
rison of counter-terrorism legislation
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suregelmis bilgi tekellerinin kaybolmasidir. Bu tekel kaybolusu
karsiliklidir; bir taraftan bilgi daha “acik kaynaklardan”, cogunlukla
internetten, elde edilebilmektedir; diger taraftan ise sorusturma-
arastirma araclart artik sadece devlet (polis) elinde degil, aym
zamanda, esas olarak ozel guvenlik sirketleri olmak tizere, Ozel
taraflarin da ulasmmina aciktir. Bu sirketlerin varliginin sebebi
teknolojik gelismeler degildir. Bunlarin ge¢cmisi loncalarin varligina
kadar uzanir. Refah toplumunun ytukselisi ile (20. yuzyilda uzun
bir sure¢ icinde), devlet tekeli, sorusturma ve guvenlik alanlarini
da kapsayacak sekilde genisledi. Son zamanlarda refah devleti,
onu takiben devlet tekelleri azalmaktadir. Bu gelisme ornegin 0zel
guvenlik sirketleri icin bircok imkan sagladi. Bu tiir ic¢ iliskiler,
devletin, bilgi teknolojilerinin (BT) ve bilgi ve iletisim teknolojilerinin
(BIT) baslica orgiitsel temeli olusturdugu bir iletisim ag1 devletine
donustigu fikriyle oldukca uyusmaktadir.

(E) Medyanin rolii

Bircok bilginin acik kaynaklardan geldigi gercegi uzerinde
daha once durduk. Bu tip kaynaklarin ulasilabilirligi yaymcilarin,
saglayicilarin vb. aktiviteleriile iliskilidir. Daha genis bir perspektiften
bakildiginda medyanin rolini gozden kacirmamanin da onemli
oldugu anlasilmaktadir. Gunumuzde arastirmaci gazetecilik yaygin
bir fenomen haline gelmistir.

(F) Insan haklar1 ve temel 6zgiirliikler

Toplumsal degisimlerin ve ceza yargilama sistemi isleyisinde, buna
baglt olarak meydana gelen degisikliklerin insan haklar1 ve temel
ozgurlukler alaninda bircok yeni sorun ve soruyu da beraberinde
getirdigi inkar edilemez. Adli DNA-veri tabanlarina dahil edilmek
uzere, DNA-profilleri olusturmak icin stipheli veya diger kisilerden
biyolojik numunelerin alindigi kosullart dusuntn, ya da oOzel
gorusmelerin dinlenmesi amactyla donanimlara basvuruldugunu.

Ceza muhakemesi kanunlar1 geleneksel olarak, kamu ve devlet
cikarlart dogrultusunda, sivil ozgirliklere getirilen (gerekli)
kisitlamalar ile insan haklari arasindaki dengeyi saglamaktadir. Insan
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Haklar1 Mahkemelerinin pek cok ictihadi, 6rnegin Avrupa Insan
Haklart Mahkemesi (ATHM) gibi, bu tiir sorunlarla ilgilidir. Konunun
detaylandirilmasinda “Bilgi Toplumu ve Ceza Muhakemesi” alani
ozellikle dikkate alinmalidir. Son yirmi-otuz yilda cogu tlke giivenlik
ve teror ve organize suclara mucadele nedeniyle yururliikteki yasalari
ozel hayat ve bedensel ozgiirliik gibi temel haklari zaman zaman son
derece kisitlayacak bir bicimde katillastirmistir. Bu alanda literaturde
hem Insan Haklar1 hem de Ceza Muhakemesi bakis acilarindan artan
bir ilgi s6z konusudur. Insan haklart alaninda, ceza muhakemesinin
ulusal yonleri ile uluslar arasi (ktiresel ve bolgesel) yonleri i¢ icedir.
Bundan dolay1, AIDP’nin calismalarinda III. ve IV. Bolimlerindeki
sorular ve raporlarla incelenmis alana yakindan bakmakta fayda vardir.

(G) Birkac kapanis uyarisi

“Bilgi toplumunun” cezai suirece etkisi hakkinda - 6zellikle BIT
ve yakinsayan tekniklere iliskin olarak- sOylenecek cok daha fazla
sey oldugunu belirtmeye gerek yoktur. Burada sadece fotograf veri
tabanlar1 uzerinden yuz tanimadaki gelismelerden ve gozetleme
kameralarinin kullanimina deginilmistir. Degisik kaynaklardan elde
edilen bilgilerin birlikte kullanilmas: sebebiyle izleme alaninda
meydana gelen yanlis tanima ya da teshisler de dikkat cekilmesi
gereken baska bir onemli noktadir. Buna, adli ip alaninda DNA
veri tabaninda tesadiifi eslesmeler ya da adli tip numunelerinin
gozetim altinda iken degismesi ya da bozulmasi: (ve bu tarz bir
riski sinirlamak icin kullanillan “takip ve izleme” sistemlerinin
kullanilmas1) sebebiyle meydana gelen (sadece ilk bakista) “basit”
hata paylar1 da eklenebilir. Bu olaylar incelendiginde ise neredeyse
her seferinde de BIT ile iliskili en az bir ya da iki baglantinin varhigi
gortlmektedir.

Daha disaridan bir bakis acistyla, “gozetim devleti”, “istihbarat
devleti” ve “veri tabani devleti” ile baglantili olarak bilgi toplumunun,
geleneksel cezai surecin tum temelini basindan itibaren ve odak
noktasit da dahil olmak uzere; “investigandum” (sorusturma) ve
“probandum”un (ispat faaliyetleri), dar anlamiyla su¢ olusturan
davranis uzerinden degil de, daha cok sapkin (ve riskli?) davranis
uzerinden yuruatildigu bir sekilde, degistirip degistirmedigi
sorusunun sorulmasi faydali olacaktir.
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(B) Genel Sorular

(1) Ceza muhakemesi usulii baglaminda (adli tibb1 da icerecek
sekilde) BT ve BIT uygulamalar: icin kullanilan giincel (hukuki
veya sosyo-hukuki) tanimlar var midir? Cezai siire¢ baglaminda
bu gibi kavramsal tanimlar literatiire, mevzuata, mahkeme ka-
rarlarina ve ilgili uygulamalara nasil yansimaktadirlar?

TCK m. 243 tin (Bilisim Sistemine Girme Sucu) metninde bir
bilisim sistemi tanimi yapilmamuis olsa bile madde gerekcesinde bili-
sim sistemi sOyle tanimlanmustir: “Bilisim sisteminden maksat, ve-
rileri toplayip yerlestirdikten sonra bunlari otomatik islemlere
tabi tutma olanagini veren manyetik sistemlerdir.”

Internet Ortaminda Yapilan Yayinlarin Dizenlenmesi ve Bu

Yayinlar Yoluyla Iglenen Suclarla Mucadele Edilmesi Hakkinda
Kanun m. 2’de;

Bilgi: Verilerin anlam kazanmuis bicimini,
Erisim: Bir internet ortamina baglanarak kullanim olanag: kaza-

nilmasini,

Erisim saglayict: Kullanicilarina internet ortamina erisim olanagi
saglayan her turlu gercek veya tuzel kisileri,

Icerik saglayict: Internet ortami tizerinden kullanicilara sunulan
her turli bilgi veya veriyi ureten, degistiren ve saglayan gercek veya
tuzel kisileri,

Istanbul Okan Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim
Dali.

Yeditepe Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali.

Dokuz Eyliil Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dal.



SUC VE CEZA 2012 SAYL: 4 BOLUM 3: TURKIYE ULUSAL RAPORU

Internet ortam1: Haberlesme ile kisisel veya kurumsal bilgisayar
sistemleri disinda kalan ve kamuya acik olan internet tizerinde olus-
turulan ortamu,

Internet ortaminda yapilan yayimn: Internet ortaminda yer alan ve
icerigine belirsiz sayida kisilerin ulasabilecegi verileri,

[zleme: Internet ortamindaki verilere etki etmeksizin bilgi ve ve-
rilerin takip edilmesini,

Kurum: Telekomtinikasyon Kurumunu,

Toplu kullanim saglayict: Kisilere belli bir yerde ve belli bir sure
internet ortam1 kullanim olanagi saglayani,

Trafik bilgisi: Internet ortaminda gerceklestirilen her tirli erisi-
me iliskin olarak taraflar, zaman, stire, yararlanilan hizmetin tiiru,
aktarilan veri miktar: ve baglanti noktalar: gibi degerleri,

Veri: Bilgisayar tarafindan uzerinde islem yapilabilen her tiirlu
degeri,

Yayin: internet ortaminda yapilan yayini,

Yer saglayict: Hizmet ve icerikleri barindiran sistemleri saglayan
veya isleten gercek veya tuzel kisileri, ifade eder.

Ceza Muhakemesinde Ses ve Gortintii Bilisim sistemlerinin
Kullanilmasi Hakkinda Yonetmelik m. 3’de;

Bilisim sistemi: Bilgisayar, cevre birimleri, iletisim altyapisi ve
programlardan olusan veri isleme, saklama ve iletmeye yonelik sis-
temi,

SEGBIS: UYAP Bilisim Sisteminde ses ve goriintinin ayni anda
elektronik ortamda iletildigi, kaydedildigi ve saklandig:1 Ses ve
Goruntu Bilisim Sistemini,

UYAP Bilisim Sistemi: Adalet hizmetlerinin elektronik ortamda
yurutulmesi amaciyla olusturulan bilisim sistemini, ifade eder.

Ceza Muhakemesi Kanununda Ongoriilen Telekomiinikasyon
Yoluyla Yapilan fletisimin Denetlenmesi. Gizli Sorusturmaci ve
Teknik Aracla Izleme Tedbirlerinin Uygulanmasina iliskin
Yonetmelik! m. 4’de (BIT anlaminda):

1 Danstay Idari Dava Daireleri Kurulu'nun karartyla yuritmesi durdurulmustur.(YD.Itiraz
No0:2012/578 Tarih.06.12.2012)
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Iletisimin dinlenmesi ve kayda alinmasi: Telekomuinikasyon yo-
luyla gerceklestirilmekte olan konusmalarin dinlenmesi ve kayda
alinmasi ile diger her tiirla iletisimin uygun teknik araclarla dinlen-
mesi ve kayda alinmasina yonelik islemleri,

Iletisimin tespiti: Iletisimin icerigine midahale etmeden, iletisim
araclarinin diger iletisim araclarryla kurdugu iletisime iliskin arama,
aranma, yer bilgisi ve kimlik bilgilerinin tespit edilmesine yonelik
islemleri,

Isletmeci: Turk Telekomiinikasyon Anonim Sirketi de dahil
olmak tizere, Telekomiinikasyon Kurumu ile yapilan gorev sozles-
mesi, imtiyaz sozlesmesi, bu Kurumdan alinan telekomunikasyon
ruhsat1 veya genel izin uyarinca telekomiinikasyon hizmetleri ytiru-
ten ve telekomunikasyon alt yapist isleten sirketleri,

Sinyal bilgisi: Bir sebekede haberlesmenin iletimi veya faturala-
ma amactyla islenen her tiirli veriyi,

Sinyal bilgilerinin degerlendirilmesi: iletisimin icerigine miidaha-
le niteliginde olmayip yetkili makamdan alinan karar kapsaminda
sinyal bilgilerinin iletisim sistemleri uzerinde biraktig1 izlerin tespit
edilerek, bunlardan anlamlandirilan sonuclar ¢ikarmak uzere ger-
ceklestirilen degerlendirme islemlerini,

Telekomunikasyon: Isaret, sembol, ses ve goruntii ile elektrik
sinyallerine dontstiirtilebilen her tiirli verinin; kablo, telsiz, optik,
elektrik, manyetik, elektromanyetik, elektro kimyasal, elektro me-
kanik ve diger iletim sistemleri vasitasiyla iletilmesi, gonderilmesi
ve alinmasini,

Teknik araclarla izleme: Ceza Muhakemesi Kanununun 140 inci
maddesinin birinci fikrasinda sayilan suclar dolayisiyla yapilan sorus-
turmalarda, sucun islendigine iliskin kuvvetli stiphe sebeplerinin
bulunmas: ve baska suretle delil elde edilememesi halinde siipheli
veya sanigin kamuya acik yerlerdeki faaliyetleri ve isyerinin teknik
araclarla izlenmesi, ses veya goruntii kaydinin alinmasi islemini,

Veri tastyicist: Iletisimin tespiti, dinlenmesi ve kayda alinmasi,
gizli sorusturmaci ve teknik araclarla izleme tedbirlerinin uygulan-
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masi neticesinde elde edilecek ses ve goruntii bilgilerinin kaydedi-
lecegi araclari, ifade eder.

Yargitay uygulamalarinda TCK m. 243’tin gerekcesinde yver alan
tanimin esas alindigi bilinmektedir:?

“Bilisim sistemi; verileri toplayip yerlestirdikten sonra bunlari
otomatik islemlere tabi tutma olanagini veren manyetik sistem-
ler olup, .. (Yargitay 11 CD, 23.03.2009, E: 2008/16004 - K.
2009/2891)”

“Bilisim sisteminden amag, verileri toplayip yerlestirdikten
sonra bunlari otomatik isleme tabi tutma olanagini veren man-
yetik sistemlerdir. Bilisim alani ise, bilgileri depo ettikten sonra
bunlari otomatik olarak isleme tabi tutan sistemlerden olusan
alanlardir... ( Yargitay CGK, 17.11.2009, E: 2009/11- 193 — K:
2009/268)”

(2) Ceza adaleti sistemi icinde bilgi BIT’in yiiriitillmesinden
sorumlu belirli kurumlar ve/veya gorevli birimler var mi-
dur?

Bilgi Teknolojileri ve lletisim Kurumu: Telekomiinikasyon sek-
torunu dizenleme ve denetleme fonksiyonunun bagimsiz bir idari

otorite tarafindan yuritiilmesi amaciyla 27.1.2000 tarihli ve 4502
sayili Kanunla kurulan Telekomtuinikasyon Kurumu, 10.11.2008 ta-
rihli ve 5809 sayili Elektronik Haberlesme Kanunu ile yeni bir du-
zenlemeye tabi olmus ve adi Bilgi Teknolojileri ve Iletisim Kurumu
olarak degistirilmistir. 2813 say1l1 Telsiz Kanunu yeni bir diizenleme
ile Kanunun adi Bilgi Teknolojileri ve Iletisim Kurumunun Kurulu-
suna Iliskin Kanunu olarak degistirilmistir.

Telekomiinikasyon Iletisim Baskanligi: 23.07.2005 tarihli Resmi
Gazetede yayimlanarak yururlige giren 5397 sayili Kanun ile kurul-
mus olup, 23 Temmuz 2006 tarihinden itibaren ilgili mevzuatin 6n-
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TCHD Htiyelerimizden Yargitay Cumhuriyet Savcist Dr. Thsan Bastirk, konuya iliskin gon-
dermis oldugu bir e-posta ile, bizim de katildigimiz su tespitlerde bulunmustur: Ttirk huku-
kunda, “internet”, “internet ortam1”, “web sayfas1”, “web sitesi”, “yaymn”, “Internet Servis
Saglayici (ISS)” ve “erisim saglayict” sézciikleri sorunlara yol acabilecek sekilde, terminoloji
birligi saglanmadan kullanimaktadir. Ayrica “bilgisayar kitiiklerinde aramay1” diizenleyen
CMK 134. maddesinde yer verilmeyen, “diger uzak bilgisayar kittukleri ve ¢ikarilabilir do-
nanimlar” gibi kavramlara Adli ve Onleme Aramalart Yonetmeliginde yer verilmis olmast,
mahkemelerin konuya iliskin farkli kararlar vermesine neden olmaktadir.
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gordiigu is ve islemleri tek merkezden yurtitmektedir.

23.05.2007 tarihli Resmi Gazetede yayimlanan 5651 sayili
Internet Ortaminda Yapilan Yayinlarin Diizenlenmesi ve Bu Yayinlar
Yoluyla Islenen Suclarla Muicadele Edilmesi Hakkinda Kanun ile
Telekomiinikasyon Iletisim Baskanligi’nin Kanunda sayilan
Internete iliskin gorevleri de yapmasi diizenlenmistir. Bu dogrultu-
da anilan gorevleri yerine getirmek tlizere Internet Daire Baskanlig
kurulmustur.

Baskanlik, Bilgi Teknolojileri ve Iletisim Kurumu biinyesinde
dogrudan Kurum Baskanina bagli olarak faaliyet gostermekte olup,
Telekomiinikasyon iletisim Baskan1 ile Hukuk, Teknik Isletme, Bilgi
Sistemleri, idari ve Internet Daire Baskanliklarindan olusmaktadir.
Bagkanlikta, Milli Istihbarat Teskilati Mistesarligi, Emniyet Genel
Midurlugu ve Jandarma Genel Komutanliginin ilgili birimlerinden
birer temsilci bulunmaktadir.

Adalet Bakanlhigi Bilgi islem Dairesi: Bakanlik’ta ilk otomasyon
calismalarina 1998 yilinda baslanmistir. Calismalarin sistemli ve
planli bir sekilde yuritilmesi amaciyla 1999 yilinda Bilgi Islem
Dairesi Baskanlig: kurulmustur. 15/05/2001 tarih ve 4674 Sayilt
Kanunun 7. maddesi ile eklenen 2992 Sayili Kanunun 22/A madde-
sinde, Bilgi Islem Dairesi Baskanliginin gorevleri belirtilmistir.

Bunlarin yaninda Turkiye’de gorev yapan diger birimler su sekil-
de siralanabilir:

Emnivet Genel Mudurlugu Bilisim Suclariyla Mucadele Daire
Baskanligi: Bilisim teknolojileri kullanilarak islenen suglarin sorus-

turulmasi ve dijital delillerin incelenmesi icin destek veren gorevli
daire baskanliklarinin ve tasra teskilatindaki birimlerin daginik yapi-
sinin tek bir ¢atr altinda toplanmasini, mukerrer yatirimlarin o6ntine
gecilmesini, bilisim suclartyla muicadelenin etkin ve verimli olarak
yurutulmesini saglamak amacryla 2011/2025 sayili Bakanlar Kurulu
Karari ile Emniyet Genel Mudurlugu buinyesinde Bilisim Suclariyla
Miicadele Daire Baskanligi kurulmustur. Bilisim Suclariyla Mucadele
Daire Baskanligi merkez ve il birimlerinin kurulumunun tamamlan-
masina yonelik calismalarina hizla devam edilmektedir.
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J[andarma Kriminal Daire Baskanlig: Bilisim Teknolojileri
Inceleme Labratuvar Amirligi: Gorevi, idari ve adli sorusturmalar ile

adli kovusturmalarda; uzmanlik alanina giren konularla ilgili elde
edilen ve ilgili hakim veya mahkeme, gecikmesinde sakincasi bulu-
nan hallerde Cumhuriyet savcisinin karari tizerine gonderilen bul-
gularin bilimsel usullerle inceleme ve degerlendirmesini yaparak
rapor tanzim etmektir.

Adli Tip Kurumu Fizik Ihtisas Dairesi: Mahkemeler ile hakimlik-
ler ve savciliklar tarafindan gonderilen silah, mermi, yazi (grafolojik
- daktiloskopik), fotograf, resim, imza, imza niteligini tastyan par-
mak izleri ile radyolojik, radyoizotop, klimatolojik, diger fiziksel
materyal ve olaylarla ilgili olarak incelemeler yaparak sonucunu bir
raporla tespit eder.

Fizik ihtisas dairesi altinda, dijital verilerin incelenmesi ile ilgile-
nen bir “Bilisim ve Teknoloji Suclart Subesi” bulunmaktadir.

(3) Ceza adaleti sistemine BIT ile iliskili hizmetler sunan 6zel
(ticari) kuruluslar (sirketler) var midir? Eger varsa, bunla-
ra Ornek verebilir misiniz? Ne gibi sinirlara uyulmasi ge-
rekmektedir?

Ceza adaleti sistemine BIT ile iliskili hizmetler sunan 6zel (ticari)
kuruluslar (sirketler) bulunmamaktadir. Ancak CMK uyarinca ger-
cek ya da tuizel kisilerin uzman muitalaasina bagsvurmak mumkundiir.

(O)Bilgi ve Istihbarat: Kanun uygulayict makamlar icin bilgi
istihbarat1 pozisyonlary’ olusturma

(1) BiT’le baglantil: hangi teknikler kanun uygulayicit makam-
lara yonelik bilgi istihbarat1 pozisyonlari olusturmak icin
kullanilmaktadir?

Bilgi Istihbarat1 Pozisyonlart olusturmak icin iletisimin tespiti,
dinlenmesi, kaydi ve sinyal bilgilerinin degerlendirilmesi, optik ve
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Bilgi istihbarat1 pozisyonlari olusturma, istihbarat-odakli-polis faaliyeti (ILP) olarak adlandiri-
lan olgunun bir parcasidir. ILP kanun uygulayict makamlarin onleyici ve bastirict gorevlerini
gerceklestirmelerine imkan veren bir bilgi-diizenleme siireci olarak yirttilen polislik faali-
yetlerinin kavramsal ¢ercevesi olarak ifade edilebilir.
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akustik teknik araclarla izleme, bunlarin kaydedilecegi veri tastyici-
lar1, fizik kimligin tespiti kapsaminda parmak izi, avug ici izi, fotog-
raf gibi verilerin alinmasi ve ilgili veri tabanlarina depolanmasi soz
konusu olmaktadir.

Bu baglamda, PVSK Ek madde 7 ve Jandarma Teskilat, GOrev ve
Yetkileri Kanunu Ek madde 5’te, kolluk gorevlilerinin istihbarat faa-
liyetlerinde, casusluk suclart hari¢ olmak tizere TMK m. 10 kapsa-
mina giren suclarin onlenmesi amacryla iletisimin denetlenmesi ve
teknik aracla izleme tedbirlerine basvurabilecekleri duzenlenmek-
tedir. Ayrica Devlet Istihbarat Hizmetleri ve Milli Istihbarat Teskilat1
Kanunu’'nun (MIT Kanunu) 6. maddesinde de, Anayasa’da belirtilen
temel niteliklere ve demokratik hukuk devletine yonelik ciddi bir
tehlikenin varligi halinde, Devlet giivenliginin saglanmasi, casusluk
faaliyetlerinin ortaya cikarilmasi, Devlet sirrinin ifsasinin tespiti ve
terorist faaliyetlerin onlenmesine iliskin olarak, telekomiinikasyon
yoluyla yapilan iletisim tespit edilebilir, dinlenebilir, sinyal bilgileri
degerlendirilebilir, kayda alinabilecegi belirtilmektedir.

Ayrica kanun uygulayict makamlara yonelik bilgi istihbarati po-
zisyonlar1 olusturmak icin ise su tekniklere basvuruldugu bilinmek-
tedir: imaj alma, silinen dosyalart elde etme (geri kazanma), kelime
listesi olusturma, kelime aramasi yapma, sifre elde etme, registry
(kutuk kayitlar) inceleme, metadata (list veri) inceleme.

(2) Kanun uygulayict makamlarin hangi tiir kamusal (6rn: DNA
veritabanlari) ya da 6zel (6rn: Yolcu isim kaydi (PNR) veri-
leri ya da SWIFT verileri gibi finansal veriler) veri tabanla-
rina erisimi mimkiindir?

CMK'nin 332. maddesi cumhuriyet savcilarina, hakim veya mah-
kemelere her turli bilgiyi her tiurli kurumdan istemek yetkisini
veren bir madde gorinimiindedir. Bu maddeye gore, suclarin so-
rusturulmasi ve kovusturulmasi sirasinda cumhuriyet savcisi, hakim
veya mahkeme tarafindan yazili olarak istenilen bilgilere on giin
icinde cevap verilmesi zorunludur. Bu siire icinde cevap verilmesi
imkansiz ise, sebebinin ve en gec hangi tarihte cevap verilebilecegi-
nin ayni stirede bildirilmesi gerekmektedir.
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Turk Hukukunda kisisel verilerin korunmasina iliskin bir kanun
da hentiz bulunmamaktadir. Bu konuda Kisisel Verilen Korunmasi
Kanunu Tasaris1 bulunmakla birlikte bu tasar1 henuz kanunlasma-
mustir. Bu nedenle verilere ulasiimas: konusu, TCK’da 6zel hayatin
gizliligini ve Kkisisel verileri koruyan bazi suc tipleri de goz onune
alindiginda tartisma konusu olmustur. Kamusal olarak ulasilabilecek
tartismasiz tek veri Adli Sicil Kanunu cercevesinde tutulan adli sicil-
lerdir.

Turkiye’de henuz bir DNA veri tabani yoktur. Konuya iliskin bir
kanun tasarist bulunmakla birlikte, bu tasart heniiz kanunlasmamustir.

Turkiye’de mevcut veri tabanlar: su sekilde siralanabilir: PVSK
kapsaminda parmak izleri ve fotograflarin kayit altina alindig: bir
veri taban1 bulunmaktadir. Buraya PVSK m. 5/1 kapsaminda sayil-
mus kisilerden alinan parmak izleri ve fotograflar, olay yerinden elde
edilen ve kime ait oldugu henuz tespit edilmemis olan parmak izle-
ri, kimligi belirlenmek istenen ancak ntifusa kayitli olmadig: icin
kimligi tespit edilemeyen kisilerin parmak izleri ve fotograflar ile
CGIK m. 21’e gore hiikimlilerden alinan parmak izleri kaydedilir.
Ayrica PVSK 4/A maddesi uyarinca, kendisinden kimlik ibrazi isten-
mesine ragmen, niifusa kayithh olmadigi icin kimligi tespit edileme-
yen Kkisilerin nufusa kayitlar: icin gerekli islemler yapildiktan sonra,
PVSK m. 5’e gore fotograf ve parmak izi tespit edilerek kayda alinir.

PVSK’nin 5. maddesine gore parmak izi ve fotograflar bu amaca
ozgu sisteme kaydedilerek saklanir; ancak hangi sebeple alindigi
sisteme kaydedilmez. Bu sistemde yer alan bilgiler, kimlik tespiti,
sucun Onlenmesi veya yurutilmekte olan sorusturma ve kovustur-
ma kapsaminda maddi gercegin ortaya cikarilmasi amaciyla mahke-
me, hakim cumhuriyet savcist ve kolluk tarafindan kullanilabilir.
Kolluk birimleri kimlik tespiti yapmak ya da olay yerinden alinan
parmak izlerini karsilastirmak amaciyla dogrudan bu sistemle bag-
lant1 kurabilir. Sistemde kayitlt bilgilerin hangi kamu gorevlisi tara-
findan ve ne amacla kullanildiginin denetlenmesine imkan tantyan
bir guivenlik sistemi kurulur. Sistemde yer alan kayitlar gizlidir; kisi-
nin olimiinde itibaren on yil her halde kayittan itibaren seksen yil
gectikten sonra silinir.



BOLUM 3: TURKIYE ULUSAL RAPORU  SUC VE CEZA 2012 SAYL: 4

Ayrica Sporda Siddet ve Diizensizligin Onlenmesine Dair
Kanun’un 18/4. maddesine gore, koruma tedbiri olarak uygulanan
ve guvenlik tedbiri olarak hukmedilen spor musabakalarini seyir-
den yasaklama tedbirine iliskin bilgiler Emniyet Genel Mudurlugu
bilinyesinde tutulan bu amaca 6zgu elektronik bilgi bankasina der-
hal kaydedilir. Bu bilgi bankasina spor kultuiplerinin ve federasyonla-
rin erisimi saglanir. Yasaklanan kisilere iliskin bilgiler, ilgili spor ku-
luplerine ve yurt disinda yapilacak musabaka oncesinde musabaka-
nin yapilacag: tilkenin yetkili mercilerine bildirilir.

Bir diger veri tabani ise Turk Silahli Kuvvetleri Ii¢ Hizmet Kanuna
dayanarak olusturulmaktadir. Bu kanunun 61. maddesinde erbas ve
erlerin kita ve askeri kurumlara katilis ve ayrilislarinda yapilacak
olan genel saglik muayenelerine iliskin sonuclarin saglik fislerine
kaydedilecegi, komutan ve amirlerin de bu muayene sonuclarina
gore personelin saglik durumunu takip ve kontrol edecekleri du-
zenlemesine yer verilmistir.

(3) Veri madenciligi ve veri eslestirme olarak adlandirilan tek-
nikler uygulanabilmekte midir? Eger uygulanabilir ise, bu
teknikler potansiyel faillerin veya risk gruplarinin profil-
lerini olusturmada kullanilabilmekte mi? Eger kullanilabi-
lir ise, kanun uygulayicit makamlar icin 6zel araclar gelis-
tirilmis midir?

Turkiye’de risk grubu profili olusturulmasi s6z konusu olmamak-

tadir. Zira veri tabanlarindaki veriler kanunda belirlenen surelerin
gecmesi ile silinmektedir.

Genel olarak, veri madenciligi ise, verilerin farkli bir bakis acisin-
dan analiz edilmesi ve kullanish bilgi halinde ozetlenme surecidir.
Teknik olarak veri madenciligi, buyuk ve birbiriyle iliskili veri ta-
banlar: icinde duizinelerce alan arasinda korelasyonlar ve duzenler
bulma surecidir. Bu baglamda veri madenciligi ve veri eslestirme
noktasinda Kriminal Polis Laboratuarlar: Daire Baskanligi uygulama-
lart ve Baskanlik bunyesinde kurulan amirliklerin gorev tanimlari
degerlendirilebilir.

A.- Konusmaci Kimliklendirme ve Tanima Buro Amirliginin
Gorevleri: Kim tarafindan uretildigi belli olmayan bir konusmanin,
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kimligi belirli bir kisiye ait olup olmadigin: ve kim tarafindan tiretil-
digi belli olmayan iki ayr1 konusmanin ayni kisi tarafindan tretilip
uretilmedigini belirlemek.

B.- Kayit Guvenilirligi Buro Amirliginin Gorevleri: Herhangi bir
ses kaydinin ilk olusturuldugundaki iceriginde, baska seslerin ya da

konusmalarin eklenmesi, silinmesi, yer degistirilmesi ya da kayit
sinyaline ait herhangi bir bilginin degistirilmesi gibi amaclarla yapil-
mus fiziksel ya da elektronik bir miidahalenin bulunup bulunmadigs-
ni1 belirlemek.

C.- Kayit lyilestirme Buro Amirliginin Gorevleri: Herhangi bir ses
kaydinda, isitilmek istenen konusma, gurultii ya da konusma dist

sesleri, digerlerine gore daha belirgin hale getirmek.

D.- Sinyal Cozumlemesi Buro Amirliginin Gorevleri: Herhangi bir
ses kayd1 icerigindeki seslerin ne sesi olabilecegine yonelik nitel ve
seslerin duzeyi ile ilgili nicel analizler yapmak.

E.- Konusmaci Ozellikleri Belirleme Biiro Amirliginin Gorevleri:
Kayit icerisindeki bir konusmanin ureticisinin kisisel ozelliklerini

ortaya koymak,

E- Ses ve Konusma Incelemeleri Servisleri:

Konusmaci Kimliklendirme ve Tanima: Konusmaci kimliklen-
dirme ve tanima incelemesi, bilinmeyen bir sesin, bir ya da daha
fazla bilinen sesle tanimlanmasi ya da elenmesi amaciyla isitsel ve
gorsel olarak karsilastirilmasi biciminde tanimlanabilir. Bu calisma-
nin temel olarak dayandig: varsayim; seslerin, kendi basina sahip
oldugu karakteristikler ve Ozellikler yardimryla cesitli analiz teknik-
leri ve yontemleri uygulanarak digerlerinden ayirt edilmesidir.

Yillardir yapilan calismalar sekil, parametre, islemler ve sonucla-
r1 bakimindan tartismalara yol acmustir. Dustik sayidaki benzer calis-
malarda ortaya c¢ikan farkliliklar ve sonuclardaki oranlar sadece ses
tanima ve tanimlama isleminde kullanilan yontemin guivenilirligi ve
kabul edilebilirligi konusunda soru isaretlerinin artmasina neden
olmustur.
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Kayit Guvenilirligi: Kayit giivenilirligi kisaca, kaydin orijinalligi-
nin arastirtlmasidir. Kayit guvenilirligi incelemelerinde genel olarak
kayit uzerinde ekleme, ¢ikarma ve diger mudahalelerin bulunup
bulunmadigina yanit aranmaktadir.

Data incelemeleri: Bilisim Teknolojileri alaninda kullanilan, hard
disk, CD, DVD, Blue Ray vb, Akilli Telefon ve cep telefonlari, SIM
kart, smart kart, tasinabilir bellek, hafiza kartlari, tablet ve dizustu
Bilgisayar, MP3/MP4 calar, kamera, fotograf makinesi, icerisinde
veri saklayabilen diger elektronik cihazlar tizerinde bilimsel olarak
kabul edilen metotlar1 uygulayarak teknik inceleme yapar. Teknik
inceleme, sayilan cihazlarin icerisinde gizli, silinmis, sifreli ve koru-
mali olarak bulunan bilgilerin tekrar geri getirilmesi stireclerini de
kapsar.

(4) Zorlayic1 tedbirler (6r: haberlesmenin denetlenmesi) bilgi
istihbarati pozisyonu olusturmak icin kullanilabilmekte mi-
dir?

[letisimin denetlenmesi tedbiri ile teknik araclarla izleme tedbir-
lerinin uygulamasinin yurtitiilmekte olan sorusturma veya kovustur-
ma kapsaminda uygulanabilir. Bu tedbirlerin sona ermesi halinde
dinlemenin icerigine iliskin kayitlarin en gec on gun icinde yok edil-
mesi yukumliliigii vardir. CMK hiikiimleri ¢ercevesinde istihbari
amacl bilgi havuzu olusturmak maksadryla bu tarz tedbirlere bas-
vurulamaz.

Ancak oOnleyici kolluk faaliyeti kapsaminda PVSK Ek madde 7’de
belirtilen kosul ve sinirlamalar cercevesinde istihbarl amach iletisi-
min denetlenmesi, teknik aracla izleme gibi tedbirlere basvurulabil-
mektedir. Bu hiikme gore, casusluk suclart hari¢c olmak tizere TMK
m. 10 kapsamina giren suclarin 6nlenmesi amaciyla hakim karari
veya gecikmesinde sakinca bulunan hallerde Emniyet Genel Mu-
duri veya Istihbarat Dairesi Baskaninin yazili emriyle, telekomiini-
kasyon yoluyla yapilan iletisim tespit edilebilir, dinlenebilir, sinyal
bilgileri degerlendirilebilir, kayda alinabilir. Gecikmesinde sakinca
bulunan hallerde verilen yazili emir, yirmidort saat icinde yetkili ve
gorevli hakimin onayina sunulur. Hakim, kararini en gec yirmidort
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saat icinde verir. Stirenin dolmasi veya hakim tarafindan aksine ka-
rar verilmesi halinde tedbir derhal kaldirilir. Bu halde dinlemenin
icerigine iliskin kayitlar en ge¢ on gun icinde yok edilir; durum bir
tutanakla tespit olunur ve bu tutanak denetimde ibraz edilmek tize-
re muhafaza edilir.

PVSK Ek madde 7’ye gore, istihbarat faaliyetlerinde, casusluk
suclart hari¢ olmak uzere TMK m. 10 kapsamina giren suclarin on-
lenmesi amaciyla ve hakim karar1 alinmak kosuluyla teknik aracla
izleme yapilabilmektedir.

PVSK’daki bu maddelere paralel duzenlemeler Jandarma Teski-
lat, Gorev ve Yetkileri Kanununda da bulunmaktadir.

Ayrica Milli Istihbarat Kanunu’'nun 6. maddesine gore de, ka-
nunda belirtilen gorevlerin yerine getirilmesi amaciyla, Anayasa’da
belirtilen temel niteliklere ve demokratik hukuk devletine yonelik
ciddi bir tehlikenin varligi halinde, Devlet guvenliginin saglanmast,
casusluk faaliyetlerinin ortaya c¢ikarilmasi, Devlet sirrinin ifsasinin
tespiti ve terorist faaliyetlerin onlenmesine iliskin olarak, hakim
karari veya gecikmesinde sakinca bulunan hallerde MIT Mistesari
veya yardimcisinin yazili emriyle telekomtinikasyon yoluyla yapilan
iletisim tespit edilebilir, dinlenebilir, sinyal bilgileri degerlendirilebi-
lir, kayda aliabilir. Gecikmesinde sakinca bulunan hallerde verilen
yazili emir, yirmidort saat icinde yetkili ve gorevli hakimin onayina
sunulur. Hakim, kararint en ge¢ yirmidort saat icinde verir. Stirenin
dolmasi veya hakim tarafindan aksine karar verilmesi halinde tedbir
derhal kaldirilir. Bu halde dinlemenin icerigine iliskin kayitlar en gec
on gun icinde yok edilir; durum bir tutanakla tespit olunur ve bu
tutanak denetimde ibraz edilmek tizere muhafaza edilir.

PVSK ek 7. maddesinde ayrica, bu maddenin uygulanmasina
iliskin esas ve usullerin bir yonetmelik ile duzenleme altina alina-
bilecegi belirtilmistir. S6z konusu yonetmelik, “Telekomuinikasyon
Yoluyla Yapilan Iletisimin Tespiti, Dinlenmesi, Sinyal Bilgilerinin
Degerlendirilmesi Ve Kayda Alinmasina Dair Usul Ve Esaslar Ile Te-
lekomiinikasyon lletisim Baskanliginin Kurulus, Gorev Ve Yetkileri
Hakkinda Yonetmelik”tir (Resmi Gazete Tarihi : 10/11/2005, Resmi
Gazete Sayist : 25989).
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“Ceza Muhakemesi Kanununda Ongoriilen Telekomiinikasyon
Yoluyla Yapilan Iletisimin Denetlenmesi, Gizli Sorusturmact ve Tek-
nik Araclarla izleme Tedbirinin Uygulanmasina Iliskin Yonetmelik”
hakkinda ise yiiriitmenin durdurulmasi karari verilmistir. 06.12.2012
tarihinde Danistay Idari Dava Daireleri Kurulu tarafindan verilen ka-
rarin gerekcesinde, ilgili kanunda yonetmelik ile diizenlenebilecek
alanlar arasinda bu konulara yer verilmemis oldugu, kanun koyucu-
nun bu alan: ayrintili bir sekilde kanunda duzenlemeyi tercih ettigi
belirtilmis ve Adalet Bakanligi'nin konuya iliskin diizenleme yetkisi-
nin bulunmadig ifade edilmistir.

Deginmek gerekir ki, sayillan bu duzenlemelere dayanilarak elde
edilen deliller, Onleyici faaliyet kapsaminda elde edilmis olup, hic¢ bir
sekilde yargilamada bir sucun ispatinda kullanilmamalidirlar. Yargi-
lamada yalnizca, yargilama tedbirlerine iliskin kanun maddelerine
gore elde edilmis delillere basvurulabilecektir. Ancak uygulamamiz-
da, onleyici tedbirlere iliskin hiukiimlere dayanilarak elde edilen ve-
rilerin, yargilama asamasinda delil olarak kabul edilmesi so0z konusu
olmaktadir. Istihbari faaliyet kapsaminda toplanan bu verilerin ceza
yargilamalarinda, mahkumiyet hiiktimlerine esas teskil ettikleri da-
valara rastlanmaktadr.

(5) Hangi 0zel sektor aktorleri (Or: internet saglayicilari ya da te-
lekom sirketleri) kanun uygulayict makamlar icin bilgi mu-
hafaza etmektedirler ya da etmek mecburiyetindedirler?

Tirk Telekomiinikasyon Anonim Sirketi de dahil olmak tzere,
Telekomiinikasyon Kurumu ile yapilan gorev sozlesmesi, imtiyaz
sozlesmesi, bu Kurumdan alinan telekomunikasyon ruhsati1 veya
genel izin uyarinca telekomiunikasyon hizmetleri ytirtiiten ve teleko-
munikasyon alt yapist isleten tum sirketlerin mecburiyeti vardir:

2007 tarihli 5651 sayili Internet Ortaminda Yapilan Yayinlarin
Diizenlenmesi Ve Bu Yayinlar Yoluyla Islenen Suclarla Miicadele
Edilmesi Hakkinda Kanun’a ve bu Kanun’a gore ytrurlige konulan
Internet Toplu Kullanim Saglayicilari Hakkinda Yonetmelik hiikiim-
lerine gore Internet toplu kullanim saglayicilarinin I¢ IP Dagitim
Loglarint elektronik ortamda kendi sistemlerine kaydetmek ytikiim-
Iultikleri vardir.
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5651 sayili Kanun'un 6/1-b maddesinde de, erisim saglayicilarin
sagladiklari hizmetlere iliskin, yonetmelikte belirtilen trafik bilgileri-
ni alt1 aydan az ve iki yildan fazla olmamak tizere yonetmelikte belir-
lenecek siire kadar saklamakla ve bu bilgilerin dogrulugunu, biittin-
Iagunu ve gizliligini saglamakla yukumla olduklar: belirtilmektedir.
Ayni maddenin son fikrasinda ise, bu yukumliiliigli yerine getirme-
yen erisim saglayicisina Bagkanlik tarafindan onbin Yeni Turk Lira-
sindan ellibin Yeni Turk Lirasina kadar idari para cezas: verilecegi
hiikiim altina alinmustir.

Ayrica, Internet Toplu Kullanim Saglayicilart Hakkinda Yonetme-
lik, ticari olmayan Internet toplu kullanim saglayicilara bir yikamli-
Itk ytiklemektedir. Anilan Yonetmelige gore isyerlerinde, otellerde
vb. tim yerlerde i¢ IP dagitim loglarin1 toplu kullanim saglayicilar
elektronik ortamda kendi sistemlerine kaydetmekle ytikiimlu tutul-
mustur.

Internet toplu kullanim saglayicilar acisindan kanunda yer alma-
yan bilgi muhafaza yukumliluguniin yonetmelikle getirilmis olmasi
ve bu kayitlarin ne kadar siire saklanacagi, herhangi bir mercie tes-
liminin gerekip gerekmedigi hukukun genel ilkelerine aykirt oldugu
gibi iletisim Ozgurligli yonunden de giivenceden yoksun bir durum
ortaya cikarmaktadir.

(6) Hangi Ozel sektor aktorleri kanun uygulayict makamlara
bilgi saglayabilir veya bilgi saglamak mecburiyetindedirler?

Maddi gercegi ortaya cikarmaya elverisli ve hukuka uygun elde
edilen tiim bilgi, belge ve bulgular delil olarak kullanilabilir (CMK
m. 217/2). Bu baglamda kanun uygulayict makamlar da hukuka uy-
gun yontemler kullanmak suretiyle bir su¢ olgusuna iliskin tiim ve-
rilere ulasma imkanina sahiptir. Bu baglamda talep edilmesi halinde
buitiin 0zel sektor aktorleri kanun uygulayict makamlara talep edilen
bilgileri saglamakla ytuktuimliduir.

Avyrica Milli Istihbarat Kanunu m. 6 uyarinca, MIT, bakanliklar ve
diger kamu kurum ve kuruluslar: ile kamu hizmeti veren kuruluslara
ait arsivlerden, elektronik bilgi islem merkezlerinden ve iletisim alt
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yapisindan kendi gorev sahasina giren konularda yararlanabilmek,
bunlarla irtibat kurabilmek, bilgi ve belge almak icin gerekcesini de
gostermek suretiyle yazili talepte bulunabilmektedir.

Teknik aracla izleme tedbirinin istihbari amacla uygulanmasi ha-
line iliskin hukumler de bulunmaktadir. PVSK Ek m.7’de de, kamu
kurum ve kuruluslar ile kamu hizmeti veren kuruluslarin ihtiyac
duyulan bilgi ve belgelerinden yararlanabilmek icin gerekcesini de
gostermek suretiyle yazili talepte bulunulabilecegi belirtilmektedir.
Bu kurum ve kuruluslarin kanuni sebeplerle veya ticari sir gerekce-
siyle bu bilgi ve belgeleri vermemeleri halinde ancak hakim karari
ile bu bilgi ve belgelerden yararlanilabilir. PVSK’da yer alan bu huk-
me, Jandarma Kanunu Ek m. 5/5’te de yer verilmis olup, s6z konusu
iki maddenin lafz1 arasinda herhangi bir fark bulunmamaktadir.

Elektronik Haberlesme Kanunu da 12/5. maddesinde, isletmeci-
lerin, elektronik haberlesme sistemleri tizerinden milli guivenlikle
ve kanunlarda getirilen duzenlemelerle ilgili taleplerin karsilanma-
sina yonelik teknik alt yapryi, elektronik haberlesme sistemini hiz-
mete sunmadan once kurmakla yiikiimli olduklarint hikiim altina
almistir.

@
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(D) Ceza sorusturmasinda BIT

(1) Kanun uygulayic1 makamlar, gercek zamanli olarak a)
e-trafik verilerine, b) icerik verilerine miidahale edebilir mi?

5651 sayili “Internet Ortaminda Yapilan Yayinlarin Diizenlenme-
si ve Bu Yaymlar Yoluyla Islenen Suclarla Miicadele Edilmesi Hak-
kinda Kanun”un 8. maddesindeki kosullar cercevesinde, internet
ortaminda yapilan ve icerigi kanunda sayilan belli suclari (intihara
yobnlendirme, cocuklarin cinsel istismari, uyusturucu veya uya-
rici madde kullanilmasini kolaylastirma, saghk icin tehlikeli
madde temini, mustehcenlik, fuhus, kumar oynanmasi igin yer
ve imkan saglama, 5816 sayili Atattirk Aleyhine islenen Suclar
Hakkinda Kanunda yer alan suglar) olusturdugu konusunda ye-
terli stiphe sebebi bulunan yayinlarla ilgili olarak erisimin engel-
lenmesine karar verilebilmektedir. Erisimin engellenmesi karari,
sorusturma evresinde hakim, kovusturma evresinde ise mahkeme
tarafindan verilebilmektedir. Sorusturma asamasinda gecikmesinde
sakinca bulunan bir hal soz konusu ise, cumhuriyet savcist da karar
verebilmektedir, ancak bu kararin 24 saat icinde hakim tarafindan
onaylanmasi gerekmektedir. Aksi halde cumhuriyet savcis: tarafin-
dan derhal kaldirilir.

Icerik veya yer saglayicinin yurt disinda bulunmasi halinde, veya
bunlar yurt icinde olsalar bile ¢cocuklarin cinsel istismar: veya mus-
tehcenlik suclarini olusturan yayinlar s6z konusu ise, erisimin engel-
lenmesi karari re’sen Baskanlik tarafindan verilir.

Erisimin engellenmesi kararinin derhal ve en gec¢ kararin bildi-
rilmesi anindan itibaren 24 saat icinde uygulanmas gerekir. Koru-
ma tedbiri olarak verilen erisimin engellenmesi kararinin geregini
yerine getirmeyen yer veya erisim saglayicillarinin sorumlulari, fiil
daha agir cezay: gerektiren bir baska sucu olusturmadig: takdirde,
alt1 aydan iki yila kadar hapis cezasi ile cezalandirilir. Idari tedbir
olarak verilen erisimin engellenmesi kararinin yerine getirilmemesi
halinde ise, erisim saglayicisina, on bin TL’den yuz bin TL’ye kadar
idari para cezasi verilir.
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Ayrica Elektronik Haberlesme Kanunu’'nun 12/1-g maddesinde,
isletmecilere getirilebilecek ytikuimluliikler arasinda, “kanunlarla
yetkili kilinan ulusal kurumlarca yasal dinleme ve mudahalenin ya-
pilmasina teknik olanak saglanmas1” sayilmustir.

(2) Kanun uygulayict makamlar; a)e-trafik verileri; b)icerik
verileri bakimindan, bilgi sistemlerine erisim/bunlar: dur-
durma/arama/bunlara el koyma imkanlarina sahip midir?

CMK'da bilgi sistemlerini durdurmayi ya da bunlara elkoymay1
ongoren bir duzenlemeye yer verilmemektedir. CMK’da yalnizca
“postada elkoyma” tedbiri diizenlenmis olup, bu dizenlemenin ki-
yasen uygulanmasi da mumkiin degildir. Zira 6zguirliik sinirlayici ni-
telikteki konularda kiyas yapilmast mimkiin olamaz.

Bununla birlikte CMK’nin 134. maddesinde, bilgisayarlarda, bil-
gisayar programlarinda ve kutuklerinde arama, kopyalama ve elkoy-
maya iliskin bir dizenleme bulunmaktadir. Bu diizenleme kapsa-
minda bilgi sistemlerine erisim mumkitin olmakla birlikte, bu tedbir
kapsaminda yalnizca erisim bilgisine sahip icerik kopyas1 cikarilabil-
mektedir. Ayrica CMK’nin 135. maddesi kapsaminda da telekomtini-
kasyon yoluyla yapilan iletisimin tespiti, dinlenmesi, kayda alinmas1
ve sinyal bilgilerinin degerlendirilmesi s6z konusu olabilmektedir.

Konu ile ilgili 6zel bir diizenleme 5651 sayili “Internet Ortamin-
da Yapilan Yayinlarin Diizenlenmesi ve Bu Yayinlar Yoluyla islenen
Suclarla Miicadele Edilmesi Hakkinda Kanun”da yer almaktadir. Bu
kanunun 8. maddesindeki kosullar cercevesinde, internet ortaminda
yapilan ve icerigi kanunda sayilan belli suclari (intihara yonlendir-
me, ¢ocuklarin cinsel istismari, uyusturucu veya uyarici madde
kullanilmasini kolaylastirma, saglik icin tehlikeli madde temi-
ni, mastehcenlik, fuhus, kumar oynanmasi icin yer ve imkan
saglama, 5816 sayili Atatiirk Aleyhine islenen Suclar Hakkinda
Kanunda yer alan suglar) olusturdugu konusunda yeterli siiphe
sebebi bulunan yayinlarla ilgili olarak erisimin engellenmesine ka-
rar verilebilmektedir. (Ayrintist icin bkz. D/(1) kapsaminda verilen
cevap)
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(3) Telekom sirketleri ya da servis saglayicilar, verilerini ka-
nun uygulayict makamlar ile paylasmaya zorlanabilirler
mi? Buna uygun hareket etmemeleri halinde, zorlayici ted-
birler ya da yaptirimlar uygulanmakta midir?

CMK’nin 332. maddesinde konuya iliskin genel bir hiikiim yer
almaktadir. Buna gore, suclarin sorusturmasi sirasinda cumhuriyet
savcist tarafindan yazili olarak istenilen bilgilere on giin icinde cevap
verilmesi zorunludur. Buna aykirt hareket edilmesi halinde TCK’nin
257. maddesinde yer alan “gorevi kotuye kullanma” sucunun uygu-
lama alani bulacag: kanunda acikca belirtilmistir.

CMK'nin 332. maddesinde bilgi istenilen kurumun niteligi be-
lirtilmemekte, genel bir ifadeye yer verilmektedir. Genel hukim
niteligindeki 332. maddenin yani1 sira CMK’'nin 137. maddesinde
de usultine uygun sekilde verilmis olan telekomtuinikasyon yoluyla
iletisimin denetlenmesi kararlarinin yerine getirilmesine iliskin bir
dizenleme yer almaktadir.

CMK’nin 137. maddesine gore, cumhuriyet savcist veya gorev-
lendirdigi adli kolluk gorevlisi, kanuna uygun sekilde verilmis karar
geregince, iletisimin tespiti, dinlenmesi ve kayda alinmasi islemleri-
nin yapilmasini ve bu amacla cihazlarin yerlestirilmesini, telekomu-
nikasyon hizmeti veren kurum ve kuruluslarin yetkililerinden yazili
olarak isteyebilir. Bu istegin ilgililer tarafindan derhal yerine getiril-
mesi gerekmektedir, aksi halde zor kullanilabilir.

Ayrica Milli Istihbarat Teskilat1 Kanunu’nun 6. maddesinde, Mil-
li Istihbarat Teskilatinin, Bakanliklar ve diger kamu kurum ve kuru-
luslart ile kamu hizmeti veren kuruluslara ait arsivlerden, elektronik
bilgi islem merkezlerinden ve iletisim alt yapisindan kendi gorev sa-
hasina giren konularda yararlanabilmek, bunlarla irtibat kurabilmek,
bilgi ve belge almak icin gerekcesini de gostermek suretiyle yazil
talepte bulunabilecegi de belirtilmektedir.

Elektronik Haberlesme Kanunu m. 12’de de “isletmecilerin hak
ve yukumluliklerine” iliskin 6zel bir duzenleme yer almaktadir. SOz
konusu maddenin ikinci fikrasinin (g) bendinde, isletmecilere geti-
rilebilecek olan ytuikuimluliikler arasinda, “kanunlarla yetkili kilinan
ulusal kurumlarca yasal dinleme ve muidahalenin yapilmasina teknik
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olanak saglanmas1” sayilmistir. Ayrica yine aynt maddenin besinci fik-
rasinda, isletmecilerin, elektronik haberlesme sistemleri tizerinden,
kanunlarda getirilen duzenlemelerle ilgili taleplerin karsilanmasina
yonelik teknik alt yapiyi, elektronik haberlesme sistemini hizmete
sunmadan once kurmakla yiikiimli olduklar: belirtilmektedir.

(4) Kanun uygulayici1 makamlar kamera ile izleme yapabil-
mekte midir? Bu makamlar gercek ve tiizel kisileri isbirli-
gine zorlayabilirler mi?

CMK’nin 140. maddesinde “teknik araclarla izleme” tedbiri On-
gorulmustir. Kanunda simirli sayida sayillan bazi suclarin islendigi
konusunda kuvvetli suphe sebeplerinin bulunmas: ve baska suretle
delil elde edilememesi halinde, stupheli veya sanigin kamuya acik
yerlerdeki faaliyetleri ile isyerinin teknik araclarla izlenmesi, ses ve
goruntu kaydi alinmasi mumkiindiir.

PVSK Ek m.7’de de, istihbarat faaliyetlerinde, TMK m.10 kapsa-
mina giren suclarin 6nlenmesi amaciyla ve hakim karari alinmak ko-
suluyla, teknik araclarla izleme yapilabilecegi belirtilmektedir. Ayri-
ca kamu kurum ve kuruluslar: ile kamu hizmeti veren kuruluslarin
ihtiyac¢ duyulan bilgi ve belgelerinden yararlanabilmek icin gerekce-
sini de gostermek suretiyle yazili talepte bulunabilir. Bu kurum ve
kuruluslarin kanuni sebeplerle veya ticari sir gerekcesiyle bu bilgi
ve belgeleri vermemeleri halinde ancak hakim karari ile bu bilgi ve
belgelerden yararlanilabilir.

PVSK’da yer alan bu hiikme, Jandarma Kanunu Ek m. 5/5’te de
yer verilmis olup, sO0z konusu iki maddenin lafz1 arasinda herhangi
bir fark bulunmamaktadir.

Ayrica, 2911 sayili Toplanti ve Gosteri Yuruyusleri Kanunu’nun
13/2. maddesine gore, toplant1 ve gosteri yuriyusleri sirasinda hazir
bulunan hukiumet komiseri, toplantiy1 teknik ses alma cihazlari, fo-
tograf ve film makineleri gibi araclarla tespit ettirebilmektedir.

Internet Toplu Kullantm Saglayicilar1 Hakkinda Yonetmelik’in
9. maddesinde de, isyerlerinin uymast gereken kurallar arasinda, is-
yerlerine giren ve cikanlarin tespiti amacryla gerekli kamera kayit
sisteminin kurulacagi da yer almaktadir. Yonetmelik'te, bu sistem
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araciligiyla elde edilen kayitlarin yedi giin stireyle saklanacagi ve yet-
kili makamlar haricindeki kisi ve kuruluslara verilemeyecegi hiikiim
altina alinmustur.

Turkiye’de “MOBESE” sisteminin bulunup bulunmadig: konusu-
na da deginmek gerekir. Tiirk hukukunda, bilinen anlamda “MOBE-
SE” kameralarinin kullanimina iliskin kanuni bir dayanak bulunma-
maktadir. Bu tur bir sistem yalnizca 2918 sayili Karayollar1 Trafik
Kanunu’nda 6ngorilmektedir. S6z konusu kanunun Ek 16. maddesi
uyarinca, belediyeler tarafindan kendi butce kaynaklari kullanilarak,
karayollarinda can ve mal guvenligini saglamak, diizenli ve guivenli
trafik akisini temin etmek amaclarina hizmet etmek tizere kurulmus
veya kurulacak elektronik sistemlerin Emniyet Genel Mudurlugun-
ce trafik ihlallerinin tespiti amaciyla kullanilmasi mimkundiir. An-
cak kurulan bu sistem araciligiyla ulasilan gériintiiler yalnizca Ek 16.
maddede belirtilen amaclar dogrultusunda kullanilabilecektir. Belir-
tilen amaclar arasinda bir suca iliskin delil elde etmek, sucun onlen-
mesini saglamak ya da suc tespiti gibi bir amaca yer verilmemistir.
Bu durumda hukukumuzda yalnizca Karayollar: Trafik Kanunu kap-
saminda genel bir elektronik izleme sistemi kurmak miimkundtr
ve bu sistem araciligiyla elde edilen goruntiilerin de yalnizca ilgili
maddede belirtilen amaclar dogrultusunda kullanilabilme olanagi
mevcuttur. Bu amaclar disindaki bir kullanim kanuna aykirt olacak-
tir. Ancak uygulamacilar tarafindan, MOBESE kameralar1 araciligiyla
elde edilen goruntiiler, ilgili kolluk gorevlileri tarafindan gerekli go-
rulmesi halinde, ileriki bir sorusturmada kullanilmak uzere saklan-
dig1 ifade edilmektedir. Belirtmek gerekir ki, so0z konusu gortuntu
kayitlarinin bu sekilde saklanmasi mevcut kanuni diizenlemelere ay-
kirilik teskil etmekle birlikte, TCK’nin 138. maddesinde duzenlenen
“verileri yok etmeme” sucunu da olusturmaktadir.

Ayrica uygulamada, herhangi bir kanuni dayanagi bulunmamasi-
na ragmen, CMK kapsaminda gerceklestirilen bir arama islemi sira-
sinda kolluk gorevlilerinin s6z konusu islem sirasinda kamera kaydi
aldigi olaylara siklikla rastlanmaktadir.
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(5) Kanun uygulayici makamlar, sorgulamalar: (stipheli, gor-
gii tanig1) sesli ve gorintiilii kayit altina alabilmekte midir
ya da almak zorunda midir?

Tanik dinlenmesi sirasinda ses ve goruntu kayd: alinmasi kural
olarak ihtiyaridir. Ancak bazi taniklarin dinlenmesinde ses ve goriin-
tu kaydi alinmasinin mecburi oldugu kanunda belirtilmistir. Bu kap-
samda, magdur cocuklarin, durusmaya getirilmesi mimkiin olma-
yan ve tanikligi maddi gercegin ortaya cikarilmasi bakimindan zo-
runlu olan kisilerin tanikliginda ses ve goruntu kayd: yapilmasi zo-
runludur (CMK 52/3).

Bu baglamda, 2012/20 sayili ve Cocuk izlem Merkezi (CIM) ko-
nulu genelge uyarinca (4 Ekim 2012 tarih ve 28431 sayilt Resmi
Gazete), cocuk istismarinin onlenmesi ve istismara ugrayan cocuk-
lara etkin bir sekilde mudahale edilmesi amaciyla, pilot sehirlerde
Cocuk Izlem Merkezleri kurulmustur. Cocuk Izlem Merkezleri
Yonetim ve Koordinasyon Kurulu'nun 22.10.2012 tarihli ve 2012/1
sayili kararlarinda su hususlar belirtilmistir:

1. Cumbhuriyet savcisinin emir ve talimatlar1 dogrultusunda,
magdur ¢cocugun beyaninin alinmasini muteakip, ilgili mev-
zuatinda 6ngoruldigi sekilde CIM’de magdurun veya velisi-
nin rizasi alinarak viicudu uzerinde dis veya i¢ beden muaye-
nesi yapilacak, viicudundan 6rnek alinmasi, psikiyatrik mua-
yenesinin gerceklestirilmesi ve gerektiginde fiziki bulgularin
goruntulerinin kaydedilmesi saglanacaktir.

2. Magdur cocugun beyani ilgili mevzuatina uygun olarak;
Cumbhuriyet Savcist ya da zorunlu hallerde Cumhuriyet
Savcisinin emir ve talimati dogrultusunda kolluk gorevlisi ta-
rafindan, vekili huzurunda, CIM’de gorevli ve bu konuda egi-
tim almis uzman bir kisi vasitasiyla, aynali bir odada, ses ve
goruntu kaydi yapilmak suretiyle alinacaktir.

3. Bitun bu sturecte magdurun mahremiyetine azami dikkat
gosterilecektir.

4. CIM’de yapilan islemler hastane otomasyon sistemine kayit
edilmeyecektir.
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5. Gorusme ve muayeneler tamamlandiktan sonra elde edilen
tum bilgi ve belgeler bir rapor haline getirilerek, ses ve go-
runtu kayzitlar: ile birlikte ilgili Cumhuriyet Bassavciligina
gonderilecektir.

Ayrica tanik icin tehlike arz eden hallerde veya maddi gercegin
ortaya cikarilmas: bakimindan tehlike doguran hallerde hakimin
hazir bulunma hakk: olan kisileri durusmasi salonundan ¢ikarmasi
miimkuin olmaktadir. Bu gibi durumlarda da tanigin ses ve gorunti
kaydinin alinmasi zorunlu olup, kisilerin cevap hakk: sakli tutul-
mustur (CMK 58/3).

CMK m. 147/1-h bendinde ise, siipheli veya sanigin ifadesinin
alinmasi veya sorgusunda, bu islemlerin kaydinda teknik imkanlar-
dan yararlanilacag: belirtilmektedir. Kanunda yer alan duzenleme
“yararlanilir” demek suretiyle bu konuyu takdire birakmamuis, soz
konusu yontemlerin kullanidmasini zorunlu tutmustur. 14.12.2011
tarih ve 150 No’lu SEGBIS genelgesinde de CMK 147/1-h bendi ge-
regi ses ve goruntu kaydi almanin zorunlu oldugu hususunun goz-
den kacirilmamasi gerektigi belirtilmektedir.

CMK m. 180’e gore de, naip veya istinabe yoluyla dinlenen tanik
ya da bilirkisinin ayni anda goruntuli ve sesli iletisim tekniginin kul-
lanilmasi suretiyle dinlenmesi olanagi bulunmaktadir. Ayrica sanigin
durusmadan bagisik tutuldugu hallerde de goruntuli ve sesli ileti-
sim tekniginin kullanilmas1 suretiyle sorgusu yapilacaktir.

Bunlarin disinda ise kural olarak ceza muhakemesinde ses ve go-
runtu alict aletlerin kullanilmas: yasag: vardir. Kural olarak, adliye
binasi icerisinde ve durusma basladiktan sonra durusma salonunda
her turlt sesli veya goruintiilu kayit veya nakil olanagi saglayan alet-
ler kullanilamaz. Bu hiikiim, adliye binasi icerisinde ve disindaki di-
ger adli islemlerin icrasinda da uygulanur.
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E) BIT ve deliller

(Asamalar zinciri: elektronik delillerin toplanmasi1 / depolan-
mas1/ tespit edilmesi / iiretilmesi / sunulmasi / degerlendirilmesi)

(1) BIT ile iliskili bilgilere 6zgii herhangi bir delil kural1 var
mudur?

Turk hukukunda BIT ile iliskili bilgilere 6zgii herhangi bir delil
kurali mevcut degildir. Bunlar da genel kurala tabidirler. Yargilama-
da delil hiyerarsisi de ongorilmemektedir. Hukuka uygun olmak ko-
suluyla, maddi olay1 ispata yarayan her sey delil olarak kabul edilir
ve aralarinda bir derecelendirme kural olarak s6z konusu degildir.

Ancak mevzuatin teknolojinin oldukca gerisinde kalmis olma-
s1 ve uygulamada karsilasilan sorunlar goz ontinde bulundurularak,
bu delillerin guvenilirlikleri tartisma konusu olmustur. Uygulamada,
ozellikle elde edilme asamasinda manipiilasyona oldukc¢a musait ya-
p1da olduklarindan bu delillerin guvenilir deliller olarak kabul edil-
memesi gerektigi doktrinde ifade edilmektedir. Nitekim soz konusu
delillere miidahale olanagi, diger delillere nazaran ¢cok daha genistir.
Ayrica Tirk uygulamasinda yer alan pek ¢ok davada, BIT ile iligkili
bilgilere 0zgu delillerin, olay sonrasinda supheli disindaki kisilerce
- siipheli aleyhine delil olarak kullanilmasi amaciyla - tiretilmis olabi-
lecegine iliskin son derece ciddi supheler bulunmaktadir. Bu sebep-
lerle de sO0z konusu delillerin hi¢ bir sekilde yargilamada delil olarak
kullanilmamasi gerektigine iliskin gorusler ileri surtilmektedir.

Tirk Ceza muhakemesi uygulamamizda gelinen asamada, dijital
deliller bir nevi, engizisyon yargilamasindaki “ikrar delili” niteligine
burundurilmus durumdadir. Oysa, bu deliller, ancak hukuka uygun
surecle olaya iliskin maddi delillere ulasmada bir ara¢ olarak kul-
lanilmali ve yalnizca onlart destekleyici bir niteligi haiz olmalidir.
Gunumuz Turk ceza muhakemesi hukukunda, sahte dijital delillerin
oldukca rahat sekilde uretildikleri, bunlarin dosyalarda yer aldiklart
ve hatta baska delile ihtiya¢c duyulmaksizin yalnizca bunlara daya-
nilarak mahkumiyet hiikiimleri verildigi goriilmektedir. Mevcut bu
durum Turk uygulamasi acisindan ancak, sanigin suclulugunu ispat
icin uygulanan bir “dijital iskence” olarak nitelendirilebilir.
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(2) BIT ile iliskili delillerin biitiinligii (6rnegin delillerle oy-
nama veya kurallara aykir1 bicimde isleme) ve giivenligi
(0rn: hack’leme) ile ilgili herhangi bir kural var midir?

BIT ile iliskili delillerin bitiinliigu ve giivenligine iliskin her-
hangi bir 6zel hukiim bulunmamaktadir. Bu tir deliller bakimindan
genel kurallar gecerlidir. Ancak bu durum gelisen teknoloji karsisin-
da uygulama bakimindan 6nemli sorunlara neden olmaktadir.
Ozellikle bu delillerin giivenilirligi saglanamamaktadur.

BIT ile iliskili delillerin butunligi ve giivenliginin ihlali halinde
TCK’daki bazi suc tiplerinin olustugu soylenebilmektedir. Bu ba-
kimdan somut olaya gore, TCK’da yer alan haberlesmenin gizliligini
ihlal (TCK m. 132), 6zel hayatin gizliligini ihlal (TCK m. 134), bili-
sim sistemine girme (TCK m. 243), bilisim sistemini engelleme,
bozma, verileri yok etme veya degistirme (TCK m. 244) suclari giin-
deme gelebilecegi gibi, TCK’nin 281. maddesinde yer alan “suc¢ de-
lillerini yok etme, gizleme veya degistirme” sucu da olusabilecektir.
Ancak uygulamada delil gtivenliginin denetlenmesi saglikli sekilde
yapilamadigindan, s0z konusu suclart olusturacak bir ihlalin varlig:
tespit dahi edilememektedir.

Ozellikle bilgisayar kiitiiklerinde arama islemlerinin yapilmast si-
rasinda, bilgisayardan kopya c¢ikarilmasi sirasinda bilgisayara yeni
bir verinin yuklenip yuklenmedigi kuskusu dogabilmektedir.
Bilgisayar verilerinin kopyalanmasi konusunda hash degerleri alinsa
da, uygulamada kopyalama isleminin basinda bilgisayara yeni veri
yuklenmis olabilecegi stiipheleri dogmaktadir. Ayni1 sekilde CD ya
da cep telefonu gibi esyalara elkonulmasi durumunda da benzer
kuskular giindeme gelmektedir. Nitekim cogu zaman CD, harici bel-
lek ya da bilgisayarlarin kopya ¢ikarma islemi, uzun vakit alacag:
gerekce gosterilerek, kolluk merkezinde yapilmaktadir. Bu durum-
da kopya c¢ikarma islemi gunlerce surebilmekte ve ilginin katilimi
saglanamamaktadir. Bu durumda hash degeri alinmis olsa bile islem
sirasinda yeni bir verinin eklenmesinden sonra kopyanin ¢ikarilmis
olabilecegi suipheleri dogmaktadir.

Benzer sorunlar cep telefonlart (6zellikle akilli telefonlar) aracili-
g1 ile ulasilan verilerin ispat degeri bakimindan da s6z konusudur.
Teknolojik gelismeler goz onlinde bulundurularak, cep telefonlar-
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nin aranmasi ve bunlara el konulmasina iliskin 0zel diizenlemelere
sistemimizde yer verilmemistir. Bunlara da her esya gibi klasik el
koyma islemi uygulanmaktadir. Ancak el koyma isleminin ardindan
bunlara herhangi bir verinin eklenip eklenmedigi sorusuna net
cevap verilememektedir. Nitekim uygulamamizda karsilasilan
onemli bir davada cep telefonuna el konuldugu zaman itibariyle te-
lefon rehberinde yer almayan bazi isimlerin, yargilama surecinde
telefon rehberinde bulundugu gorulmistiir. Yapilan itirazlar ve in-
celemeler sonrasinda, yetkililer tarafindan, telefona elkonulduktan
sonra, kolluk merkezinde, s0z konusu verilerin “sehven” ytiklenmis
oldugu aciklamasi yapilmistir.

(3) BIT ile iliskili bilgilere 6zgii olarak delillerin kabul edile-
bilirligine (hukuka uygun elde edilmis delil ilkesi dahil ol-
mak tizere) iliskin herhangi bir kural var midir?

Tiurk ceza muhakemesinde vicdani kanaat sistemi gecerlidir. Bu
baglamda hukuka uygun sekilde elde edilmis olmak kosuluyla her
sey delil olarak kabul edilebilir. BIT ile iliskili delillerin kabul edi-
lebilirligine iliskin Ozel ayrik bir duzenleme bulunmamaktadir. S0z
konusu delillerin giivenilirligi doktrinde oldukca yogun sekilde tar-
tistltyor olmakla birlikte bunlar da genel kurallara tabidir.

Turk hukukunda hukuka aykiri deliller ise hicbir sekilde kabul edil-
memektedir. Hukuka aykirt deliller konusunda, Turk mevzuatinda
son derece kati bir sistem benimsenmistir. Gerek TC Anayasasi’'nda
gerekse ceza muhakemesi kanununda bu kural acik bir sekilde orta-
ya konulmustur. Anayasada hukuka aykir: sekilde elde edilmis olan
“bulgulardan” soz edilmekte ve bunlarin “delil” niteligini tasimadigi
ortaya konulmaktadir. Anayasanin 38. maddesinde hi¢ bir istisnaya
yer verilmeden, hukuka aykir1 sekilde elde edilen bulgularin delil
olamayacag: belirtilmektedir. Ceza Muhakemesi Kanunu’nda da is-
patin ancak hukuka uygun sekilde elde edilmis delillerle miimkiin
oldugu (CMK 217/2) ve hiikmiin hukuka aykir1 delile dayanmasi du-
rumunun, hukmin bozulmasi sonucunu doguracagi (CMK 289/1)
duzenlenmistir.
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Ayrica Tirk ceza hukuku sisteminde “zehirli agacin meyvesi de
zehirlidir” kurali da gecerli olup, hukuka aykir: sekilde elde edilmis
bir delil araciligiyla ulasilan butun diger deliller de hukuka aykiri
kabul edilmekte ve hiikkme esas alinmamaktadir.

Hukuka aykirilik konusunda herhangi bir istisna taninmamakta-
dir. Bu baglamda, nisbi hukuka aykirilik - mutlak hukuka aykirilik,
sekli hukuka aykirilik - maddi hukuka aykirilik ya da hukuka 6nemli
aykirilik - onemsiz aykirilik gibi ayrimlara gidilmemektedir. Bu tir
bir ayrima Turk hukukunda da yer verilmesi gerektigini dusunen
bazi yazarlar olsa da, bu dusiunce Turk hukukunda yer bulmamuis-
tir. Yargitay’in ise, hukuka aykiriligin “nisbi- mutlak” ya da “Onemli-
onemsiz” gibi cesitli ayrimlara tabi tutulmasinin mumkin olmadigt
acikca vurguladig: kararlar: bulunmakla birlikte, aksi yonde vermis
oldugu bazi kararlari da mevcuttur. Ceza muhakemesinin amaci
hukuka uygun yollarla ve insan haklarina saygili bicimde, maddi
gercege ulasmaktir. Bu da kanunlar ile belirlenen delil elde etme
kurallarina, bunlara iliskin usullere her kosulda uyulmas: gerektigi
anlamina gelir. Hukuka aykiriliga g6z yumarak hukukun tesisi miim-
kiin degildir.*

(4) BIT ile iliskili delillerin ortaya cikarilmasi ve aciklanmasi-
na iliskin 6zel kurallar var midir?

CMK’nin “bilgisayarlarda, bilgisayar programlarinda ve kiittikle-
rinde arama, kopyalama ve elkoyma” baslikli 134. maddesi konuya
iliskin bir diizenleme icermektedir. Bu maddeye gore, bir su¢ dola-
yistyla yapilan sorusturmada, baska turli delil elde etme imkaninin
bulunmamasi halinde stiphelinin kullandig: bilgisayar ve bilgisayar
ile bilgisayar kiitiiklerinde arama yapilmasi, bilgisayar kayitlarindan
kopya cikarilmasi, bu kayitlarin ¢ozulerek metin haline getirilmesi
mumkiuindiir. Bu tedbire basvurulmasi icin cumhuriyet savcisinin is-
temi uzerine sulh ceza hakiminin karar vermesi gerekmektedir.

Tedbirin “suphelinin kullandig1” bilgisayar hakkinda uygulanma-
s1 gerektigi hiikiimde belirtilmis olmakla birlikte, 0zellikle isyerlerin-
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de bu tedbir uygulandig1 zaman, s6z konusu kosula geregince dikkat
edilmemektedir. Ozellikle isyerleri gibi farkl kisilerin kullaniminda-
ki bilgisayarlarin mevcut oldugu yerlerde bu tedbir uygulanirken,
bilgisayar1 stuphelinin kullanip kullanmadigina dikkat edilmemek-
te ve tedbirin uygulandigr mekandaki biitiin bilgisayarlarda arama
yapilmaktadir. Bu sebeple de s0z konusu tedbirin uygulanmasina
iliskin 0zel bir kural olmasina ragmen uygulamada buna her zaman
riayet edilmedigi gorulebilmektedir.

Bilgisayar, bilgisayar programlar: ve bilgisayar kutuklerine sifre-
nin ¢ozilememesinden dolay: girilememesi veya gizlenmis bilgilere
ulagilamamasi halinde ise, ¢cozuiimun yapilabilmesi ve gerekli kopya-
larin alinabilmesi icin bu ara¢ ve gereclere el koymak mumkundiir.
Sifrenin ¢oziilerek gerekli kopyalarin alinmasi halinde ise el konulan
cihazlar gecikmeksizin iade edilmelidir.

Bu hikmun uygulamasi da elde edilen delillerin guivenilirligini
zedeler sekilde gerceklestirilmektedir. Maddede yazili gerekcelerle
el konulan bilgisayarlarda kopyalama islemi kimi zaman gunler ala-
bilmektedir. Bu durumda da kopyalama sirasinda herhangi bir islem
taniginin hazir bulunmas: saglanamamaktadir. Dolayistyla da kopya
cikarilmadan Once bilgisayara herhangi bir verinin yerlestirilip yer-
lestirilmedigi tam olarak bilinememektedir. Basli basina buna ilis-
kin kusku bulunmasi dahi bu yolla elde edilen delilin guvenilirligini
zedelemektedir. Guivenilirligi bu sekilde zedelenmis bir delilin ise
yargilamada kullanimasi mumkin olmamalidir. Ancak uygulama-
da biitiin stiphelere ragmen, hatta bazi davalarda bu tiir stiphelerin
dogrulugunu gosterir uzman raporlarinin sunulmus olmasina karsin
bu deliller yargilamada kullanilmakta ve bunlara dayanilarak mahku-
miyet hiikiimleri tesis edilmektedir.

CMK 134. maddeye gore, bilgisayar veya bilgisayar kiitiiklerinde
elkoyma islemi sirasinda buittin verilerin yedeklemesi yapilir. Belirt-
mek gerekir ki, Adli ve Onleme Aramalar1 Yonetmeligi'nin 17. mad-
desinde, bu islemin bilgisayar aglari ve diger uzak bilgisayar kiitiikle-
ri ile ¢ikardabilir donanimlar: hakkinda da uygulanacagi hukmii yer
almaktadir. Yonetmeligin, bir hakka iligskin olarak, kanun hiikmiinde
ongorulenden daha genis bir sinirlandirma getirmesi miimkiin ola-
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mayacagindan, bu yonetmelik maddesinin uygulanmasinda kanun-
da ongortilen siirlarin otesine gecilmemesi gerektigine dikkat edil-
melidir.

Ayrica, istemesi halinde, elde edilen yedekten bir kopya cikari-
larak stipheliye veya vekiline verilir ve bu husus tutanaga gecirilir.
Ancak dikkat etmek gerekir ki, supheli veya mudafiine elde edilen
yedegin bir kopyasinin verilmesi icin, kendisinin buna iliskin bir is-
tekte bulunmasi gerekmektedir. Bu tiir bir istek bulunmadig: takdir-
de cumhuriyet savciliginin ya da kollugun supheli veya mudafiine
bir yedek c¢ikarmak yukumluligu bulunmamaktadir. Uygulamada
supheli veya miidafii elde edilen kopyanin bir ornegini istedikle-
rinde, kolluk gorevlileri, yanlarinda kopya cikaracaklart bir mater-
yalin (CD, harici disk vb.) bulunmadigin1 sGylemektedirler. Istekte
bulunan supheli veya mudafiin kendi imkanlarryla ve derhal bu tir
materyal getirebilmeleri halinde onlara bir kopyanin verilmesinin
miimkun oldugunu belirtmektedirler. Bu durumda da istekte bulu-
nan kisi, derhal CD ya da harici hard disk vb. alip bunu kolluga tes-
lim etmek zorunda kalmaktadir. Bunun icin de tedbire basvurulan
yer ve saat ne olursa olsun kisiler soz konusu materyalleri temin
edebilecekleri imkanlar aramak zorunda kalmaktadir.

Baz1 davalarda ise stipheli mudafiilerine, kanun hiikkmii geregi is-
tekleri tizerine verilmis olan kopyalar, “iclerinde su¢ unsuru tastyan
veriler barindirdiklar1” gerekcesiyle kolluk tarafindan geri istenmis-
tir. Nitekim, sorusturma sirasinda yapilan inceleme sonucunda bilgi-
sayar icerisinde suc teskil eden bazi bilgiler bulundugu ve cikarilan
kopyada da bilgisayardaki buttin bilgilerin kopyas: mevcut oldugun-
dan, s0z konusu kopyanin da suc teskil eden bilgiler icermekte oldu-
gu belirtilmistir. Ayrica stipheli mudafilerine, “ellerindeki kopyalari
teslim etmemeleri halinde haklarinda sorusturma baslatilacagt” da
soylenmis ve mudafiiler, talepleri lizerine kolluk tarafindan kendile-
ri icin ¢ikartilmis olan kopyalari iade etmeye zorlanmuslardir. Bu uy-
gulamanin herhangi bir kanuni dayanag: bulunmamakla birlikte soz
konusu uygulama sebebiyle kolluk gticleri herhangi bir yaptirima da
maruz kalmamuslardir.
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(5) BIT ile iliskili delillerin degerlendirilmesi (ispat degeri)
icin 6zel kurallar var midir?

Soz konusu delillerin ispat degerine iliskin 6zel bir diizenleme
bulunmamaktadir. Bu deliller de vicdani kanaat sistemi icerisinde
genel kurala tabidir. Ancak bunlarin elde edilme safthalarinda uygu-
lamadan kaynaklanan bazi sorunlar nedeniyle delillerin guvenilirligi
acisindan hakli kuskular dogabilmektedir. Ozellikle bilgisayar kuitiik-
lerinde arama islemlerinin yapilmasi sirasinda, bilgisayardan kopya
cikarilmasi sirasinda bilgisayara yeni bir verinin yuklenip yiiklenme-
digi kuskusu dogabilmektedir. Ayn1 sekilde CD ya da cep telefonu
gibi esyalara elkonulmasi durumunda da benzer kuskular giindeme
gelmektedir.

Soz konusu deliller, ispat degeri bakimindan genel kurallara tabi
olsalar da, mevzuatin teknolojinin cok gerisinde kalmis olmasi ve
dolayistyla uygulamada yasanan sorunlar nedeniyle, bu delillerin gu-
venilirligi ciddi tartismalara neden olmustur.

(F) Durusma asamasinda BIT

@
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uygun olarak verilebilir. Talep veya itiraz halinde ise ses ve goruntu
kayitlari, sorusturma ve kovusturma makami gozetiminde ilgilisine
izletilebilmektedir (YOn. 8).

Uygulamada ses ve goruntulerin kayda gecirilmesi ¢ok uzun su-
reler alabilmekte, bazen kayit yapildiktan aylar sonra bu kayitlar tu-
tanaga gecirilerek ilgililere teslim edilmektedir. Bu uygulama sebe-
biyle savunma hazirlama konusunda guicliikler yasanmaktadir. Bazi
davalarda bu kayitlar tutanaga donusturulmeden savunma yapilmak
zorunda kalinmakta ve bu kayitlar ancak karardan sonra tutanak ha-
line getirilerek dosyaya konulmaktadir. Ayrica bu gecikme sebebiy-
le, ongortilen itiraz kanun yolu da etkin sekilde isletilememektedir.

Ayrica CMK’'nin 137/2. maddesinde, telekomunikasyon yoluyla
iletisimin denetlenmesi tedbiri cercevesinde elde edilen kayitlarin,
cumhuriyet savciliginca gorevlendirilen kisiler tarafindan ¢oziilerek
metin haline getirilecegi hukiim altina alinmaktadir.

Konuyla iliskili olabilecek bir baska madde ise, CMK’'nin 209/2
maddesidir. Bu hiikkme gore saniga veya taniga ait kisisel verilerin
yer aldigi belgelerin, acik¢a istemeleri halinde kapali oturumda
okunmasina mahkemece karar verilebilir. Bu baglamda BIT e iliskin
ve delil niteligi tastyan bilgilerin kisisel veri niteligi tasimasi halin-
de bu delillerin ( yani verilerin) kapali oturumda ortaya konulmasi
saglanarak bir giivence olusturulabilir. Ancak belirtmek gerekir ki,
henuz Kisisel Verilen Korunmasi Hakkinda Kanun tasar: halinde bu-
lundugundan, kisisel verilerin korunmasinin tam olarak saglanabildi-
gini soylemek de mimkiin degildir. Zira uygulamada bazi davalarda,
kisilerin mahrem alanlarina iliskin bazi telefon goruiisme kayitlarinin,
somut olay ile bir baglantilar1 bulunmamasina ragmen, yargilamada
okunduklart gorulmaustiir.

Goruldugu uzere mevzuatta, BIT ile iliskili delillerin metin haline
getirilerek, birer “belge delili” niteligine burtindiirilmesi ve bu se-
kilde yargilamada sunulabilmesine iliskin bazi hukumler yer almak-
tadir. Bununla birlikte s6z konusu delillerin nitelikleri goz ontine
alindiginda kesfe de konu olmalarinin mumkitin oldugu gorulmekte-
dir. Tiirk ceza muhakemesi hukukunda bu deliller bakimindan genel
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huiktimlere basvurularak, bunlarin kesfe konu edilmelerine engel bir
hiikiim bulunmamaktadir. Uygulamada 6zellikle bilirkisi ve uzman-
lar tarafindan, bu delillerin mahkemelerde kesfe konu edildikleri Or-
nekler karsimiza ¢ikmaktadir.

Bu delillerin, kesif araciligiyla muhakemede sunulmalari, “delille-
rin dogrudan dogruyaligi ilkesi” de dikkate alindiginda daha yerinde
bir yontemdir. Nitekim Oornegin, bir ses kaydi s0z konusu oldugunda
yalnizca bu kayitta sarf edilen cumleler degil, ayn1 zamanda kisinin
ses tonu veya kullandigi ses tonlamasi dahi yargilamada vicdani ka-
naatin olusmasi bakimindan 6nem arz edebilmektedir. Bu bakimdan
soz konusu delillerin metin haline getirilerek mahkemede “belge
delili” olarak sunulmalar “delillerin dogrudan dogruyaligi ilkesi” ile
celisen ve yerinde olmayan bir yontemdir.

(2) Uzak mesafe sorgulamalarinda uydu baglantilari gibi
uygulamalar kullanilabilir mi?

Bu tur bir yontem “Ses ve Goruntu Bilisim Sistemi” (SEGBIS) ile
Turk ceza yargisinda uygulama alani bulmaktadir. Bu sistem, ifade
alma ve sorgu islemleri ile durusmalarin video kaydina alinmasi, yar-
g1 cevresi disinda bulunan ve hazir bulunamayan kisilerin video kon-
ferans yoluyla dinlenmesi ve ifadelerinin kayda alinmasi amaclariyla
getirilmistir. Bu yontemle gerceklestirilen sorgu islemleri, istinabe
suretiyle gerceklestirilmis sayidmadigindan, CMK’da istinabe yasa-
g1 getirilen hallerde de bu yontem kullanilarak sorgunun yapilmast
mumkuindur.

Ceza Muhakemesi Kanunu belli durumlarda ses ve goruntu kayds-
m zorunlu tutmaktadir. Bu baglamda, kural olarak tanik dinlenmesi
sirasinda ses ve goruntu kaydi alinmas: ihtiyari olmakla birlikte, bazi
taniklarin dinlenmesinde ses ve goruntu kayd: alinmast mecburidir.
Bu kapsamda, magdur cocuklarin, durusmaya getirilmesi miimkiin
olmayan ve taniklig1 maddi gercegin ortaya c¢ikarilmasi bakimindan
zorunlu olan kisilerin tanikliginda ses ve gorunti kayd: yapilmasi
zorunludur (CMK 52/3).

Ayrica hakimin, kanuna uygun sekilde, hazir bulunma hakk: olan
kisileri durusmas: salonundan c¢ikardigr durumlarda tamigin ses ve
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goruntu kaydinin alinmasi zorunlu olup, cevap hakki sakli tutulmus-
tur (CMK 58/3). CMK m. 147/1-h bendi uyarinca da, siipheli veya
samigin ifadesinin alinmasi veya sorgusu sirasinda ses ve goruntii
kaydi alinmalidir.

CMK m. 180’e gore de, naip veya istinabe yoluyla dinlenen tanik
ya da bilirkisinin ayni anda goruntuli ve sesli iletisim tekniginin kul-
lanilmas1 suretiyle dinlenmesi olanaginin bulunmasi halinde bu yon-
tem kullanilarak ifadelerinin alinacag: belirtilmektedir. Deginmek
gerekir ki, SEGBIS, tarih itibariyle CMK’daki diizenlemelerden daha
sonra olusturulmus olup, maddede gecen “olanagin bulunmasi” ko-
sulunun artik bu sistemle her kosulda gerceklesmis oldugunu kabul
etmek gerekir. Nitekim, 14.12.2011 tarih ve 150 No’lu SEGBIS ge-
nelgesinde de CMK m. 180’deki durumlar, ses ve gortintu sisteminin
kullanilmasinin zorunlu oldugunun belirtildigi alanlardan birisidir.

Ayrica sanigin durusmadan bagisik tutuldugu hallerde de gortiin-
tuli ve sesli iletisim tekniginin kullanilmasi suretiyle sorgusu ya-
pilacaktir. 14.12.2011 tarih ve 150 No’lu SEGBIS genelgesinde bu
durum da, s6z konusu teknigin kullanilmasinin zorunlu oldugu du-
rumlar arasinda sayimaktadir.

Mazeretleri nedeniyle hazir bulunamayan Kisiler ise SEGBIS ile
dinlenebilecegi gibi SEGBIS tizerinden durusmalara da katilabilirler.
Bu durumda kolluk gorevlileri ilgili kisiyi dinlemenin yapilacag: yer-
de hazir etmekle gorevlidir. Bunun icin, talep eden makam, dinleme
yapacag kisinin kimlik bilgilerini, dinleme zamaninit ve dinleme icin
yapilmasi gereken hazirliklari ilgili kolluk birimine bildirir. lgili kol-
luk birimi, yeterli sayida kolluk gorevlisinin dinleme islemi sirasinda
hazir bulunmasini saglar (Yon. m. 13)

Ayrica teknik yapinin hazir olmasi halinde ceza infaz kurumun-
daki kisiler de SEGBIS araciligi ile dinlenebilirler ve durusmalara ka-
tdabilirler. Bu durumda da, Talep eden makam, dinleme yapacagi
kisinin kimlik bilgilerini, dinleme zamanini ve dinleme icin yapilma-
s1 gereken hazirliklar ilgili ceza infaz kurumu yonetimine bildirir ve
ilgili ceza infaz kurumu gorevlisi kisiyi dinlemenin yapilacag: yerde
hazir etmekle gorevlidir (Yon. m. 14) Bunun yani sira, bir tedavi ku-
rumunda bulunanlar veya yargi cevresi disinda bulunan kisiler de bu
yontemle dinlenebilir ve durusmaya katilabilir (Yon. 15,16).
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S6z konusu Yonetmelige gore, dinleme sirasinda dinlenecek kisi-
nin bulundugu yerde Cumhuriyet savcist veya hakimin hazir bulun-
masi, talep eden makamin istegine baglidir (Yon. m. 18). Ilgililere
gorunti ve ses kaydinin yapilacagi konusunda bilgi verilir (Yon. m.
19). Kimlik tespitine iliskin tutanak zorunluluk nedeniyle haricen
tutulmus ise taranip, asl ile aynt olduguna dair ibare eklenerek, yine
elektronik imza ile imzalanmak suretiyle dinleme talep eden maka-
ma, UYAP Bilisim Sistemi tizerinden gonderilir. Belge asillari ise ma-
hallinde saklanir (YOon. m. 20).

Belirtmek gerekir ki, CMK’da ses ve goruntii alinmasint ongo-
ren bir hiikiim olmamasina ragmen, 14.12.2011 tarih ve 150 No’lu
SEGBIS genelgesinde, “sevk tutuklamalar1” sirasinda da bu yontem-
lerden faydalanmak gerektigine deginilmistir. “Sevk tutuklamalart”
sirasinda bu yontemlerin kullanilmasinin uygulamadan kaynakla-
nan magduriyetleri giderecedi belirtilmistir. Ayrica Ceza Muhake-
mesinde Ses Ve Goruntu Bilisim Sisteminin Kullanilmas:1 Hakkinda
Yonetmeliginin 17. maddesinde de s0z konusu yontemin kullanilaca-
g1 alanlar arasinda, yakalama halinde ve yakalanan kisinin yetkili ha-
kim/mahkeme karsisina ¢ikarilmasina kadar gecen suirede tutuklan-
masina karar verildigi hallerde de yetkili Cumhuriyet savcisi, hikim
veya mahkemece uygun goriilmesi halinde SEGBIS’in kullanilmasi
suretiyle de dinlenebilecegi hiikiim altina alinmistir (Yon. m. 17).

Bunlarin yami sira, Tanmik Koruma Kanunu cercevesinde de
sO0z konusu uygulamanin yapilmast mimkiindir. Tanik Koruma
Kanunu'nun 5/1-b maddesi geregince, durusmada hazir bulunma
hakkina sahip bulunanlar olmadan dinlenmesi ya da ses veya gorun-
tusunun degistirilerek 0zel ortamda dinlenmesi mumkundur. Tanik
Koruma Kanunu’nun 9/2. maddesinde ise, Ceza Muhakemesi Kanu-
nunun 58 inci maddesinin ug¢iincu fikrasinin uygulanmasina mah-
kemece karar verilmesi hilinde, dinleme sirasinda tanigin gorunti
veya sesi degistirilerek taninmast engellenebilecegi hiikiim altina
alinmustir.
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(3) Dijjital ve sanal teknikler olayin (6liimler, trafik kazasi)
canlandirilmasinda kullanilabilir mi?

Ceza yargilamasinda dijital ve sanal teknikler ile olayin canlands-
rilmasint saglamak bakimindan 6zel dizenlemelere yer verilmemis-
tir. Kanun koyucu bu tiir bir delil sunma yontemini Ongormemistir.
Bununla birlikte bu gibi yontemlerin kullanilmasi bakimindan bir
engel de bulunmamaktadir.

S0z konusu yontemlerin kullanilmasi, genellikle uzman ve bilir-
kisi faaliyetini gerektiren konularda gundeme gelebilmektedir. An-
cak Turk uygulamasinda bilirkisiler cogunlukla yazili sekilde gorus
bildirmekle yetinmektedir. Bilirkisi ya da uzman sifatryla davaya ka-
tudiklart durumlarda kendilerine dogrudan soru yoneltme imkani
bulunmaktadir. Ancak mevzuatta engelleyici bir duzenleme bulun-
mamasina ragmen bilirkisi ve uzmanlarin dijital ve sanal teknikleri
kullanma yoluna gittikleri dava sayisit son derece azdir.

(4) Ses ve gorunti teknikleri durusmada delil sunmak icin
kullanilabilir mi? (en basit sekliyle:fotograflar ve sesler)

Ses ve goruntu teknikleri durusmada delil sunmak icin kullanila-
bilmektedir. Bu konuda telekomiinikasyon yoluyla iletisimin denet-
lenmesi tedbiri kapsaminda elde edilen delillere iliskin bir duzen-
leme CMK’da yer almaktadir. Buna gore, CMK kapsaminda alinmis
karara dayanilarak gerceklestirilen telekomiunikasyon yoluyla ileti-
simin denetlenmesi tedbiri geregince tutulan kayitlar, cumhuriyet
savciliginca gorevlendirilen kisiler tarafindan ¢oziilerek metin hali-
ne getirilmektedir. Yabanci dildeki kayitlar ise, tercuman araciligryla
Turkce’ye cevrilecektir (CMK m. 137/2).

Ancak bu hukum yalnizca telekomiinikasyon yoluyla iletisimin
denetlenmesi tedbiri kapsaminda elde edilen delillere iliskin 0zel
bir dizenlemedir. Bu hukiim, tarafin getirdigi, ses ve goruntu ice-
ren delillerin mahkemede izlenmesi ve/veya dinlenmesine vb. engel
degildir. Vicdani kanaat sisteminin benimsendigi Turkiye’de, ceza
yargilamasinda, hukuka uygun olarak elde edilmis her sey delil ola-
rak sunulabilmektedir. Bu bakimdan maddi olay1 ispata iliskin ses ve
goruntu kayitlart durusmada delil sunmak icin kullanilabilmekte, bu
tur deliller kesfe konu olabilmektedir.
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Turk ceza yargi sisteminde soz konusu teknikleri kullanmak
mumkiin olmakla birlikte, uygulamada yazili savunma aliskanlig:
yerlesmis oldugundan bu tur yontemlere basvurulan davalarin says-
sinin oldukca az oldugunu belirtmek gerekir.

Bunun yani sira Tirk ceza muhakemesi hukukunda, taniklarin
ses ve goruntu teknikleri araciligiyla dinlenmesine iliskin 0zel hu-
kimler de bulunmaktadir. (Bkz. (F) grubu sorular, soru (2) kapsa-
minda verilen cevap)

(5) “Yazili kagit” halindeki cezai dava dosyalar1 “elektronik”
olanlarla degistirilebilir mi? Yargilamanin dijitallestiril-
mesi yoniinde herhangi bir gelisme bulunmakta midir?

Turkiye’de baslatilan Ulusal Yarg: Ag: Bilisim Sistemi kapsamin-
da (UYAP), yargida bilisim teknolojileri uygulama alant bulmus-
tur. Bu cercevede UYAP ile entegrasyon saglanan Adli Sicil Bilgi
Sistemi’'nden sabika kayitlari, MERNIS’ten niifus Kkayitlari ve Adres
Kayit Sistemi’'nden adres kayitlar, POLNET ten ehliyet kayitlari,
Merkez Bankasindan doviz kurlari, TAKBIS ten tapu ve kadastro ka-
yitlar1 yargi birimlerince otomatik olarak aninda alinabilmektedir.
Ayrica yapilan tebligatlarin da UYAP tizerinden takibi miimkiun ki-
linmustir.

UYAP Bilisim Sistemi 2000 yilinda iki asamali olarak baslatilmis
bir proje olup, 2001 yilinda Adalet Bakanligi Merkez Birimlerinin
otomasyonunu saglayan UYAP I projesi tamamlanmis, 2005 yilin-
da adli ve idari yarg: birimleri, adli tiplar, ceza tevkif evlerinin oto-
masyonunu kapsayan UYAP II tamamlanarak faaliyete gecirilmistir.
Yargitay’da UYAP yazilimlarini kendisine uyarlayarak UYAP Bilisim
Sistemi icerisinde yer almistir.

Ceza Muhakemesi alaninda bilisim teknolojilerini etkin kilmak
amaciyla ise, 02.07.2012 tarihinde yapilan bir kanun degisikligi ile
Ceza Muhakemesi Kanunu’na 38/A hikmiu eklenmistir. Bu hiikim
uyarinca ceza muhakemesi islemleri bakimindan da “Ulusal Yargi
Ag1 Bilisim Sistemleri” kullanilacaktir. Buna gore, ceza muhakemesi
islemlerine iliskin her turli bilgi, belge ve karar UYAP vasitasiyla is-
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lenecektir. Ayrica ceza muhakemesi hukukunda da elektronik imza
kullanimyi, yine yapilan bu kanun degisikligi ile Tuirk yargi sistemine
getirilmistir.

Ancak belirtmek gerekir ki, kurulan UYAP sisteminin uygulama-
st henuz sorunsuz sekilde gerceklestirilememektedir. Hala sisteme
gecirilemeyen pek cok dosya bulunmaktadir. Yerel Mahkemelerdeki
teknik eksikler ve is guct gibi gerekcelerle biitiin dosyalarin sisteme
gecirilmesi islemleri tamamlanamamistir. Ayrica bazi zamanlarda, ce-
sitli teknik yetersizlikler sebebiyle sisteme etkin ve hizli bir sekilde
ulasim da saglanmayabilmektedir. Ceza muhakemesi bakimindan sz
konusu sisteme gecilmesine iliskin yasal diizenleme de temmuz 2012
tarihi itibariyle gerceklestirilmis oldugundan, giinuimuze kadar gecen
surede tim belgelerin sisteme gecirilmesi mumkiin olmamustir.
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Preparatory Colloquium Section IV
SECTION 4: CONCEPT PAPER AND QUESTIONNAIRE

Prof. Dr. André Klip

(A) Scope of questionnaire (see Introduction and Annex)

The questions in this Section generally deal with “cyber crime.” This
term is understood to cover criminal conduct that affects interests asso-
ciated with the use of information and communication technology (ICT),
such as the proper functioning of computer systems and the internet,
the privacy and integrity of data stored or transferred in or through ICT,
or the virtual identity of internet users. The common denominator and
characteristic feature of all cyber crime offences and cyber crime investi-
gation can be found in their relation to computer systems, computer
networks and computer data on the one hand and to cyber systems,
cyber networks and cyber data on the other hand. Cyber crime covers
offenses concerning traditional computers as well as cloud cyber space
and cyber databases.

National rapporteurs can contact the general rapporteur in case of
further inquiries or questions: Prof. Dr. André Klip: andre.klip@maast-
richtuniversity.nl

(B) Jurisdictional issues

(1) (@) How does your country locate the place of the commissi-
on of a crime in cyberspace? (b) Does your national law consi-
der it necessary and possible to locate the place where informati-
on and evidence is held? Where is the information that one can
find on the web? Is it where the computer of the user is physically
present? Is it there where the provider of the network has its
(legal or factual) seat? Which provider? Or is it the place where
the individual who made the data available? If these questions
are not considered to be legally relevant, please state why.

(2) Can cyber crime do without a determination of the locus delicti in
your criminal justice system? Why (not)?
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(3) Which jurisdictional rules apply to cyber crime like hate speech
via internet, hacking, attacks on computer systems etc? If your
state does not have jurisdiction over such offences, is that
considered to be problematic?

(4) Does your national law provide rules on the prevention or settle-
ment of conflicts of jurisdiction? Is there any practice on it?

(5) Can cyber crime do without jurisdictional principles in your cri-
minal justice system, which would in essence mean that national
criminal law is applicable universally? Should this be limited to
certain crimes, or be conditional on the basis of a treaty?

(O) Substantive criminal law and sanctions

(1) Which cyber crime offences under your national criminal justice
system do you consider to have a transnational dimension?

(2) To what extent do definitions of cyber crime offences contain ju-
risdictional elements?

(3 To what extent do general part rules on commission, conspiracy
or any other form of participation contain jurisdictional elements?

(4) Do you consider cyber crime offences a matter that a state can
regulate on its own? If so, please state how a state may do that. If
not, please state why it cannot do that.

(5) Does your national criminal provide for criminal responsibility
for (international) corporations/ providers? Does the attribution
of responsibility have any jurisdictional implications?

(D) Cooperation in criminal matters

(1) To what extent do specificities of information technology change
the nature of mutual assistance?

(2) (@) Does your country provide for the interception of (wireless)
telecommunication? Under which conditions?

(b) To what extent is it relevant that a provider or a satellite may
be located outside the borders of the country?
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(©) Does your national law provide for mutual legal assistance con-
cerning interception of telecommunication? Did your country
conclude international conventions on it?

(3) To what extent do general grounds for refusal apply concerning
internet searches and other means to look into computers and net-
works located elsewhere?

(@ Is in your national law the double criminality requirement for
cooperation justified in situations in which the perpetrator caused ef-
fects from a state in which the conduct was allowed into a state where
the conduct is criminalised?

(5) Does your national law allow for extraterritorial investigations?
Under which conditions? Please answer both for the situation that your
national law enforcement authorities need information as when foreign
authorities need information available in your state.

(6) Is self service (obtaining evidence in another state without asking
permission) permitted? What conditions should be fulfilled in order to
allow self service? Please differentiate for public and protected informati-
on. What is the (both active and passive) practice in your country?

() If so, does this legislation also apply to searches to be performed
on the publicly accessible web, or in computers located outside the co-
untry?

(8) Is your country a party to Passenger Name Record (PNR) (financi-
al transactions, DNA-exchange, visa matters or similar) agreements? Plea-
se specify and state how the exchange of data is implemented into nati-
onal law. Does your country have an on call unit that is staffed on a 24/7
basis to exchange data? Limit yourself to the issues relevant for the use of
information for criminal investigation.

(9) To what extent will data referred to in your answer to the previous
question be exchanged for criminal investigation and on which legal
basis? To what extent does the person involved have the possibility to pre-
vent/ correct/ delete information? To what extent can this information be
used as evidence? Does the law of your country allow for a Notice and
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Take-Down of a website containing illegal information? Is there a practi-
ce? Does the seat of the provider, owner of the site or any other foreign
element play a role?

(10) Do you think an international enforcement system to implement
decisions (e.g. internet banning orders or disqualifications) in the area
of cyber crime is possible? Why (not)?

(11) Does your country allow for direct consultation of national or in-
ternational databases containing information relevant for criminal inves-
tigations (without a request)?

(12) Does your state participate in Interpol/ Europol/ Eurojust or
any other supranational office dealing with the exchange of informati-
on? Under which conditions?

(E) Human rights concerns

Which human rights or constitutional norms are applicable in the
context of criminal investigations using information technology? Is it for
the determination of the applicable human rights rules relevant where the
investigations are considered to have been conducted? How is the res-
ponsibility or accountability of your state involved in international coo-
peration regulated? Is your state for instance accountable for the use of
information collected by another state in violation of international human
rights standards?

(F) Future developments

(1) Modern telecommunication creates the possibility of contacting
accused, victims and witnesses directly over the border. Should this be
allowed, and if so, under which conditions? If not, should the classical
rules on mutual assistance be applied (request and answer) and why?

(2) Is there any legal impediment under the law of your country to
court hearings via the screen (skype or other means) in transnational
cases? If so which? If not, is there any practice?

(3) Is there any other issue related to Information society and interna-
tional criminal law which currently plays a role in your country and has
not been brought up in all the questions before?
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ANNEX - CONCEPT PAPER

Prof. Dr. André Klip

(1) Introduction

The fact that modern society has changed into an information society
may have dramatic consequences for various aspects of international cri-
minal law. This justifies renewed attention within our association. It is
not the first time that the AIDP looked into the topic, albeit quite some
years ago, and things have changed.: Among other things, the globalisa-
tion of our society means that human behaviour may have its effect at
many more locations than the place where the initiator of the conduct
acted. Google earth, Street View, and Facebook and Hyves make clear to
us that for many there is little that others may not be able to see. Big Brot-
her is watching us, what are the implications for international criminal
law? Cloud computing raises the question of where data are stored and
which legislation applies to it.:

In the context of criminal law these extraterritorial effects of conduct
may result from the use of certain technologies, such as telecommunica-
tion, computers and the web. Hackers may enter a network or an indivi-
dual computer located in one state from a computer located at the other
side of the world. Hate speech may be uttered through twitter, email
messages or you tube tapes and have a global expansion. With regard to
the material conduct various issues concerning jurisdiction over the con-
duct and its locus arise.

With regard to the investigations into crimes committed in modern
times, the information society leads to new situations and raises new
questions. The investigation into an international network for the pro-
duction of child pornography and the dissemination of its products may
require to visit websites, to enter their protected areas, to look into mail
boxes, discussion and news groups and to identify the individual IP-
addresses of computers.

1 See the general report by Cole Durham, The Emerging Structures of Criminal Information Law: Tra-
cing the Contours of a New Paradigm, 64 RIDP 1993, p. 79-117.

2 See Laviero Buono, the Global Challenge of Cloud Computing and EU Law, Eucrim 2010, p. 117-
124.
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Also wireless means of communication poses new problems to the law
enforcement agencies, because the transmission of data may involve vario-
us states or international organisations. The person using a cell phone
in one state may converse with a person in another state. However, the
satellite (s) transmitting the conversation may be located in other states
or in space. What does this mean for the possibilities of intercepting
the conversation?

In times in which there are various situations in which it is important
to have a certain position of information that will enable the state to pre-
vent or respond to terrorist attacks, states have concluded so called Pas-
senger Name Record agreements. In addition, states have developed
(common) databases that may be consulted directly without interventi-
on of the state that supplied the information. For instance, within some
states of the European Union, the DNA-database provides for direct con-
sultation whether a new sample matches DNA-profiles already present in
the national database and that of the “cooperating” state.

Thus far, despite its presence for quite some decades already, the
emergence of cyber crime did not lead to much legislative activity on the
international level. The main documents are the Convention on
Cybercrime,’ and its Additional Protocol to the Convention on cybercri-
me, concerning the criminalisation of acts of a racist and xenophobic na-
ture committed through computer systems.: The drafters of the Conventi-
on on Cybercrime did relate the necessity of the convention to develop-
ments in the society as a whole.» What other instruments exist on an inter-

o W

Budapest, 23 november 2001, ETS 185, as of 8 November 2010 30 ratifications.

Strasbourg, 28 January 2003, ETS 189, as of 8 November 2010 18 ratifications.

In the preamble to the Convention on Cybercrime the necessity of international legislation in a
global information society has been descr bed with the following arguments: “Convinced of the
need to pursue, as a matter of priority, a common criminal policy aimed at the protection of soci-
ety against cybercrime, inter alia by adopting appropriate legislation and fostering international
co-operation; Conscious of the profound changes brought about by the digitalisation, conver-
gence and continuing globalisation of computer networks; Concerned by the risk that computer
networks and electronic information may also be used for committing criminal offences and that
evidence relating to such offences may be stored and transferred by these networks; Recognising
the need for co-operation between States and private industry in combating cybercrime and the
need to protect legitimate interests in the use and development of information technologies; Be-
lieving that an effect ve fight against cybercrime requires increased, rapid and well-functioning
international co-operation in criminal matters.”
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national, regional or national level? Despite the fact that states may legisla-
te, technological steps may make the role of private parties increa-
singly important.

(2) Focus on international aspects

As a thumb rule, relevant for the National Rapporteurs of section 4, it
is important that the focus will always be on the international aspects of
each segment of their national law. For instance, when rules applicable
to the collection and value of evidence are identified, for section 4 it is
more important to know how it is determined which state can apply
its legislation on it, than to characterise the nature of this evidence in
the evidentiary context of the national criminal justice system. The focus
of the National Report will always be on the description of the natio-
nal legal situation in an international context.

(3) Questions related to jurisdiction over crimes and the locus of
the crimes

With the growing importance of the technical developments old
legal concepts may have difficulties to keep pace. Whereas in the past it
was relatively easy to locate conduct to a specific location (locus delicti),
it increasingly becomes difficult to locate conduct in cyberspace. States
generally have a tendency to prevent negative conflicts of jurisdiction
and have increasingly extended the scope of application of their criminal
law. They intended to solve the problem by widening jurisdictional prin-
ciples. Additionally, the cross-border nature of the offence as such has
increased multiple jurisdiction.

As a consequence of the practice of widening the extraterritorial app-
lication of criminal law;, positive conflicts exist by definition. Numerous
questions can be raised as a result of it. Should this be prevented? Is this
problematic? Does this lead to real problems in practice, or is it in es-
sence an academic problem?

In a recent comparative study commissioned by the Netherlands’ Ministry of Justice, Klip and
Massa conclude that there are hardly any prosecutions for crimes with a locus delicti outside a
state’s territory. See André Klip and Anne-Sophie Massa, Communicerende grondslagen voor ext-
raterritoriale rechtsmacht, Maastricht University 2010 http://www.wodc.nl/onderzoeksdatabase/
vestiging-rechtsmacht.aspx?cp=44&cs=6802

111



SUC VE CEZA 2012 SAYL: 3 SECTION 4: ANNEX - KLIP

The fact that if all states extend their jurisdiction, automatically con-
current jurisdiction comes into being, raises the question whether certa-
in crimes, for which it may be difficult to find the locus delicti, could do
without a locus. A key question is thus whether modern crimes can do
without jurisdictional principles, which would in essence mean that na-
tional criminal law is applicable universally. Is this a road to follow? Sho-
uld this be limited to certain crimes, for instance crimes, for which
there is a conventional basis to criminalise and vest extraterritorial juris-
diction over it,” or should this be allowed for all crimes? In the latter situa-
tion, national criminal is applicable all over the world, which does seem
to be an attractive situation. Could that be solved by allowing for prose-
cution in cases of a relevant nexus only? To what extent does the con-
current jurisdiction in practice lead to inertion? Does it lead to a
bystander effect, in which states do not investigate or prosecute crimes
committed outside the country, because there are many other states
that may have jurisdiction over the offence?

Another way to approach things could be that for certain crimes, for
which the locus delicti is difficult to find or does imply concurrent juris-
diction, supranational adjudication should be provided. The advantage
would be of course that a supranational tribunal would have the power
to solve the jurisdictional conflict in a manner binding to the states invol-
ved. Additionally, a more specialised tribunal and prosecution could deal
with specific forms of transnational crime, which go far beyond the
possibilities of national law enforcement authorities. How would an in-
ternational responsibility for corporations actually work? However, it
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information society of today and for the coming decades? Could we do
without it? Which issues are at stake if the rule would be abolished? Could
the interests protected by the double criminality rule be safeguarded
in other manners?

(4) Questions related to investigations

Thus far, the rules on the collection of evidence outside the territory
have been very straightforward and clear. If law enforcement agencies
need information and evidence from elsewhere, they must request fore-
ign authorities to produce it. Police officers of one state may not go wit-
hout permission to the territory of another state to get what they
need. The circumstances currently are somewhat different than in the
past, because telecommunication networks may enable law enforce-
ment agencies to obtain information and evidence without leaving their
own country. A preliminary question is whether it is necessary and pos-
sible to locate the place where information and evidence is held? Where
is the information that one can find on the web? Is it where the compu-
ter of the user is physically present? Is it there where the provider of the
network has its (legal or factual) seat? Which provider? Or is it the place
where the individual who made the data available?

In the context of the information society and obtaining information
and evidence for purposes of criminal investigation various situations
deserve attention, presumed it is still possible to locate information and
evidence: 1. Open information and evidence. This is information which
is publicly accessible simply by surfing through the net. 2. Protected
information. Information which cannot be publicly accessed, but which
may be accessed by hacking. 3. Information and evidence that require
to take over a computer or network located in another country.

States continue to have rather strict rules prohibiting the physical pre-
sence of foreign law enforcement agents on their territory:* Do these
rules still apply in the context of modern crimes? Do these rules also

Police officers may only enter another country and perform their duties if this finds a basis in a co-
dified international agreement or on the basis of ad hoc permission. The use of coercive measures
is generally ruled out. With minor exceptions, such as the apprehension of a fugitive in the case
of a cross border hot pursuit. See, e.g. Article 41 of the Convention Implementing the Schengen
Agreement.
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apply when law enforcement agents do not physically enter the terri-
tory of another state, but do search in networks or computers located in
another state. Do the same rules apply and if so, how do they apply? If
the rules prohibiting physical presence do not apply, why is that so?

The consequences of not applying the regular rules on mutual assis-
tance in criminal matters are more than symbolic. It would lead to a situa-
tion in which assistance from another country is no longer requested and
given, but simply obtained through self service. This would result in a si-
tuation in which traditional grounds for refusal (double criminality, natu-
re of the crime, double jeopardy etc) could no longer be applied. Would
it be possible or necessary to reduce the application of grounds for refu-
sal in this area? What are the (theoretical/ practical) consequences of
accepting self service as one of the modalities for international assistan-
ce in criminal matters?

Once again, it seems that technical possibilities may determine the
legal developments and possibilities. This phenomenon may lead to highly
interesting theoretical questions about where the primacy for the deve-
lopment of the law should be. However, there are also questions of a
more practical legal nature. An example of that relates to the intercepti-
on of wireless telecommunication. If two persons converse by making
use of cell phones, it may involve six states.” Should all these states
have a say in whether conversations may be intercepted? Or should this
be limited to the state that wishes to intercept and why (not)?

Some states and international organisations possess satellites or other
devices that enable them to have a clear and detailed picture of every
place in the world. Should the law regulate the use for purposes of cri-
minal investigation and prosecution? If so, on which level should this
be regulated, national or international and what are the issues at
stake?

9 Gert Vermeulen, Wederzijdse rechtshulp in strafzaken in de Europese Unie, dissertation Gent 1999,
p- 224-293.
10 It reminds us of the “telescreens” predicted by George Orwell in his famous novel 1984.
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(5) Questions related to classical mutual assistance in criminal matters

To what extent does the information society change the nature of clas-
sical mutual assistance? Although some forms of self service may come
up and may even be legally accepted, it is unlikely that international
mutual legal assistance in criminal matters will completely disappear
with the further development of the information society.

The very fact that it has become increasingly simple to speak with
persons abroad through audio-visual techniques (Skype, videoconferen-
ce) raises the question whether this should not lead to a higher thres-
hold for extradition for the purposes of prosecution. If the accused is
not present in the state that prosecutes him extradition is likely to take
place. In light of the serious infringement on the liberty of the accused,
the question may be raised whether it should be preferred to conduct
the trial via a video-link. Also the presumption of innocence would oppo-
se burdensome extradition. Should we reserve extradition for convicted
persons? Do we envisage a virtual court room, in which hearings may
take place, whilst nobody is present in the real court room?

Similarly, modern telecommunication creates the possibility of con-
tacting accused, victims and witnesses directly. Should this be allowed,
and if so, under which conditions? If not, should the classical rules on
mutual assistance be applied (request and answer) and why? The very
fact that a lot of information is freely accessible anyway and that in many
cases persons involved have submitted the information voluntarily, raises
the question why states should still have the power to control whether
assistance will be given or not. On the other hand, the view on whether
a certain act is within the realm of freedom of speech or a serious crime
of breaking confidentiality may differ. Imagine, the US wants certain in-
formation in order to investigate the fact that numerous secret and rest-
ricted documents concerning the Iraq war have been made availab-
le through wikileaks.

‘What about obligations to retain data on information transmission? Do
providers have the obligation to organise their network in such a manner

11 It is interesting to see that the Convention on Cybercrime completely follows the classical prin-
ciples of international cooperation in criminal matters: a request send by one state to another
to render assistance.
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that they may comply with all different and complicated request for as-
sistance from law enforcement agencies of other states? How could this
be done with providers not having a seat in the relevant state? Also of a
more general nature is, apart from the relevant legislation, the question
whether states do have the know-how to deal with crimes committed in
the information society. Do law enforcement agencies have the expertise
to effectively investigate and enforce the offences in cyberspace?

(6) Questions related to obtaining an information position:

Especially as part of a package of measures related to combating terro-
rism states are eager to obtain a good information position in order to
prevent terrorist attacks or other crimes from taking place. Given the
use of air traffic in the past, as a means of terrorist attacks, states have
given priority to have more knowledge on passengers and on freight.
Regarding passengers, so called Passenger Name Records agreements
have been concluded.* Also in other areas, such as financial transactions
and visa matters, data are exchanged.

We must be aware of the fact that we are entering here the sphere of
privacy law. Whereas on the hand, it should be prevented that the focus
of our discussions should be on the elements of the protection of pri-
vacy, it is, on the other hand, inevitable that some elements of privacy
law will be discussed. National Rapporteurs are requested to focus on the
use made for criminal investigations of data submitted or exchanged
under PNR (financial transactions or any other) agreements for criminal
investigation, not for other purposes such as immigration policy or data
retention rules in general. To what extent will the data be exchanged
for criminal investigation and on which legal basis? To what extent does

12

13

It is referred to the definition given by Hans Nijboer, General Rapporteur to Section III: “The exis-
tence and the use of enormous amounts of operational information is sometimes referred to as the
information position of investigative and prosecutorial authorities.

The EU concluded agreements with the United States and with Australia on this
matter. See http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/431&format=
HIML&aged=0&language=EN&guil anguage=en Council Decision 2010/16/CFSP/JHA of 30 No-
vember 2009 on the signing, on behalf of the European Union, of the Agreement between the
European Union and the United States of America on the processing and transfer of Financial
Messaging Data from the European Union to the United States for purposes of the Terrorist
Finance Tracking Program, OJ 2010, L 8/11.
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the person involved have the possibility to prevent/ correct/ delete in-
formation? To what extent can exchanged information be used as
evidence?"

A further recent development is the establishment of supranational
databases and the online consulting of each other’s databases. An examp-
le of that relates to the EU, in which some Member States have established
a mechanism to retrieve data on DNA, licence numbers of vehicles and
finger prints directly from another Member State.> One of the consequen-
ces is, that the state whose data is used, no longer is requested to give infor-
mation and does not take a decision in individual cases to do so. It also
means that grounds for refusal are no longer considered and applied in the
initial stage of information exchange.» Is this a good development? Within
the EU further plans have been developed to create direct access to the
criminal records of all Member States.” Is that a good thing? Can similar
developments be identified in other regions of the world?

(7) Questions related to direct enforcement

The almost unlimited possibilities of information technology do raise
questions with regard to whether states may directly enforce judgments,
notifications, provisional measures etc by making use of information
technology, without asking permission of whatever other state.

14

16

17

In the EU context, a special legal instrument has been adopted regulating the data protec-
tion rules in international cooperation in criminal matters. See Council Framework Decision
2008/977/JHA of 27 November 2008 on the protection of personal data processed in the frame-
work of police and judicial cooperation in criminal matters, OJ 2008, L 350/60.

Council Decision 2009/1023 of 21 September 2009 on the signing, on behalf of the European Uni-
on, and on the provisional application of certain provisions of the Agreement between the Euro-
pean Union and Iceland and Norway on the application of certain provisions of Council Decision
2008/615/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism
and cross-border crime and Council Decision 2008/616/JHA on the implementation of Decision
2008/615/JHA on the stepping up of cross-border cooperation, particularly in combating terrorism
and cross-border crime, and the Annex thereto, OJ 2009, L 353/1; Council Decision 2008/615/
JHA of 23 June 2008 on the stepping up of cross- border cooperation, particularly in combating
terrorism and cross-border crime, OJ 2008, L 210/1.

However, the relevant legal instruments stipulate that if the information is to be used as evidence,
a regular request for international assistance must follow.

Council Framework Decision 2009/315/JHA of 26 February 2009 on the organisation and content
of the exchange of information extracted from the criminal record between Member States, OJ
2009, L 93/23.
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In a situation in which there is a legal decision that a certain website
must close down, because it contains child pornography, hate speech or
other illegal material, should it be allowed for law enforcement agencies
to hack that site in order to prevent it from further committing crimes?

The notification of judgements, decisions, summons and other legal
documents may have legal consequences. Should the law attach these
consequences also to notifications send by information technology?* Simi-
larly, should states have the competence to impose upon banks and
other financial institutions to confiscate certain financial means in
order to keep this for purposes of confiscation of proceeds from
crime?

(8) Concluding remarks

In sum, at first sight, it seems that the impact of the information soci-
ety to international criminal law is threefold. The first is that the informa-
tion society creates a transnational threat for certain legal goods, whilst
other may remain unaffected by it. The second is that the information so-
ciety creates, on the other hand, a tool for criminal justice. The third
major impact relates to sovereignty. What does sovereignty mean in our
age? Traditionally, the concept of sovereignty gives states a monopoly on
the application of criminal law and criminal procedure, based on the
territoriality principle. The information society has seriously decreased
(or maybe even taken away) the value and importance of territoriality.
What does this mean for sovereignty? In sum, the focus of this section is
on the extraterritoriality of the conduct, the extraterritoriality of the in-
vestigation and the extraterritoriality of the enforcement.

18

In 2010, e.g., the German postal services introduced the electronic Zustellung, equal to a formal
notification by an usher.
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(B) Jurisdictional issues

(1) (a) How does your country locate the place of the
commission of a crime in cyberspace?

The Turkish law regulates the place of the commission of a
crime under art. 8/1 of the Turkish Criminal Code (TCO), together
with the principle of territoriality. The provision is as follows:
“Turkish law shall be applied to crimes committed in Turkey. The
crime shall be deemed to have been committed in Turkey if the
conduct has been committed in whole or in part in Turkey, or if the
result has occurred in Turkey”. Following paragraphs of the same
article concern instances where the principle of territoriality is
expanded (in cases like the flagship principle).

Although art. 8/1 only mentions the “applicability of Turkish
law”, it is generally understood that the article actually concerns
the jurisdiction of Turkish criminal courts, and defines the place of
the commission of the crime.

In establishing the locus delicti, art. 8/1 TCC combines initiatory
and terminatory theories of territoriality and adopts the principle
of ubiquity like the German criminal law, according to which, both
the place of the commission of the conduct, as well as the place
where the result occurs, are considered as places of the commission
of the crime. Thus, any content that can be accessed from any
person in Turkey can possibly be described as a crime committed
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in Turkey'. Unlike art. 9 of the German Criminal Code, the Turkish
article 8 does not provide any further specification the term
“result”, and refrains from narrowing it down to a “typical”, “direct”
or “effective” result. As a consequence, any result attributable to
the criminal conduct may trigger the territorial jurisdiction of

Turkish courts?.

Since crimes committed in cyberspace may, in many cases
involve more than one jurisdiction, the acceptance of the principle
of ubiquity can cause several problems regarding conflicts of
jurisdiction (particularly positive conflicts), and the exercise of
jurisdictional authorities in cases of criminal procedure and
sentencing.

Nonetheless, in Turkish criminal law literature, it is widely
accepted that crimes committed in cyberspace should be accepted
as committed in Turkey if the criminal content has been uploaded
by a content provider in Turkey, stored in servers existing in
Turkey, or has been accessed from Turkey®. Furthermore, in case of
accessing a specific content from Turkey, it is widely deemed
irrelevant whether a “pull-technology” (i.e. any method of access
depending on the will of the end-user) or a “push-technology” (i.e.
any method depending on the will of a person exercising control
over the content, such as the content provider or the host) has
been used.

The role of access providers on the locus delicti is rather
obscure. Although, as a rule, access providers are not responsible
for failing to exercise control over contents provided by third
parties (as provided by art. 6 of the Law 5651 on the Regulation of
Publications on the Internet and on Combating Crimes Committed
Through such Publications - Internet Law), this doesn’t necessarily
mean that their actions or contributions cannot be taken into

1 DEMIRBAS, Timur; Ceza Hukuku Genel Hiikiimler, 8¢, Ankara, 2012, p. 140-141; OZBEK,
Veli Ozer, Miistehcenlik, Ankara, 2009, p. 190-191.

2 TEZCAN, Durmus / ERDEM, Mustafa Ruhan / ONOK, Murat, Uluslararast Ceza Hukuku,
Ankara, 2009, p. 89.

3 ARTUK, Mehmet Emin / GOKCEN, Ahmet / YENIDUNYA, Caner; Ceza Hukuku Genel Hii-
ktimler, 4¢, Ankara, 2009, p. 1051.
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account when determining the place where a crime has been
committed. As mentioned above, art. 8 clearly defines the term “a
crime committed in Turkey” as to include “any conduct committed
in whole or in part in Turkey”. The term “conduct” is to be
understood as any action or omission pertaining to the material
element of a criminal offense as defined by the Turkish criminal
law, that has a casual effect on the realization of the result (or the
violation of the legal interest) of that offense. As such, since access
providers are not considered as “perpetrators” for crimes
committed by other actors, the mere fact that an access provider is
situated in Turkey should not mean that the principle of territoriality
could be applied on a specific crime.

Art. 4/2 of the Turkish Internet Law provides that content
providers shall be responsible for extraneous content they provides
links for, if, taking into account the form of presentation, it is
obvious that he or she adopts the content, and intents that the end
user accesses that content. It should be emphasized that, in
criminal law, the mere action of providing a link would, as a rule,
only result in a responsibility for being an accessory to the crime.
According to Turkish criminal law, this would not be sufficient to
deem that the crime was committed in Turkey, if the person
providing the link would be situated in Turkey, whereas the actual
content would be present in another country. However, as a result
of the wide interpretation of the principle of ubiquity, the crime
would have to be deemed to have been committed in Turkey at the
latest when the original content is accessed from an end user
situated in Turkish territory.

It should be noted that the principle of ubiquity as adopted by
art. 8 TCC is strongly criticised by the Turkish criminal law
literature, particularly for crimes committed on the cyberspace.
This issue is further addressed under B/5.

(b) Does your national law consider it necessary and possible
to locate the place where information and evidence is
held? Where is the information that one can find on the
web? Is it where the computer of the user is physically
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present? Is it there where the provider of the network has
its (legal or factual) seat? Which provider? Or is it the
place where the individual who made the data available?
If these questions are not considered to be legally relevant,
please state why.

Since the place of the information is not relevant for the
determination of the jurisdiction, it is not considered as a problem
of primary concern for the power to adjudicate in criminal matters.
However, the exercise of jurisdictional powers may sometimes
depend on the information to be stored in servers located in
Turkey. This is particularly the case when the cooperation of a
server located abroad is needed in order to investigate or prosecute
a criminal conduct committed in Turkey (in the sense of art. 8
TCCO). In such cases, the rules on judicial assistance and cooperation
in criminal matters shall be applicable, even though Turkey accepts
its power to adjudicate due to the principle of territoriality.

However, the most important point of relevance regarding the
location of the information does not arise directly from the criminal
justice system, but rather from the Turkish Law of Internet.
According to art. 8 of the Law, a precautionary measure may be
applied to websites with criminal content, banning access to such
content. This precautionary measure is, as a rule, to be ordered by
a judge during a criminal investigation, or by a court during trial
(after the indictment). In urgent cases, an order by a prosecutor
may initiate the measure; however, this order is subject to judicial
review within 24 hours). However, in cases where the content
provider or the host of the content is situated abroad, or where the
offense concerns sexual abuse of children or pornography, the
measure may be taken by an administrative authority (the
Presidency of Telecommunications). According to the legal practice
of Turkey, only the respondent of an administrative or legal measure
may bring a motion to dismiss the measure. Since, however, the
respondents of this administrative measure are mostly situated
abroad, the orders of the Presidency of Telecommunications can
rarely be challenged before Turkish courts, and, as a result, have
permanent effects. It is therefore important for the Turkish legal
practice to determine the location of a particular piece of
information or evidence.
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In the Turkish legal practice, there is a general consensus on the
fact that a piece of information is located at any place where it is
stored. This may mean the place where the servers of the host and/
or the content provider are situated, or where the computer of a
user is located (if that user downloaded the information to his or
her own computer).

This question may bear particular importance if the data was is
not stored by the person exercising control over the said data, as
may be the case if a particular piece of information is stored abroad
through the use of cloud computing technology. Although, in such
cases, the user may be considered as “owning” or “possessing” a
particular piece of information, the place where that information is
located would be different from the location of the user.

Access providers, as discussed under (1/a), cannot be held
responsible for the actions or omissions of content providers or
hosts, but they may be considered as “possessing” a piece of
information (such as data legally retained by access providers) as
long as they have control over it. Such information can be said to
be “located” where the access provider is situated.

The legal seat of a host is also relevant for purposes of the Law
of Internet. The authority of the Presidency of Telecommunications
to issue banning orders depends on the host “being situated
abroad”. This would mean that its legal seat is to be taken into
account. In addition, for purposes of the applicability of judicial
assistance and cooperation in criminal matters, the legal seat of a
host is important in determining the respondent state.

(2) Can cyber crime do without a determination of the locus
delicti in your criminal justice system? Why (not)?

The determination of the locus delicti is necessary in order to
determine whether or not the double criminality rule is to be
applied to a certain crime. The Turkish Criminal Code requires the
double criminality rule in cases where the power to adjudicate
bases on active personal jurisdiction. Although, in most cases,
cyber crimes shall be deemed to have been committed in Turkey
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due to the ubiquity principle, the locus delicti could be relevant
when, even after the implementation of the ubiquity principle, the
crime can still be considered as committed abroad. This may
happen when the cybercrime in question does not arise from the
“content” of a website, but rather from an attack using the Internet
or other international networks, or a physical attack against
computer systems*. If, for instance, a person would attack another
person’s computer in order to obtain that person’s personal data,
the principle of territoriality would not be applicable if both parties
are abroad. In such cases, the principle of personality would have
to be applied.

Another issue regarding the determination of the locus delicti is
the acceptability of extradition requests from Turkey. According to
art. 18 TCC, only perpetrators that committed a crime outside of
the Turkish territory may be subject to extradition. In other words,
if it is established that a cyber crime has been committed in Turkey
due to the ubiquity principle, the perpetrator cannot be extradited
by Turkey, but must be prosecuted by Turkish authorities.

The locus delicti is also important for the applicability of the
principle of ne bis in idem. In general, the Turkish criminal law
applies ne bis in idem internationally, which means that any
judgment passed by a court on the same material event prevents
Turkish courts from trying a case. However, crimes deemed to
have been committed in Turkey are exempt from this rule (art. 9
TCCO). As a result, a person that commits a crime in Turkey and is
then convicted or acquitted abroad, may again be subject to trial
for the same conduct by Turkish courts. There exist two further
exceptions: In case of crimes against the Turkish state committed
abroad, the principle of ne bis in idem may be disregarded upon
the request of the Minister of Justice (art. 12/4, only applicable for
crimes for which the lower limit of punishment is set as a minimum
of 1 year of imprisonment). Additionally, some crimes falling under
universal jurisdiction of Turkish courts (genocide, crimes against
humanity, migrant smuggling, human trafficking) or under the

4

ARTUK/GOKCEN/YENIDUNYA, p. 1051.
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principle of protection (crimes against the state), may be tried
again before Turkish courts in spite of an existing conviction or
acquittal by a foreign court (art. 13/3 TCC)>. For cyber crimes, this
would mean that any conduct deemed to have been committed in
Turkey would be eligible for a trial before Turkish courts, even if
there is an existing sentence by other courts. In addition, cyber
crimes against the Turkish state, such as the unlawful dissemination
of Turkish state secrets, could be tried before Turkish courts
without taking into account previous sentences of foreign courts,
even if the conduct and the result of the offense occurred
exclusively outside Turkey.

Lastly, the locus delicti has an effect on sentencing. Crimes
committed outside the Turkish territory shall not be punished with
a higher sentence than the upper limit of punishment for an
equivalent offense provided by the lex loci (art. 19 TCC). This rule
is not to be applied in cases of the offense being committed against
a Turkish real or legal person, or against the security of Turkish
Republic. This provision is not only the basis for the double
criminality rule in cases of active personal jurisdiction, but also
limits the legal limits of sentencing applicable to courts.

(3) Which jurisdictional rules apply to cyber crime like hate
speech via internet, hacking, attacks on computer systems
etc? If your state does not have jurisdiction over such
offences, is that considered to be problematic?

There are no specific jurisdictional rules regarding cyber crimes
under Turkish law. As a result, objective or subjective territorial
jurisdiction shall be applicable in most cases due to the ubiquity
principle as explained above. It should be noted that most, if not
all cases of public defamation of persons (art. 125 TCC), denigration
of the Turkish nation (art. 301 TCC), incitement of a group of

Turkey reserved its right not to recognise the effects of ne bis in idem principle in cases
when the crime has occurred on its territory, in accordance with art. 35 of the 1972 Euro-
pean Convention on the Transfer of Proceedings in Criminal Matters, and art. 53 of the 1970
European Convention on the International Validity of Criminal Judgments. For detailed in-
formation, see: TEZCAN/ERDEM/ONOK, p. 121.
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people to animosity against another (art. 216 TCC) and other
crimes committed through forms of expression, would fall under
the jurisdiction of Turkish courts due to the principle of
territoriality. However, other grounds for establishing jurisdiction
may come into consideration for crimes committed on the cyber
space, such as attacks against other computer systems or networks,
illegally obtaining personal data of others, or hacking.

Turkish criminal courts may also have jurisdiction on the
following grounds: active personal jurisdiction (art. 10, 11 TCC) or
passive personal jurisdiction (art. 12/2 TCC), the protective
principle for crimes against the state (arts. 12/1, 13/1/b TCC), and
universal jurisdiction (arts. 13/1/a, 13/1/c-i TCC). It should be
noted that the list of crimes for which universal jurisdiction is
applicable under Turkish law is very extensive, and encompasses
not only core crimes against the international community (genocide
and crimes against humanity), but also many transnational crimes
(such as migrant smuggling, human trafficking, torture, polluting
the environment, drug trafficking, forgery of money, solicitation
for prostitution, etc. However, crimes under universal jurisdiction
can only be subject to a criminal investigation or prosecution upon
a request by the Minister of Justice (art. 13/2 TCC). In addition,
crimes may be prosecuted by Turkish courts due to the
complementary principle, according to which, a crime committed
outside the Turkish territory by a non-Turkish citizen against
another non-Turkish citizen may, be prosecuted by Turkish courts
if the perpetrator is caught in Turkey and his or her extradition is
not possible (art. 12/3).

According to arts. 11, 12 TCC, in cases of active and passive
personal jurisdiction, the lower limit provided by Turkish law for
the punishment of the crime cannot be lower than 1 year of
imprisonment (in case of active personal jurisdiction, crimes with a
punishment of lower than 1 year of imprisonment may still be
prosecuted by Turkish courts upon the impeachment of the victim
or the government of the locus delicti state). The limit is 3 years of
imprisonment for cases falling under the principle of
complementarity (art. 13/3 TCC), and the request of the Minister
of Justice is required.
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As such, if a crime cannot be considered as having been
committed in Turkey, other principles may apply in order to
establish the jurisdiction of Turkish courts. This may be the case
where the entire conduct and the result of a crime as provided by
law happened outside the territory of Turkey, but either the
perpetrator or the victim was of Turkish nationality, or the crime
was committed against the interests of the Turkish Republic. For
example, the dissemination of (Turkish) state secrets online would
fall under the protective principle (art. 13/1/b TCC) and would
establish jurisdiction for Turkish criminal courts.

The lack of jurisdiction is rarely considered as a problem,
because Turkish courts tend to have excessive jurisdiction for
many cyber crimes. The only problem may be that some conduct
that is generally considered as criminal by other legal systems may
have not been defined as criminal offenses under Turkish law. This
is the case for “hate speech”. Although a comparable criminal
offense (incitement of a group of people towards animosity against
another - art. 216 TCCO) exists under the Turkish Criminal Code, it
does not include many of the types of behaviour generally defined
as “hate speech” by other legal systems. In many such cases, the
Turkish criminal offense on “defamation of persons” (art. 125)
would be applicable. However, this offense not only requires a
specific person or a group of people determined specifically to be
addressed by the perpetrator, the punishment provided for its
basic form is lower than 1 year of imprisonment, which would
mean that any grounds other than territoriality would not be
applicable for such crimes.

(4) Does your national law provide rules on the prevention
or settlement of conflicts of jurisdiction? Is there any
practice on it?

The principle of complementarity (explained under B/3) was
accepted to avoid negative conflicts of jurisdiction, in accordance
with art. 2 of the European Convention on the International Validity
of Criminal Judgments®. However, in cases of cyber crimes, positive
conflicts pose a more significant problem than negative ones.

6 See: TEZCAN/ERDEM/ONOK, p. 161.
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One method of avoiding positive jurisdictional conflicts under
Turkish law is the provision of the art. 19 TCC that allows taking
into consideration the upper limit of punishment applicable to the
same conduct according to the law of the locus delicti. However,
as explained above (under B/2), this provision cannot be
implemented when the territorial principle is applicable.

The Turkish criminal system has also tried to mitigate the vast
excessiveness of the jurisdiction through introducing a checks-and-
balances system that requires the request of the Minister of Justice
as a precondition of exercising jurisdiction for certain
extraterritorial crimes: crimes under the principles of universality
(art. 13/2 TCC), crimes committed against the state (except crimes
against state security) (art. 12/1 TCC) and when the complementary
principle is to be applied (art. 12/3 TCC). In addition, some
extraterritorial crimes can only be prosecuted upon a complaint by
the victim or the government of the locus delicti state: crimes
falling under active personal jurisdiction, for which the lower limit
of punishment is lower than 1 year in prison according to Turkish
law (art. 11/2 TCC), and crimes falling under passive personal
jurisdiction (art. 12/2 TCC).

As a last possibility in a regional international level, Turkey has
the possibility to transfer criminal proceedings according to the
European Convention on the Transfer of Criminal Proceedings. If
Turkey agrees with another State Party to the Convention to
transfer a proceeding in order to overcome a positive conflict of
jurisdiction, it can do so under this or a similar treaty’. However,
there are no notable examples for this in practice.

(5) Can cyber crime do without jurisdictional principles in
your criminal justice system, which would in essence
mean that national criminal law is applicable universally?
Should this be limited to certain crimes, or be conditional
on the basis of a treaty?

The adoption of the ubiquity principle in determining the
territorial jurisdiction of Turkish courts leads to several problems,

7 TEZCAN/ERDEM/ONOK, p. 161-162.
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which is also a point of criticism among the majority of the Turkish
legal doctrine. Consequences of the excessive applicability of
territorial jurisdiction arise in criminal procedure as well as
substantive criminal law.

In Turkish law, if the jurisdiction is established based on
territoriality, the principles of double criminality and ne bis in
idem are not applicable. This means that any person committing a
conduct from abroad may be prosecuted by Turkish courts, if the
result of that conduct occurred in Turkey, and if the person is
caught by Turkish authorities, without taking into account whether
or not the same conduct is defined as a criminal offense in the
country of origin, and whether the subject was tried and convicted
or acquitted by a court of another country. Apart from the general
point of concern regarding the “non-interference in internal affairs”
principle, some practical drawbacks of this result can be listed as
follows:

a) In case of a simultaneous application of the same principles
by various states a person may be under a disproportionate
threat of punishment for a certain criminal act.

b) A person not aware of the applicability of the Turkish law on
his or her conduct may have acted in full disregard of the
fact that he or she might be criminally liable according to
the law of a state foreign to that person.

©) If the principle of territoriality is also to be applied in cases
of a “pull-technology”, the fact that the result has occurred
in Turkey may even be outside the ability of the perpetrator
to control the outcomes of his or her actions. As such, the
territorial jurisdiction may be based on random events rather
than actions controlled by free will.

d) Turkey would be under the threat of becoming a “haven” for
the prosecution of cyber crimes, for which the victims, in
their view, do not find sufficient protection from their
national legal systems.

There are also some points of concern arising from the criminal
procedure system. These can be listed as follows:
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a)

b)

D

The vast number of cases falling under the territorial
jurisdiction of Turkey would make it a burden for the court
system to deal with. Turkey would be forced to use a
selective approach to such cases, which would not only be
unlawful according to the Turkish criminal procedure
system, but also unconstitutional due to the violation of the
principle of equality.

Turkey would be forced to resort to international criminal
assistance and cooperation in order to gather evidence for a
crime committed on its territory. This would mean that the
principle of double criminality would have to be respected.

In most cases, Turkey would be able to investigate and
prosecute due to the territorial principle, but would not be
able to conclude the trial phase. This would be the case if
the accused or the defendant is outside of Turkey (trials and
sentencing in absentia are as a rule not permitted in the
Turkish criminal justice system - trials may only proceed for
“fugitive” defendants, while sentencing in absentia is only
possible if the defendant has previously appeared and
interrogated before the court).

The same is true for the lack of evidence. According to
Turkish law, prosecutors are subject to a very strict principle
of legality in pursuing evidence and in filing indictments. In
other words, as a rule, prosecutors do not have discretionary
powers, neither on whether or not to investigate, nor on
whether or not to file an indictment in the face of sufficient
evidence. It is also widely accepted that Turkish courts
retain the power to make further investigations during the
trial phase (following the inquisitorial system). As a result,
the mere fact that a particular piece of evidence is situated
abroad shall not hinder a Turkish prosecutor from
investigating of from filing an indictment in a criminal
proceeding, however important that piece of evidence may
be for the case. If, however, that piece of evidence cannot
be obtained until the end of the trial phase, it is probable
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that such cases would not result in a conviction, although
they would cost substantial amounts of time and money for
the state®. Therefore, the rules concerning the power to
adjudicate and to exercise jurisdiction should be in harmony
to prevent unnecessary or unfruitful criminal investigations.

There exist several views in the Turkish doctrine that support
the need to restrict the existing principles, particularly for cyber
crimes. Such recommendations typically involve the adoption of
stronger nexus between the conduct and Turkey, requiring either
the presence of the server where the data is stored’, or the criminal
content being uploaded from Turkey™.

Another suggestion is to make the applicability of the territorial
principle dependable from the will of the perpetrator: the crime
should only be considered as having been committed in Turkey if
the perpetrator aimed for a result to appear specifically on Turkish
territory'’.

Additionally, the principle of ubiquity is criticised for being out-
dated". However, there are also differing opinions that support a
wide definition of territoriality, whilst agreeing that some
jurisdictional problems might arise'.

It is indeed necessary to adopt a jurisdictional principle that
would affect the restriction of the territorial principle for cyber
crimes. However, the fact that cyber crimes are a major cause for
problems arising from a positive conflict of jurisdictions only
indicates that the real problem is caused by an excessive definition
of territorial jurisdiction. As such, any solution based on restricting
the jurisdiction solely for cyber crimes would be palliative in
nature. A thorough international system to avoid or overcome
conflicts of jurisdiction would be more favourable. This could be in

\O

11
12
13

See: OZBEK, p. 193.

DEMIRBAS, p. 141.

OZBEK, Veli Ozer / KANBUR, M. Nihat / BACAKSIZ, Pinar / DOGAN, Koray / TEPE, Ilker,
Tirk Ceza Hukuku Genel Hiikiimler, Ankara, 2010, p. 141.

OZBEK, p. 194.

OZBEK, p. 191.

ARTUK/GOKCEN/YENIDUNYA, p. 1051.
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the form of an international convention, setting standards for
territoriality stricter than existing international instruments. This
system could also include a simple conflict-solving mechanism,
such as a permanent body with the sole purpose of arbitrating
conflicts of jurisdiction. The authority of this body may also be
limited to some types of criminal conduct, such as cyber crimes,
but it would be more advisable not to.

In contrast, the formation of a supranational body to rule over
cyber crimes is neither advisable, nor, in our opinion, possible.
This would mean that an elaborate international tribunal would be
founded, which would require infinite funding because of the
immense quantity of cyber crimes occurring in global scale. In
addition, an international regulation of the cyber space could lead
to an excessive restriction of civil liberties, and could prove a futile
effort: international legal instruments would be overly inefficient
and would easily become obsolete in the light of the rapid
development in the field of information technology.

(C) Substantive criminal law and sanctions

(1) Which cyber crime offences under your national criminal
justice system do you consider to have a transnational
dimension?

It should be noted that in most cases, the “transnational”
dimension of cyber crimes does not arise from the nature of the
offenses, but rather from the typical methods of their perpetration.
In that sense, they differ from truly transnational crimes, such as
migrant smuggling, exportation or importation of drugs, or bribery
of international public officials.

The first group of criminal offenses that are frequently
committed on international networks are crimes against computer
systems, such as hacking or cracking. Although a transnational
element is not necessary for such conduct, it is a fact that most of
these crimes are committed either using anonymising systems or
proxies situated abroad in order to prevent backtracking. As such,
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internationalised criminal investigations may be called for. This is
particularly the case for acts of cyber-terrorism.

Another group of cyber crimes that can be deemed as
“transnational” may be child pornography. Although the crime
itself can hardly be considered as “transnational”, and can be
committed on a truly national level, the modus operandi of
international criminal networks and organisations specialised in
this area mostly involves the use of the Internet.

As a similar group, crimes against intellectual property could be
mentioned. Again, the Internet is frequently used as a modus
operandi for a crime that is not necessarily committed
transnationally.

A true transnational cyber crime under Turkish legal system is
the providing of access to gambling and wagering games abroad
(see the answer below).

(2) To what extent do definitions of cyber crime offences
contain jurisdictional elements?

The only example of a jurisdictional element in the definition of
a cyber crime is the offense of “providing access from Turkey to
gambling and wagering games abroad through the Internet or
through other means”, as provided by the Law on the Regulation of
Wagering and Games of Chance in Football Matches and Other
Sports Competitions, art. 5. This crime expressly requires for the
gambling or wagering to happen outside of Turkey, while the
action of “providing access” to such games would have to be
perpetrated from the Turkish territory.

Another specific rule regarding jurisdictional elements with
relation to cyber crimes can be found under the Turkish Law of
Internet, according to which the procedural measure of banning
access to criminal content on the Internet may be exercised by the
administrative authority of Presidency of Telecommunications, if
either the host or the content are situated abroad (see B/1/b).
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(3) To what extent do general part rules on commission,
conspiracy or any other form of participation contain
jurisdictional elements?

There exist no specific rules on any part of participation
containing jurisdictional elements. Due to the principle of
accessoriness (art. 40 TCC), all actions or omissions of people
participating in the crime of another are bound to the conduct of
the actual perpetrator. This means that only the perpetrator
committing the crime shall be taken into account when determining
the locus delicti. In case of more than one person co-perpetrating
the crime, the fact that one of them has committed the crime in
whole or in part on Turkish territory would be sufficient to
establish territorial jurisdiction.

In case of other forms of participation (accessorship, aiding and
abetting, instigation), the crime is considered as committed in
Turkey only if the actual perpetrator committed the crime in
Turkey. In other words, if the actual perpetrator committed the
crime abroad, territorial jurisdiction shall not be established, even
if the participators realised their contributions or instigated the
crime from Turkey.

Conspiracy as a form of participation does not exist under
Turkish law. There is only the crime of membership in a criminal
organisation, where special rules concerning aiding and abetting
apply (art. 220 TCC). As such, any person becoming a member to a
criminal organisation that is active in Turkey would have committed
that crime in Turkey.

The majority opinion in the Turkish legal literature criticises this
lack of jurisdictional elements to the rules on participation for
causing gaps in criminal liability'". However, there also exists
another opinion defending the current Turkish provisions, and
considers them as a conscious choice of the Turkish legislator'.

14
15

ARTUK/GOKCEN/YENIDUNYA, p. 1050.
OZGENC, Izzet, Tiirk Ceza Hukuku, 5¢, Ankara, 2010, p. 770.
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(4) Do you consider cyber crime offences a matter that a state
can regulate on its own? If so, please state how a state may
do that. If not, please state why it cannot do that.

In order to ensure effective international judicial assistance and
cooperation in criminal matters, to create the possibility to
extradite cyber criminals, a harmonisation process for cyber crimes
is advisable. However, an overcriminalisation or overregulation
restricting human rights and civil liberties that are the essence of
the activity in international digital networks should be avoided.
Particularly, users should not be forced to use identity-revealing
software or methods in order to prevent crime, as this would cause
the suppression of legal opposition in repressive regimes.
Additionally, the privacy of users should not be compromised. As
an additional drawback of overcriminalisation it should be
considered that any international instrument excluding some states
would lead to the creation of safe havens, particularly in the field of
cyber crimes. It is also not advisable to adopt international
principles or provisions that would undermine procedural or
constitutional guarantees, or that would cause criminal liability for
the possession of data or software that can be used for legitimate
purposes, or for mere preparatory acts.

As mentioned above, the process of harmonisation should not
lead to the creation of a supranational body with the authority to
rule over cyber crimes or applying precautionary measures such as
blocking or restricting access to content found online.

(5) Does your national criminal provide for criminal
responsibility for (international) corporations/ providers?
Does the attribution of responsibility have any
jurisdictional implications?

According to Turkish law, legal persons cannot be “perpetrators”
of crimes, but can be subject to confiscation of goods and benefits,
if certain crimes have been committed intentionally by a real
person to the benefit of that legal person (art. 20, 60 TCC). There
are no specific rules of jurisdiction for the application of this
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measure. As a result, goods and benefits of legal persons situated
abroad may be subject to confiscation by Turkish courts, provided
that the crime has been committed in Turkey, or the jurisdiction of
Turkish courts can be established on other grounds. However,
Turkey can only exercise this jurisdiction for goods and benefits
that are present on Turkish territory, such as accounts in banks
operating under Turkish law, since it would not have the authority
to enforce a confiscation order in another country.

Additionally, international hosting companies can be subject to
banning orders for the content they host, under the Turkish Law of
Internet. However, these orders are not considered as criminal
sanctions, but rather procedural and/or administrative measures, to
be ordered in cases where a sufficient level of suspicion exists
pointing to the commission of crimes listed under the same
article'.

(D) Cooperation in criminal matters

(1) To what extent do specificities of information technology
change the nature of mutual assistance?

A. General Information

Classical methods of legal cooperation fall short of the needs in
fighting cyber crimes for the following reasons:

a) Cyber criminality is a new phenomenon, the modus operandi
of cyber criminals is very diverse, and new modalities of
commission of cyber crimes appear every day. As a result,
law enforcement officials involved in the fight against
cybercrime need to possess very deep technical knowledge.
Hence, they need to be trained, and their knowledge needs
to be updated constantly. As a result, units involved in legal
cooperation also need to have the requisite technical and
technological knowledge in order to be able to appropriately
deal with assistance requests.

16

This list includes the following crimes: Incitement to suicide, sexual harassment of chil-
dren, facilitating the abuse of narcotic drugs, providing material dangerous to public health,
obscenity / pornography, providing place or means for gambling, and crimes against the
memory of Atatiirk.
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b) The definition of both the concept of “cyber crime”, and the
different types of cyber crimes in not uniform in comparative
law. This is a problem since inconsistencies between the
substantive criminal law of different states pose an obstacle
to legal cooperation. Furthermore, the “double criminality”
requirement embodied in international cooperation (and
extradition) treaties is also a challenge. Hence, it is important
to harmonize, as far as possible, both substantive and
procedural rules concerning cybercrime.

©) In addition, the fight against cybercrime, to make any sense,
needs to be a global one, otherwise cybercriminals will
easily find save havens from where to operate. Having 99 %
of the international community cooperating is not sufficient
since the lack of effort by the remaining 1 % may suffice to
destroy the combined efforts of the rest.

d) In order to determine the applicable rules, it is important to
assess the locus commissi delicti. In cyber crimes, this is one
of the more contentious issues.

e) The spatial distance between the perpetrator and the victim
is an element that might be found in other types of crimes as
well, however, when it comes to cyber crime, this is the
characteristic feature. The borderless nature of cyber crimes
results in many states being involved. This leads to the well-
known tension between the needs of criminal prosecution
which demand the collection of all relevant evidence,
wherever they may be found, and the classic requirement of
international law based on the principle of sovereign equality
of states, which demands that the “jurisdiction to enforce”"”
not be applied in the territory of another state absent the
consent of the local government'®,

As a result, international legal cooperation is more important
than ever in cyber crimes.

17  As opposed to the “jurisdiction to prescribe”, which is limitless.

18 James Crawford. Brownlie’s Principles of Public International Law (8th ed., Oxford: Oxford
University Press, 2012), s.479; Malcolm N. Shaw. International Law (6th ed., New York:
Cambridge University Press, 2008) s.645-6; Martin Dixon. Textbook on International Law
(6th ed., Oxford: Oxford University Press, 2007), s.113..
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f) Classical methods of cooperation demand the requesting
and requested party to undergo lengthy administrative
proceedings, and involve considerable paperwork. This
takes time. Unfortunately, digital data may be irrecoverably
lost within a very short period of time. Hence, international
cooperation needs to work very fast.

B. Specific Problems

In practice, an often-encountered situation is where the host is
outside national territory, and the content provider and/or victim is
within national territory. In this case, the crime is deemed to have
been committed in Turkey (TPC Art. 8). However, international
legal cooperation has to be requested for the gathering of evidence
abroad in respect of a crime committed in Turkey. In particular, in
crimes committed through the use of social webs or web 2.0
applications of firms such as Google, Yahoo or Facebook, even if
they have a representative or an office in Turkey, IP information
has to be obtained from abroad. In this case, the fact that service
providers located abroad are not obliged to comply with requests
emanating from Turkish administrative and judicial authorities
decreases the effectiveness of the national investigation considering
that legal cooperation is subject to certain conditions (eg., double
criminality) and that it takes some time. Even so, such conditions
are necessary, since in their absence it would be possible to
circumvent the guarantees afforded by national law.

Another major stumbling block before requests made by Turkey
is the issue of protection of personal data. Many states were
unwilling to cooperate with Turkey because of the lack of a
legislative framework on the protection of personal data. Through
a referendum held on 12/09/2010, a new paragraph has been
added to Art. 20 of the Turkish Constitution entitled ‘secrecy of
private life’:

Everyone has the right to request the protection of his/her
personal data. This right includes being informed of, having access
to and requesting the correction and deletion of his/her personal
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data and to be informed whether these are used in consistency
with envisaged objectives. Personal data can be processed only in
cases envisaged by law or by the person’s own consent. The
principles and procedures regarding the protection of personal
data are laid down in law.

Hence, a law enacted by the Parliament is required to give ‘flesh
and bone’ to this abstract constitutional guarantee. The 2012
Progress Report on Turkey by the EU" has also highlighted the
problem (p. 74):

With regard to respect for private and family life and, in
particular, the right to protection of personal data, Turkey needs
to align its legislation with the data protection acquis and set up a
fully independent data protection supervisory authority. Turkey
also needs to ratify both the CoE Convention for the protection of
individuals with regard to automatic processing of personal data
(CETS No 108) and the additional protocol to it on supervisory
authorities and trans-border data flow (CETS No 181). The absence
of data protection legislation hampers operational cooperation
between police and judicial authorities and on counter-terrorism.

Articles 135 et seq. of the TPC penalize the unlawful use
(obtaining, recording, diffusion, non-deletion) of personal data.
However, there is no law explaining the conditions under which
such acts are lawful. A memo prepared by the Ministry of Justice
and found on the website of the Parliament® identifies, inter alia,
the following problems caused by the lack of a law on the
protection of personal data:

It is not possible to enter into an operation cooperation
agreement with Europol.

19

20

SWD(2012) 336 final, available at http://ec.europa.cu/enlargement/pdf/key_docu-
ments/2012/package/tr_rapport_2012_en.pdf [last visited 03/01/2013]

“Kisisel Verilerin Korunmas: Kanunu Tasarist Hakkinda Bilgi Notu” http://www.
tbmm.gov.tr/arastirma_komisyonlari/bilisim_internet/docs/sunumlar/Adalet%20
Bakanl%C4%B1%C4%9F%C4%B1%20Kanunlar%20Genel%20M%C3%BCd%C3%BCrl%C3%B
C%C4%9F%C3%BC29-05-2012.pdf [last visited 02/01/2013]
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Existing cooperation and exchange of information and
documents cannot be realized via electronic transmission
lines, causing delays and failures.

Turkey cannot benefit from the Schengen Information
System and the Sirene Office (a system which allows the
sharing of important data on issues such as car theft,
passports, European Arrest Warrant, wanted people,
unwanted foreigners, etc.)

Security cooperation agreements cannot be made with
certain states (France and Belgium)

The Ministry of Foreign Affairs encounters difficulties and
hesitations in the sharing of information with foreign States
on issues such as military service, identity, nationality. Such
data cannot be obtained from foreign States.

Operational cooperation is not possible with EUROJUST
with regard to transnational organized crimes.

In the field of the judiciary, difficulties are encountered in
extradition and the sharing of information and documents.

All in all, the memo states that Turkey is qualified as an
“unreliable State” with regard to data protection.

Turkey has been working on a specific law dealing with the
issue since 1989, and various drafts have been prepared. A new
Commission has been established in 2004, and the Draft prepared
by the Ministry of Justice has been sent to the Office of the Prime
Minister on 28/07/2006. This Office has submitted the Draft to the
Parliament on 22/04/2008. The Draft could not be adopted by the
Parliament before the general elections and became null and void
by virtue of Art. 77 of the Internal Regulation of the Parliament.
The Ministry of Justice informed on 15/09/2011 the Office of the
Prime Minister in writing that it would be appropriate to renew the
Draft. Hence, the Draft is now before the Office of the Prime
Minister. It is reported in the media that it should be submitted to
the Parliament very soon.
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On the other hand, it is important to note the unanimous finding
of violation of Art. 10 (freedom of expression) of the European
Convention on Human Rights by the European Court of Human
Rights in Ahmet Yildirim v Turkey (18/12/2012). The case
concerned a court decision to block access to Google Sites, which
hosted an Internet site whose owner was facing criminal
proceedings for insulting the memory of Atatuirk. As a result of the
decision, access to all other sites hosted by the service was blocked.
The press release by the Registry of the Court summarizes the
judgment as follows:

The Court observed that the blocking of access to the applicant’s
website had resulted from an order by the Denizli Criminal Court
in the context of criminal proceedings against the owner of another
site who was accused of insulting the memory of Atatiirk. The
court had initially ordered the blocking of that site alone. However,
the administrative authority responsible for implementing the
order (the TiB) had sought an order from the court for the blocking
of all access to Google Sites, which hosted not only the offending
site but also the applicant’s site. The court had granted the request,
finding that the only way of blocking the site in question was to bar
access to Google Sites as a whole.

Although neither Google Sites nor Mr Yildirim’s own site were
concerned by the abovementioned proceedings, the TIB made it
technically impossible to access any of those sites, in order to
implement the measure ordered by the Denizli Criminal Court.

The Court accepted that this was not a blanket ban but rather a
restriction on Internet access. However, the limited effect of the
restriction did not lessen its significance, particularly as the Internet
had now become one of the principal means of exercising the right
to freedom of expression and information. The measure in question
therefore amounted to interference by the public authorities with
the applicant’s right to freedom of expression. Such interference
would breach Article 10 unless it was prescribed by law, pursued
one or more legitimate aims and was necessary in a democratic
society to achieve such aims.
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A rule was “foreseeable” in its application if it was formulated
with sufficient precision toenable individuals - if need be, with
appropriate advice - to regulate their conduct.

By virtue of Law no. 5651, a court could order the blocking of
access to content published on the Internet if there were sufficient
reasons to suspect that the content gave rise to a criminal offence.
However, neither Google Sites nor Mr Yildirim’s site were the
subject of court proceedings in this case. Although the decision of
24 June 2009 had found Google Sites to be responsible for the site
it hosted, no provision was made in Law no. 5651 for the wholesale
blocking of access as had been ordered by the court.

Nor did the law authorise the blocking of an entire Internet
domain such as Google Sites.

Moreover, there was no evidence that Google Sites had been
informed that it was hosting content held to be illegal, or that it
had refused to comply with an interim measure concerning a site
that was the subject of pending criminal proceedings. The Court
observed that the law had conferred extensive powers on an
administrative body, the TiB, in the implementation of a blocking
order originally issued in relation to a specified site. The facts of
the case showed that the TIB had had little trouble requesting the
extension of the initially limited scope of the blocking order.

The Court reiterated that a restriction on access to a source of
information was only compatible with the Convention if a strict
legal framework was in place regulating the scope of a ban and
affording the guarantee of judicial review to prevent possible
abuses.

However, when the Denizli Criminal Court had decided to block
all access to Google Sites, it had simply referred to an opinion from
the TIB without ascertaining whether a less far-reaching measure
could have been taken to block access specifically to the site in
question. The Court further observed that there was no indication
that the Criminal Court had made any attempt to weigh up the
various interests at stake, in particular by assessing whether it had
been necessary to block all access to Google Sites. In the Court’s
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view, this shortcoming was a consequence of the domestic law,
which did not lay down any obligation for the courts to examine
whether the wholesale blocking of Google Sites was justified. The
courts should have had regard to the fact that such a measure
would render large amounts of information inaccessible, thus
directly affecting the rights of Internet users and having a significant
collateral effect.

The interference resulting from the application of section 8 of
Law no. 5651 had thus failed to meet the foreseeability requirement
under the Convention and had not afforded the applicant the
degree of protection to which he was entitled by the rule of law in
a democratic society. The Court also pointed out that Article 10 § 1
of the Convention stated that the right to freedom of expression
applied “regardless of frontiers”.

The effects of the measure in question had therefore been
arbitrary and the judicial review of the blocking of access had been
insufficient to prevent abuses. There had therefore been a violation
of Article 10 of the Convention.

(2) (a) Does your country provide for the interception of
(wireless) telecommunication? Under which conditions?

The issue is regulated by Articles 135 et seq. of the Criminal
Procedure Code (CPC). Detection (location), monitoring (listening)
and recording of communications is subjected to very strict rules.
The provisions in question cover any form of communication, thus
also comprising electronic means of communication. However, the
wording of the relevant provisions and the regulation which
specifies the details of the implementation of these measures*!
seem to take as reference audio communication (namely,
telephones) alone. There is no specific provision in the Regulation
concerning electronic communication, and the various provisions
refer to the ‘listening’ of communications.

21

Regulation on Procedures and Rules on the Detection, Listening, Evaluation of Signal Infor-
mation and Recording of Telecommunication, and the Establishment, Duties and Powers
of the Telecommunications Directorate’ (published in the Official Journal no. 25989 of
10/11/2005).
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Under Art. 135 (1) CPC:

There must be strong grounds of suspicion.
There must be no other means of collecting evidence.

A warrant issued by the judge or, where a delay is detrimental,
the decision of the public prosecutor is necessary. In the
latter case, the public prosecutor shall immediately submit
his decision to the judge for approval and the judge shall
decide on this matter within twenty four hours, at the latest.
Upon expiry of this period or if the judge denies approval,
such measure shall be lifted by the public prosecutor
immediately.

Further conditions:

The suspect’s communication with persons who are entitled
to refrain from acting as a witness shall not be recorded. If
such a situation is understood after the recording, the
recorded material shall be destroyed immediately (Art. 135
(2) CPO).

The maximum duration of the measure is three months,
however this period can be extended one more time. For
crimes committed within the activities of a criminal
organization, the judge may decide to extend the duration as
many times as necessary, each time for no longer than one
month. Hence, in this latter case, there is, in fact, no statutory
limitation concerning the maximum duration of the measure
(Art. 135 (3) CPO).

This measure may only be applied with regard to certain
crimes (Art. 135 (6) CPC):

Migrant smuggling and trafficking in human beings (Articles
79 and 80 of the Turkish Penal Code - hereinafter “TPC”),

Intentional killing (Arts. 81-3 TPC),
Torture (Arts. 94-5 TPO),
Rape (Art. 102 TPC),
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5. Sexual abuse of children (Art. 193 TPO),

6. Manufacturing and trafficking of drugs and stimulants (Art.
188 TPO),

Counterfeiting of money (Art. 197 TPC),

8. Founding an organization with the aim of committing
criminal offences (Art. 220 TPC, with the exception of
paragraphs 2, 7 and 8),

9. Prostitution (Art. 227 (3) TPO),

10. Corruption in tenders (Art. 235 TPC),

11. Bribery (Art. 252 TPC),

12. Laundering of assets deriving from crime (Art.282 TPC),

13. Armed criminal organization (Art. 314 TPC) or supplying
such organizations with weapon (Art. 315 TPC),

14. Crimes against state secrets and espionage (Arts. 328-31,
333-7 TPO),

15. Gun smuggling, as defined in the Law on Fireguns and Knifes
and other Tools (Art. 12 of this Act),

16. the crime of embezzlement defined in Arts. 22 (3) and (4) of
the Banks Law,

17. the crimes defined in the Law on Combatting Smuggling
which require imprisonment,

18. the crimes defined in Arts. 68 and 74 of the Law on Protection
of Cultural and Natural Assets.

As can be seen, the crimes in the field of informatics embodied
in the TPC (Arts. 243-5) are not covered by the catalogue. In
addition, many classic crimes that can be committed through the
use of information systems are also not covered.

In addition, Law no. 5809 on Electronic Communication? should
be mentioned. The purpose of this Law is to establish effective

22 Published in the Official Journal of 10/11/2008.
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competition in the sector of electronic communication through
regulation and control, to protect the rights of the consumers, to
extend services nationwide, to use resources effectively and
productively, to promote technological developments and new
investments in the field of communication network and service,
and to lay down the procedures and principles concerning these
issues (Art. 1). As such, this is not a law concerning criminal
matters. There are no provisions on procedural criminal law,
including international co-operation, although the law does include
certain substantive criminal law provisions (Art. 63) punishing acts
such as unlawfully providing service, or establishing or running
facilities, in the field of electronic communication service. The Law
also provides for the establishment of a special unit, the Institution
on Information Technologies and Communication, entrusted with
various duties in the field of electronic communication (Art. 6).

(b) To what extent is it relevant that a provider or a satellite
may be located outside the borders of the country?

As far as the application of the rules on interception of
telecommunications is concerned, it makes no difference. With
regard to telephone tapping, what matters is for the suspect/
defendant whose communications will be intercepted to be found
in Turkish territory.

However, Turkish law does not provide for a rule allowing
searches through remote access to the platform where the data is
stored.

With regard to interception of the transfer of data, this is only
possible through access providers located in Turkey. However, in
practice, there is no infrastructure to support the monitoring and
recording via access providers of electronic communication on the
Internet. In practice, only IP addresses are retrieved. As for e-mail
address information, firms such as Yahoo and Gmail are contacted
in order to convince them to hand over the requested data, as a
result of which computers can be seized in order to analysed the
data they contain.
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(c) Does your national law provide for mutual legal assistance
concerning interception of telecommunication? Did your
country conclude international conventions on it?

The Turkish legislator has not opted for enacting a general law
regulating different aspects of legal co-operation. Similarly, there is
no specific rule on legal assistance concerning the particular issue
of interception of telecommunications. Therefore, there is no
generally applicable framework, and the specific rules regarding
different types of co-operation are to be found in either multilateral
or bilateral treaties to which Turkey is a party. When there is legal
cooperation in criminal matters, the national law of the requested
State shall apply. Hence, if the interception of telecommunications
is possible under Turkish law, this measure might be applied within
the framework of the general rules on legal cooperation. In that
sense, the fact that Turkey is not a party to international conventions
on the matter is not necessarily an impediment. However, see the
answers below with regard to the inadequacy of Turkish law and
practice as regards the interception of electronic communications.

In practice, international legal cooperation in criminal matters is
a matter entrusted with the Law no. 2992 (dated 1984) to the
Directorate-General of International Law and Foreign Affairs, a
governmental department within the Ministry of Justice. The
Directorate receives requests for legal cooperation and directs
them to the relevant authority. This task is fulfilled in accordance
with the bilateral and multilateral international treaties to which
Turkey is a party. In the absence of an applicable treaty provision,
the Directorate acts according to international customary rules and
the principle of reciprocity. In practice, requests are usually
executed in the framework of the 1959 European Convention on
Mutual Assistance in Criminal Matters.

Under Turkish law, when it comes to international legal co-
operation, international treaties have even more importance when
compared to many other states. This is because of Art. 90/in fine of
our Constitution which reads: (as amended on 22 May 2004)
‘International agreements duly put into effect bear the force of
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law. No appeal to the Constitutional Court shall be made with
regard to these agreements, on the grounds that they are
unconstitutional. In the case of a conflict between international
agreements in the area of fundamental rights and freedoms duly
put into effect and the domestic laws due to differences in
provisions on the same matter, the provisions of international
agreements shall prevail’.

Hence, once an international treaty has been ratified by Turkey,
it directly becomes part of its national law. Furthermore,
international agreements in the area of fundamental rights and
freedoms shall prevail over national laws (however, they still rank
below the Constitution). So, in case of conflict between a law
enacted by the Parliament, and a treaty rule, the national courts
must apply the rule embodied in the int’l. treaty. If treaties
regulating international co-operation in criminal matters are to be
accepted to belong to the corpus of human rights law, they would
be superior in rank to our national statutes in the hierarchy of
norms. This particular issue has only been discussed in a single
textbook, where it is argued, drawing from German academic
writings, that treaties regarding international legal co-operation do
not belong to the category of human rights treaties. If this view is
to be adopted, according to the largely prevailing understanding in
Turkish academic writings and practice on the status (and rank) of
international treaties not in the field of fundamental rights and
freedoms, they rank equal with national law. Therefore, bilateral
and multilateral treaties in matters of legal co-operation would not
automatically supersede or prevail over national statutes. In case of
conflict, national authorities would have to determine the
applicable rule by relying on the general principles governing the
relationship between rules of the same rank. Thus, a subsequent
rule will supersede the previous one (lex posteriori derogat
priori), and a special law will prevail over a general one (lex
specialis derogat generali).

Turkey is a party to a variety of international treaties regarding
co-operation in criminal matters. There are also several treaties that
have been signed, but not yet ratified by Turkey. The distinction is
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vital because signature does not suffice to be bound by the terms
of the treaty. Under the Turkish constitutional system, in principle,
ratification (antlasmanin onaylanmasy) is the act that makes the
treaty legally binding. So, ratification is the process whereby a state
finally confirms its intention to be bound by a treaty that it has
previously signed.

Having said that, international treaties signed or ratified by
Turkey in the area of legal co-operation in criminal matters are the
following (the first date indicates the date of entry into force at the
int’l. level of the treaty, the second date indicates the date of
ratification by Turkey. Only treaties that have entered into force (at
the int’l. level) have been included).

- European Convention on Extradition®® (18/4/1960;
18/4/1960)

- European Convention on Mutual Assistance in Criminal
Matters* (12/6/1962; 22/9/1969)

- European Convention on the Transfer of Proceedings in
Criminal Matters (30/3/1978, 28/1/1979)

- European Convention on the International Validity of

Criminal Judgments (26/7/1974, 28/1/1979)

- European Convention on the Supervision of Conditionally
Sentenced or Conditionally Released Offenders (22/8/1975,
signed but not ratified)

- European Convention on the Punishment of Road Traffic
Offences (18/7/1972, signed but not ratified)

- European Convention on the Suppression of
Terrorism (4/8/1978; 20/8/1981)

- Additional Protocol to the European Convention on
Information on Foreign Law (31/8/1979, 2/3/2005)

23

24

Turkey is also party to the Second Additional Protocol. However, the 1975 Additional Pro-
tocol has not yet been signed (or ratified/acceded) by Turkey.

Turkey also ratified the 1978 Additional Protocol, but not the 2001 Second Additional Pro-
tocol.

149



SUC VE CEZA 2012 SAYI: 3 TURKISH NATIONAL REPORT

- Second Additional Protocol to the European Convention on
Extradition (5/6/1983, 8/10/1992)

- Additional Protocol to the European Convention on Mutual
Assistance in Criminal Matters (12/4/1982, 27/6/1990)

- European Convention on the Control of the Acquisition and
Possession of Firearms by Individuals (signed but not
ratified)

- Convention on the Transfer of Sentenced Persons?®
(1/7/1985, 1/1/1988)

- European Convention on the Compensation of Victims of
Violent Crimes (signed but not ratified)

- Convention on Laundering, Search, Seizure and Confiscation
of the Proceeds from Crime (1/9/1993, 1/2/2005)

- Criminal Law Convention on Corruption (1/7/2002,
1/7/2004)

- Council of Europe Convention on the Prevention of
Terrorism (1/6/2007, 23/3/2012 ( (entry into force for
Turkey 1.7.2012))

- Council of Europe Convention on Action against Trafficking
in Human Beings (1/2/2008, signed on 19/03/2009 but not
yet ratified)

- Council of Europe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and on
the Financing of Terrorism (1/5/2008, signed on 28/03/2007
but not yet ratified)

In addition, there are also various other conventions ratified by
Turkey which include provisions regarding international legal co-
operation. Some examples:

- UN Single Convention on Narcotic Drugs, 1961

- UN Convention for the Suppression of Unlawful Seizure of
Aircraft, 16 December 1970

25 However, the 1997 Additional Protocol has not yet been signed (or ratified/acceded) by
Turkey.
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UN Convention for the Suppression of Unlawful Acts against
the Safety of Civil Aviation, 23 September 1971 (and the
Protocol for the Suppression of Unlawful Acts of Violence at
Airports Serving International Civil Aviation)

UN Convention on psychotropic substances, 1971

UN Convention on the Prevention and Punishment of Crimes
against Internationally Protected Persons, including
Diplomatic Agents, 1973

UN International Convention against the Taking of Hostages,
17 December 1979

UN Convention against Torture and Other Cruel, Inhuman
or Degrading Treatment or Punishment, 1984

United Nations Convention against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances, 1988

OECD Convention on Combating Bribery of Foreign Public
Officials in International Business Transactions, 1997

CoE Convention on the Protection of the Environment
through Criminal Law, 1998

CoE, Criminal Law Convention on Corruption®, 1999

UN International Convention for the Suppression of the
Financing of Terrorism, 1999

CoE Convention on Cybercrime, 2001

Finally, Turkey has concluded various bilateral extradition
treaties, as well as treaties regarding general legal co-operation?.

In the particular field of telecommunication, Turkey is a member
of the International Telecommunication Union, and has ratified?
the Final Acts of the Plenipotentiary Conference held in Antalya
(2006) and embodying the “Instrument amending the Constitution
of the International Telecommunication Union”.

26 However, the 2003 Additional Protocol has not yet been signed (or ratified/acceded) by

Turkey.

27  For a list, see http://www.uhdigm.adalet.gov.tr/sozlesmeler/ikitaraflisoz/ikili.html
28 Law no. 6011 of 23/07/2010.
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The applicable legal framework concerning a request for legal
co-operation will have to be assessed in light of these sources. In
addition, the circulars issued by the Directorate-General on issues
of international legal cooperation direct the practice (for example,
the Circulars no. 66/1 and 69/1 of 1 March 2008).

Needless to say, Turkey may request or be requested co-
operation from a state with which it does not share any multilateral
or bilateral treaty. Such requests may be fulfilled based on
reciprocity, but there will be no legal obligation to do so.

(3) To what extent do general grounds for refusal apply
concerning internet searches and other means to look
into computers and networks located elsewhere?

Under Turkish law there is no such measure. Hence, we cannot
request it through international legal cooperation nor can we apply
it when requested from us.

(4) Is in your national law the double criminality requirement
for cooperation justified in situations in which the
perpetrator caused effects from a state in which the
conduct was allowed into a state where the conduct is
criminalised?

According to Art. 5 of the 1959 European Convention on Mutual
Assistance in Criminal Matters, any Contracting Party may reserve
the right to make the execution of letters rogatory for search or
seizure of property dependent on the condition that the offence
motivating the letters rogatory is punishable under both the law of
the requesting Party and the law of the requested Party. Under this
provision, the execution of cooperation requests concerning
seizure or detention of the suspect is dependent on the condition
that the conduct for which cooperation is requested constitutes a
crime under Turkish law. On the other hand, requests for
cooperation which do not concern seizure or detention, and which
fall outside Art. 5, are rejected on the basis of the “ordre public”
provision in Art. 2 even where they concern acts which constitute
crimes under Turkish national law.
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In practice, cases where the result of the criminal act emerges in
Turkey are problematic. In this case, by virtue of Art. 8 TPC, the
crime is deemed to have been committed in Turkey. Since the
principle of territoriality applies with regard to jurisdiction, the
double criminality requirement has no scope of application.
However, when it comes to retrieving the data abroad, international
legal cooperation will be necessary, and this subject to the double
criminality rule. This is a problem with regard to crimes such as
insult, defamation, calumny, insult to the memory of Ataturk,
insulting the Turkish nation committed through service providers
found in states that have a more tolerant legislation or judicial
practice than Turkey as regards freedom of expression. Although
no double criminality requirement exists with regard to assumption
of jurisdiction, the fact that legal cooperation requests directed to
states such as the USA are doomed to be turned down, many
crimes that cannot be punished in practice emerge.

(5) Does your national law allow for extraterritorial
investigations? Under which conditions? Please answer
both for the situation that your national law enforcement
authorities need information as when foreign authorities
need information available in your state.

With regard to national law enforcement authorities needing
information: The Ministry of Justice participates on a regular basis
to the meetings of the European Judicial Network, and cooperates
in the sharing of information with the contact points of other states
and in the execution of requests. Although Turkey is not a member
to EUROJUST, the Ministry of Justice occasionally participates with
observer status to its operational meetings.

The Ministry of Justice requests cooperation from the central
authorities of foreign states through the Directorate-General of
International Law and Foreign Affairs. The Directorate-General of
the Turkish National Police requests information via Interpol. In
the field of cybercrimes, the Department of Fight against
Cybercrimes (operating within the Ministry of Justice), requests
urgent traffic data information and measures concerning the
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protection of data through 7/24 contact points in other states.
Finally, requests are made to the relevant departments of hosting
firms such as MSN, Google, YouTube, etc. concerning the
protection of data in urgent cases.

With regard to foreign authorities needing information: The
above-information also applies, mutatis mutandis, here.

(6) Is self service (obtaining evidence in another state without
asking permission) permitted? What conditions should be
fulfilled in order to allow self service? Please differentiate
for public and protected information. What is the (both
active and passive) practice in your country?

This issue is not regulated under Turkish national law. However,
investigative authorities (the police and the Offices of the Public
Prosecutor) access publicly accessible information and use it as
evidence in the investigation. Since Turkey is not yet a party to the
Convention on Cybercrime, our national authorities are unable to
rely on Art. 32 of the Convention concerning remote access. Under
customary international law, whereas a state may have a general
power under international law to prescribe jurisdiction, the
enforcement of that jurisdiction can generally take place only
within its own territory. Turkey complies with the established
international law understanding that the jurisdiction to enforce
may not be exercised, without permission, on foreign territory.
See, however, the answer to question 7.

What is the (both active and passive) practice in your country?

There is no applicable legislative framework to the issue. In
practice, it is reported that bilateral negotiations are conducted with
the representative of firms such as Youtube, Google, etc. in order to
‘convince’ them, for the sake of securing the continuation of their
operations in Turkey, to voluntarily hand over the requested data.

In addition, the Directorate-General of the National Police has a
protocol with Microsoft, according to which personal data is
directly obtained without resorting to international legal
cooperation.
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Since there is no legislative framework in place, establishing,
inter alia, the conditions for obtaining, storing and deleting private
data, and no judicial and/or administrative review mechanisms to
oversee compliance with such guarantees, this de facto way of
operating is unlawful. As for publicly available information, this
can be obtained directly by investigative authorities, there is no
factual or legal problem in this aspect.

What conditions should be fulfilled in order to allow self
service? Please differentiate for public and protected
information?

When it comes to obtaining information and evidence for
purposes of criminal investigation, a distinction can be made
between three alternatives:

1. Open information and evidence, namely, information that is
publicly accessible simply by surfing through the net. In this
case, as provided for in the Convention on Cybercrime (Art.
32 (a)), a state should be able, without the authorisation of
another state, to access publicly available (open source)
stored computer data, regardless of where the data is located
geographically.

2. Protected information, namely, information which cannot be
publicly accessed, but which may be accessed by hacking.
In this case, the authorization/consent of the relevant state
should be required. Of course, the problem here is the
determination of which the ‘relevant’ state might be. This is
an issue discussed in the previous sections.

3. Information and evidence that require to take over a
computer or network located in another country. In this
case, states should not depart from the classical international
law understanding that enforcement jurisdiction may not be
exercised in the territory of another State without the
consent of that State. In this option, States should resort to
international cooperation.
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(7) If so, does this legislation also apply to searches to be
performed on the publicly accessible web, or in computers
located outside the country?

There is no specific legislation concerning the issue. With regard
to publicly accessible data, by virtue of Article 161 CPC, concerning
the duties and powers of the prosecutor, the public prosecutor
may directly gather, where technically possible, the relevant data,
or he/she may request service providers located in Turkey to hand
over the requested information. In case the relevant data has to be
obtained from abroad, the general procedure concerning
international legal assistance will apply.

(8) Is your country a party to Passenger Name Record (PNR)
(financial transactions, DNA-exchange, visa matters or
similar) agreements? Please specify and state how the
exchange of data is implemented into national law. Does
your country have an on call unit that is staffed on a 24/7
basis to exchange data? Limit yourself to the issues
relevant for the use of information for criminal
investigation.

Turkey is not a party to any international treaty concerning PNR.
There is also no central national institution charged with gathering
the relevant data or central system where such data is to be stored.
Individual firms may store the relevant data, subject to applicable
conditions established by civil aviation rules. In practice, each
company operating in the field of civil aviation utilizes one of the
available international systems.

Turkey has signed (over 30 years ago) but not ratified the 1981
European Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data. As explained above, the
national law concerning data protection is yet to be adopted.
However, within the Directorate-General of the Turkish National
Police, 7/24 “tracking centres” (takip merkezleri) are being
instituted.
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(9) To what extent will data referred to in your answer to the
previous question be exchanged for criminal investigation
and on which legal basis? To what extent does the person
involved have the possibility to prevent/ correct/ delete
information? To what extent can this information be used
as evidence? Does the law of your country allow for a
Notice and Take-Down of a website containing illegal
information? Is there a practice? Does the seat of the
provider, owner of the site or any other foreign element
play a role?

With regard to PNR, each airlines company stores its own data.
If Turkey is requested assistance on this issue, public prosecutors
will obtain the relevant information through the use of their
investigative powers under Arts. 161-2 CPC.

To what extent will data referred to in your answer to the
previous question be exchanged for criminal investigation and
on which legal basis?

By virtue of Article 161 CPC, concerning the duties and powers
of the prosecutor, the public prosecutor may request the relevant
information to be handed over to the investigative authorities.

Data held by Turkish authorities is transmitted to the judicial
and investigative authorities of other states in the framework of
judicial and police cooperation. Requests for legal cooperation are
executed, where necessary, by demanding based on applicable
treaties or reciprocity, written guarantee that the transmitted data
will only be used as evidence in the framework of the case being
currently investigated.

To what extent does the person involved have the possibility
to prevent/ correct/ delete information?

The individual has no control over such data. As explained
above, the law concerning data protection is not yet into force.

To what extent can this information be used as evidence?

As long as the relevant data has been obtained in a lawful manner
(for example, through an order of the prosecutor relying on his
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powers under Art. 161) CPC, this information is admissible as
evidence before courts of law. On the other hand, Turkey has a
very strict exclusionary rule. By virtue of Art. 38 (6) of the
Constitution, which states that ‘Findings obtained through illegal
methods shall not be regarded as evidence.’ illegally obtained
evidence has to be excluded, regardless of its reliability and/or
probative value.”

This rule applies to evidence obtained by investigative
authorities as well as private individuals. In fact, it applies to all
procedures, not only to the criminal sphere. We have no balancing
tests (as opposed to states such as Germany) that may limit the
application of the exclusionary rule. ‘Good faith on the part of the
violating officer’, ‘the silver platter doctrine’, ‘the independent
source doctrine’, ‘the inevitable discovery doctrine’, ‘the
attenuation exception regarding causality’, drawing distinctions
between testimonial and real/physical evidence, and similar
limitation theories do not apply.

The “fruits of the poisonous tree” doctrine has full scope of
application, evidence obtained as an indirect result of unlawfulness
shall also be suppressed (though the Court of Cassation has,
occasionally, held otherwise, see for example YCGK, 29.11.2005,
2005/7-144, 2005/150).

Does the law of your country allow for a Notice and Take-
Down of a website containing illegal information? Is there a
practice? Does the seat of the provider, owner of the site or any
other foreign element play a role?

Hosting providers are not under a legal obligation to check the
content about its illegality, according to art. 5 of the Internet Law.
They are, however, obligated to remove any illegal content if they

Also see CPC Art. 206 (2): The request of presentation of evidence shall be denied if the
evidence is unlawfully obtained.

CPC Art. 217 (2): The charged crime may be proven by using all kinds of legally obtained
evidence.

CPC Art. 230 (1) (b): Evidence obtained by illegal methods that are included in the file shall
be indicated clearly and separately in the reason for the judgment on the conviction of the
accused.

CPC Art. 289 (1) (): In cases where the judgment is based on evidence obtained by illegal
methods, the judgment shall be reversed by the Court of Cassation, even if the defence has
made no request on this ground
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have been notified about its existence. The notification occurs
following the rules of arts. 8 and 9 of the Internet Law. The former
concerns notifications of a court or the Presidency, while the latter
is related to real or legal persons whose legal interests have been
affected by the content in question. According to art. 9 of the
Internet Law, any person claiming to be affected by an illegal
content may notify the content provider or the hosting provider,
requesting its removal and replacement with a reply sent by the
notifying person. Failing to comply with this “right to reply and
removal”, however, does not result directly in the criminal liability
of the hosting provider, except when it can be proven that the
hosting provider has acted as an accomplice to the crime, and
shared the criminal intent.

However, if the illegal content concerns one of the crimes listed
under art. 8 of the Turkish Internet Law, access to the content may
be blocked by courts pending trial, or, in some cases, by the
administrative authority of the Presidency of Telecommunications.

The measure of “blocking access to Internet content” has been
regulated as a criminal procedural measure under art. 8 of Internet
Law, to be ordered in cases where a sufficient level of suspicion
exists pointing to the commission of crimes listed under the same
article®. This measure is to be ordered by the judge (or, in urgent
cases, by the prosecutor) during criminal investigation, and by the
court during the trial. As such, the decision to block access shows
the typical characteristics of a criminal procedural measure.

However, the Internet Law also authorizes the Presidency for
Telecommunications to order the measure, if the content provider
or the hosting provider resides in abroad, or, if the crime in
question is the sexual harassment of minors, or pornography. In
these cases, the Presidency can order the measure ex officio,
notifying the prosecutor only about the identity of alleged
perpetrators, if their identity can be determined. Failing to obey
the decision of the Presidency can result in a fine, or even the
annulment of the permit to act as an access provider.

30

This list includes the following crimes: Incitement to suicide, sexual harassment of chil-
dren, facilitating the abuse of narcotic drugs, providing material dangerous to public health,
obscenity / pornography, providing place or means for gambling, and crimes against the
memory of Atatiirk.
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As can be seen, Turkish Internet law designates “blocking
Access to websites” both as a criminal procedure measure and also
as an administrative measure. Particularly, the excessive use of the
latter measure brought the “internet censorship” into the agenda
and created a real threat for media freedom and freedom of
expression. Thus, there is an on-going campaign carried out by the
representatives of ICT industry for the abolition or redesign of
those measures.

An additional procedure using the “notice-and-take-down”
system has been introduced regarding copyright infringements by
the Turkish Intellectual Property Law, art. 71. Additional article 4
of the Law specifically addresses “content providers” infringing
copyrights under the same law, providing for a notice-and-take-
down system. According to this article, content providers violating
copyrights shall only be criminally responsible if they have been
duly notified by the copyright holders, and still persisted in the
violation. In case of persistence by the content provider, the
copyright holder shall inform the prosecutor, upon which the
prosecutor may order the discontinuance of the service provided
to the content provider. This order can only be lifted if the content
provider removes the content infringing the copyright.

(10) Do you think an international enforcement system to
implement decisions (e.g. internet banning orders or
disqualifications) in the area of cyber crime is possible?
Why (not)?

The establishment of such a system would not be welcome. It is
important to provide individuals with appropriate guarantees and
to protect freedom of expression. The fact that there is no such
international system is a factor preventing overcriminalization. The
existence of such system would only result in excessive control of
the Internet environment. It would lead to the risk of states with an
insufficient record and legislation on the protection of human
rights and freedom of expression to implement their own
legislation extraterritorially by taking advantage of different
methods.
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In addition, the establishment of such a system is also not
technically feasible. Even if a handful of states were to opt to stay
out of such system, cybercriminals would pursue their illegal
activities from those territories. Hence, in practice, an international
enforcement system would not provide significant added value to
the contribution already obtained through international
cooperation.

However, as a final note, the judge we have contacted within
the Ministry of Justice’s Department for Mutual Assistance in
Criminal Matters believes that in case of specified crimes such as
child pornography, a treaty adopted within the UN may establish
such a system.

(11) Does your country allow for direct consultation of
national or international databases containing
information relevant for criminal investigations (without
a request)?

National databases may be accessed directly by the prosecutor
based on his general duties and powers concerning criminal
investigations (Arts. 161-2 CPC). In Turkey there is a network
called UYAP (which is the abbreviation for National Judicial
Network Project). Public prosecutors may access the following
records through this system: criminal records, registers of persons,
investigation and prosecution files connected with the investigation
being currently conducted, car and land registers, consular records
concerning nationals living abroad.

As for records held by other states, Turkey cannot consult
databases because there is no legal regulation on the issue in our
national law, and Turkey is not a party to the Convention on
Cybercrime, so that it cannot rely on Art. 32 of the Convention
regarding remote access. Hence, with regard to international
databases, investigative authorities would have to proceed within
the framework of international legal cooperation.
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(12) Does your state participate in Interpol/ Europol/ Eurojust

or any other supranational office dealing with the
exchange of information? Under which conditions?

Turkey participates to both Interpol and Europol.

Turkey has been a member state in Interpol since 1930. The

INTERPOL National Central Bureau (NCB) for Turkey is part of the
Central Directorate (there are also Local Directorates) of the
Directorate General of the Turkish National Police (Emniyet Genel
Midurlagu). All Turkish investigations with an international
connection are conducted by INTERPOL Ankara, in coordination
with the Turkish Ministry of Justice and partner law enforcement
agencies in Turkey. Created in 1930, INTERPOL Ankara is one of
the first and oldest INTERPOL NCBs. INTERPOL Ankara comprises
a satellite unit within the Istanbul City Police Department, Turkey’s
largest police department. Its core missions comprise’:
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Cooperation with the international police community in
investigating criminal activities and organizations;

Taking necessary measures to prevent international crime;

Monitoring and arresting international criminals and
organizing their extradition, in liaison with partner NCBs;

Submitting applications to the INTERPOL General Secretariat
for the publication of all categories of notices;

Sharing of INTERPOL criminal information and intelligence
with Turkish authorities;

Organizing training activities on international police
cooperation matters to increase awareness within Turkish
law enforcement agencies;

Inform Turkish authorities about emerging international
crime trends and techniques and methods adopted to
prevent them.

http://www.interpol.int/Member-countries/Europe/Turkey [last visited 01/01/2013]
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Since Europol is the law enforcement agency of the European
Union, Turkey is not a member. However, there is a strategic
agreement between Europol and Turkey (Agreement on
Cooperation between the European Police Office and the Republic
of Turkey, see, in particular, Articles 5-6 concerning requests for
cooperation)*.

Since Eurojust is an institution of the European Union, Turkey
only occasionally sends representatives with observer status.

In general, it is stated that “Turkey has a positive approach to
judicial co-operation, more precisely; incoming requests are carried
out in a flexible and a cooperative manner. Turkey carries out
requests of mutual assistance in criminal matters basically within
the framework of “European Convention on Mutual Assistance in
Criminal Matters.”’%

(E) Human rights concern

(1) Which human rights or constitutional norms are
applicable in the context of criminal investigations using
information technology?

In the context of criminal investigations using information
technology, there are a lot of human rights and constitutional
norms in Turkish law. First, Article 20 of the actual Constitution
whose title is “Privacy” protects the right to privacy and family life.
Its 2" paragraph forbids any search of person or his belongings
unless there is a judge decision or, in cases where delay is
prejudicial, a written order an agency authorized by law which is
lifted if it is not approved by the judge within 48 hours. Its 3™
paragraph added in 2010 allows treatment of personal data in cases
described by law or where there is a personal consent. It recognizes
also rights to access to these data, to demand correction or deletion
and to check out whether they are properly used or not.

32
33

https://www.europol.europa.eu/sites/default/files/flags/turkey_.pdf [last visited 01/01/2013].
CyberCrime@IPA project, Turkey Country profile (Version 25 January 2011), (http://www.
coe.int/t/dghl/cooperation/economiccrime/cybercrime/documents/countryprofiles/
cyber_cp_Turkey_2011_January.pdf), p. 37 [last visited 01.01.2013].
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Nevertheless as the Law on Protection of Personal Data still is a
draft before the Turkish Parliament, neither the personal data
concept nor their legal treatment methods are described by law in
general terms. Even if there are some particular legal provisions,
for instance in the Criminal Procedure Code, we have not had any
framework regulation on this issue yet.

Secondly, Articles 21 and 22 protect respectively inviolability of
the domicile and freedom of communication along the same line
with Article 20. They recognize the right at first and allow then any
intervention (search, seizure or wiretapping) on condition that
there is a judge decision or, in cases where delay is prejudicial, a
written order an agency authorized by law which is lifted if it is not
approved by the judge within 48 hours.

Thirdly, pursuant to the 6™ paragraph of Article 38, any illegally
obtained finding shall not be considered as evidence. This rule
forbids use of evidence obtained through violation of legal provisions
or legal principles. It binds both criminal investigation authorities
and courts and there is no exception. Nevertheless “illegally obtained
finding” concept is interpreted by courts, especially by the Court of
Cassation whose case law can vary in time.

On the other side, Turkey has to respect the human rights norms
stipulated by the European Convention on Human Rights as a
contracting state. Thus, Article 6 related to the fair trial and Article
8 related to the private life are especially applicable to criminal
investigations using information technology in the light of case law
of the European Court on Human Rights. Moreover, pursuant to
Article 90 of the Constitution, an international treaty ratified by
Turkey bears the force of law and when there is a conflict between
such a treaty concerning fundamental rights and a national law, the
provisions of the former prevail.

(2) Is it for the determination of the applicable human rights
rules relevant where the investigations are considered to
have been conducted?

All of Turkish law enforcement authorities and courts must
respect and apply above mentioned rules and norms. Thus, it is
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clear that they are applicable to investigations conducted in Turkey
and those conducted by foreign law enforcement authorities in the
context of mutual assistance (e.g. rogatory). Consequently, if there
is a violation of these rules, the Turkish authority (police,
prosecutor or court) must not to consider this finding as evidence
(Art. 38 par. 6 of the Constitution).

(3) How is the responsibility or accountability of your state
involved in international cooperation regulated?

As there is not any special regulation on the responsibility or
accountability of state involved in international cooperation
regulated, general rules are applicable both on national and
international levels. If such cooperation constitutes a violation
according to the Turkish Law, victims may claim compensation
from the Turkish State in the context of administrative law and
even civil law. Then, if it constitutes an offence, the perpetrator-
public officer is judged by courts (e.g. violation to privacy, Art. 134
of Turkish Penal Code; illegal recording of personal data, Art. 135
or misuse of public duty, Art. 257 etc.).

Moreover, it is possible that the international responsibility of
Turkey comes into question through an application to the European
Court on Human Rights (Art. 6 or 8 or 10).

(4) Is your state for instance accountable for the use of
information collected by another state in violation of
international human rights standards?

As above explained, Turkey is accountable both on national and
international levels for the use of information collected by another
state in violation of international human rights standards.

(F) Future developments

Modern telecommunication creates the possibility of
contacting accused, victims and witnesses directly over the
border. Should this be allowed, and if so, under which
conditions? If not, should the classical rules on mutual assistance
be applied (request and answer) and why? Is there any legal
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impediment under the law of your country to court hearings via
the screen (Skype or other means) in transnational cases? If so
which? If not, is there any practice?

In Turkey, it is legally possible to contact witnesses and experts
directly over the border through a videoconference link. Article
180 paragraph 5 of the Criminal Procedure Code states that
witnesses and experts are simultaneously heard through a voice
and image transmitting system, if available. This is also applicable
to the hearing of victim and claimant (Art. 236 par. 1). On the other
side, the Code does not allow any judgment in the absence of
accused apart from legal special exceptions (Art. 193 par. 1).
Nevertheless, interrogation of accused by the simultaneous
videoconference possibility is one of these exceptions (Art. 196
par. 4). Especially some accused in need of a treatment in hospital
have been so heard. The Ministry of Justice has issued on September
20" 2011 a Regulation on Use of Voice and Image Information
System within the Criminal Procedure, which contains a detailed
and technical explanation of this issue. Article 11 of the Regulation
states that in the context of international mutual assistance, the
concerned parties, in other words, Turkey and the other state,
determine conditions of use of such system. However, its
applicability requires a hard and expensive infrastructure and it is
very problematic with regard to security of witnesses and
authenticity of their depositions, courts traditionally prefer
rogatory methods, even if they take much more time. We think that
there should be a more secure and therefore more detailed
regulation in this field, since the actual one does not serve this
purpose.

Finally, as an exceptional case, pursuant to Article 5 of the
Witness Protection Law, courts may hear an anonymous witness
through a videoconference link, which changes his or her voices
and images. This is a non-compulsory measure among others, but
courts always apply it in such cases.
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BOLUM 4: KAVRAM ACIKLAMASI VE SORULAR

Prof. Dr. André Klip

(A) Sorularin kapsami (bkz. Giris ve Ek)

Bu Boliimdeki sorular genel olarak “siber suc” ile ilgilidir. Bu kav-
ram, bilgisayar sistemlerinin veya Internet’in diizgin isleyisi, bili-
sim ve iletisim teknolojisi vasitas: ile depolanan veya iletilen verile-
re iliskin mahremiyet ve bu verilerin butinligi, internet kullanici-
larinin sanal kimlikleri gibi, bilisim ve iletisim teknolojisinin (BIT)
kullanim ile baglantili hukuksal degerleri etkileyen ve su¢ olustu-
ran fiilleri kapsayacak sekilde anlasiimaktadir. Biitiin siber suclarin
ve siber su¢ sorusturmasinin ortak paydasi ve karakteristik ozelligi,
bunlarin bir yandan bilgisayar sistemleri, bilgisayar aglar1 ve bilgisa-
yar verileri ile, diger yandan ise siber sistemler, siber aglar ve siber
veriler ile baglantili olmalaridir.

Ulusal raportorler, baska soru veya aciklamalar icin genel rapor-
tor Prof. Dr. André Klip ile baglantiya gecebilirler: andre klip@ma-
astrichtuniversity.nl

(B) Yargi yetkisine iliskin sorunlar

(1) (@) Ulkeniz, siber uzayda islenen bir sucun islendigi yeri nasil
belirlemektedir?

(b) Ulusal hukukunuz, bilginin ve delillerin bulundugu yeri belir-
lemeyi zorunlu ve olanakli gormekte midir? Agda bulunabilecek
olan bilginin yeri neresidir? Kullanicinin bilgisayarinin bulundugu
yer midir? Ag servis saglayicisinin (hukuki veya fiili) yerlesim yeri
midir? Hangi servis saglayic1 dikkate alinmaktadir? Veya, veriyi ulasi-
labilir kilan bireyin bulundugu yer midir? Bu sorular hukuken ge-
cersiz ise, lutfen bunun nedenini aciklaymniz.

(2) Ceza adaleti sisteminizde siber suc, locus delicti’'nin (sucun
islendigi yerin) saptanmasina muhta¢ midir, degil midir? Neden
(neden degil)?
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(3) Internet tizerinden nefret sOylemi, hacking (bilgisayar sis-
temlerine izinsiz erisim), bilgisayar sistemlerine gerceklestirilen
saldirilar gibi siber suclara yarg: yetkisine iliskin hangi kurallar uy-
gulanabilir? Devletinizin bu gibi suclara iliskin yarg: yetkisi bulun-
mamakta ise, bu durum bir sorun olarak kabul edilmekte midir?

(4) Ulusal hukukunuz, yargi yetkisi catismalarinin 6nlenmesi
veya bu konudaki anlasmazliklarin giderilmesi bakimindan kurallar
ongormekte midir? Bunlara iliskin herhangi bir uygulama var midir?

(5) Ceza adaleti sisteminizde siber suclar, yargi yetkisine iliskin
ilkeler olmadan da var olabilir mi? Esasinda bu durum, ulusal ceza
hukukunun evrensel olarak uygulanmas: anlamina gelecektir. Bu
durum bazi sug¢larla sinirlandirilmali mudir, ya da bir sozlesme teme-
linde kosula baglanmalr midir?

(C) Maddi ceza hukuku ve yaptirumlar

(1) Ulusal ceza adaleti sisteminizde hangi siber suc tiplerinin
sinir asan boyutlar: oldugu kabul edilmektedir?

(2) Siber suc tiplerinin tanimlarinda yarg yetkisine iliskin unsur-
lar ne Olcuide yer almaktadir?

(3) Faillik, su¢ anlasmasi veya diger istirak tiirlerine iliskin genel
kisimda yer alan kurallarda yargi yetkisine iliskin unsurlar ne olciide
yer almaktadir?

(4) Siber suc tiplerinin bir devlet tarafindan kendi basina diizen-
lenebilecek bir sorun oldugunu dusuntyor musunuz? Eger Oyle ise,
bir devletin bunu ne sekilde yapabilecegini belirtiniz. Eger degil
ise, neden yapamayacagini aciklayiniz.

(5) Ulusal ceza adaleti sisteminiz, (uluslararasi) tiizel kisilerin / ser-
vis saglayicilarin ceza sorumlulugunu kabul etmekte midir?
Sorumlulugun ytiklenmesinin yargt yetkisine iliskin sonuclart var midir?

(D) Ceza hukukunda adli isbirligi

(1) Bilisim teknolojisinin Ozellikleri karsilikli yardimlasmanin ni-
teligini ne olcuide degistirmektedir?
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(2) (@) Ulkeniz, (kablosuz) telekomiinikasyonun denetlenmesine
iliskin diizenlemeler ongormekte midir? Hangi kosullarda?

(b) Bir servis saglayicinin veya uydunun ulke sinirlart disinda
bulunmasi, ne olcude etkilidir?

(o) Ulusal hukukunuz, telekomunikasyonun denetlenmesi
bakimindan karsilikli adli yardimlasmaya iliskin diizenleme-
ler ongormekte midir? Ulkeniz bu alanda uluslararas: sozles-
melere taraf olmus mudur?

(3) Internet tizerinden uygulanan arama tedbiri ve baska yerde
bulunan bilgisayarlarin ve aglarin iceriginin denetlenmesine iliskin
baska yontemler s0z konusu oldugunda, bu yondeki taleplerin red-
dine yonelik genel kurallar ne olciide uygulanabilmektedir?

(4) Failin davranisinin, fiilin su¢ olarak diizenlenmemis oldugu
bir devlette gerceklesip, fiilin su¢ olarak duzenlenmis oldugu bir
devlette etki dogurmasi halinde, ulusal hukukunuz adli yardimlas-
ma talebinin mesruiyeti bakimindan cifte cezalandirma kosulunu
aramakta mudir?

(5) Ulusal hukukunuz ulke disinda ceza sorusturmalarina izin
vermekte midir? Hangi kosullarda? Litfen, gerek ulusal kolluk ve
sorusturma makamlarinin bilgiye ihtiya¢c duydugu haller, gerekse
yabanci makamlarin devletinizde bulunan bilgiye ihtiya¢c duydugu
haller bakimindan ayr ayr1 yanitlayiniz.

(6) Self service (baska bir devlette bulunan delilin 6nceden izin
almadan elde edilmesi) durumuna izin verilmekte midir? Self servi-
ce durumuna izin verilebilmesi icin hangi kosullarin bulunmas: ge-
rekir?

(7) Eger yukaridaki soruya verdiginiz yanit olumlu ise, so6z konu-
su mevzuat, kamusal olarak erisilebilen aglarda, ya da tulkenizin di-
sinda yer alan bilgisayarlarda gerceklestirilen arama tedbirlerine de
uygulanabilir mi?

(8) Ulkeniz Yolcu Isim Kayd: (YIK) (Passenger Name Record —
PNR) anlasmalarina (mali islemler, DNA alisverisi, vize sorunlari
v.b.) taraf midir? Liitfen, veri alisverisinin ulusal hukukta ne sekilde
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uygulandigina iliskin ayrintli bilgi veriniz. Ulkenizin veri alisverisi
icin 7/24 temelinde donanimli personel bulunduran bir ¢agri birimi
mevcut mudur? Yanitinizi, ceza sorusturmalarinda kullanilan bilgi-
lere iliskin sorunlarla baglantili olarak sinirlandiriniz.

(9) Yukaridaki soruya verdiginiz yanitta sozu edilen veriler ceza
sorusturmast alaninda ne olctide ve hangi hukuki temele dayanarak
alisverise tabi tutulabilir? Tlgili kisi, bilgileri engelleme / diizeltme /
silme imkanina ne olcuide sahiptir? Bu bilgiler ne ol¢ude delil olarak
kullanilabilir? Ulkenizin hukuku, hukuka aykir bilgiler iceren bir
Internet sitesinde uyar/kaldir sistemine izin vermekte midir? Servis
saglayicinin ya da site sahibinin bulundugu yer veya diger herhangi
bir yabanci unsur burada rol oynamakta midir?

(10) Siber su¢ alaninda (6rn. Internet yasaklama emirleri veya
erisim kosullarinin kaybina yonelik) kararlarin uygulanmas: baki-
mindan uluslararasi bir takip sisteminin olusturulmas: mumkun
mudiir? Neden (neden degildir)?

(11) Ulkeniz, ceza sorusturmalari ile ilgili bilgileri iceren ulusal
veya uluslararasi veri tabanlarina dogrudan (talepte bulunmaksizin)
basvuruya izin vermekte midir?

(12) Devletiniz Interpol/Europol/Eurojust veya bilgi alisverisi ile
ilgili diger herhangi bir ulusaltistii buiroya katilmakta midir? Hangi
kosullarla?

(E) insan haklar: sorunlart

Bilisim teknolojilerinin kullanildig1 ceza sorusturmalar: bagla-
minda hangi insan haklar1 veya Anayasal normlar uygulanabilir nite-
liktedir? Sorusturmalarin nerede yurtitilmus oldugunun kabuld,
uygulanabilen insan haklar1 bakimindan onem tasimakta midir?
Uluslararasi isbirligine katilmis oldugunda devletinizin sorumlulugu
ne sekilde diizenlenmistir? Ornegin devletiniz, baska bir devlet tara-
findan uluslararasi insan haklar standartlarina aykiri olarak toplan-
mus olan bilgilerden dolayr sorumlu tutulabilir mi?
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(F) Gelecekteki gelismeler

(1) Modern telekomiinikasyon, saniklar, magdurlar ve taniklar ile
sinir Otesinden dogrudan baglanti kurma imkani tanimaktadir. Bu
duruma izin verilmeli midir, ve eger verilmeli ise, hangi kosullar al-
tinda? Eger verilmemeli ise, karsilikli adli yardimlasmaya iliskin kla-
sik kurallar (talep ve cevap) uygulanmali midir, neden?

(2) Ulkenizin hukukunda, sinirasan davalarda mahkeme Oniinde
ifadelerin goruntiilleme yontemi ile (Skype veya baska yontemler
kullanilarak) alinmasina karsi hukuki bir engel bulunmakta midir?
Eger Oyleyse, bu engel nedir? Eger degil ise, bunun herhangi bir uy-
gulamasi var mudir?

(3) Bilisim toplumu ve uluslararas: ceza hukuku ile ilgili olup ul-
kenizde gunumiuzde bir rol oynayan ve yukaridaki sorularda degi-
nilmemis bulunan baska bir sorun var midir?
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EK- KAVRAM RAPORU

Prof. Dr. André Klip

(1) Giris

Modern toplumun bilgi toplumuna dontismesi gercegi uluslarara-
st ceza hukukunun farklt yonleri tizerinde carpict sonuclar dogura-
bilir. Bu durum, kurumumuzdaki yenilenen ilgiyi hakli ¢ikarmakta-
dir. Epeyce bir siire gecmis olmasina ragmen, bu AIDP’nin konuyu
ilk incelemesi degildir ve durumlar degismistir.! Bagska hususlarin
yansira, toplumumuzun kiiresellesmesi; insan davranislarinin, hare-
keti ilk baslatanin bulundugu yer disinda bircok yerde de etkisi ola-
bilecegi anlamina gelmektedir. Google Earth, Street View, Facebook
ve Hyves bize gostermistir ki cogu kisi icin baskalarinin goremeye-
bilecegi cok az sey kalmustir. Buyuk Birader bizi gozetliyor, uluslara-
rast hukuk icin sonuclari ne oluyor? Bulut bilisim, verilerin nerede
saklanacagi ve buna hangi mevzuatin uygulanacagi sorusunu ortaya
cikarmaktadir.?

Ceza hukuku baglaminda hareketin bu “smirlart asan etkileri”
telekomtuinikasyon, bilgisayar ve web gibi belirli teknolojilerin kul-
lanilmasindan kaynaklanabilir. Bilgisayar korsanlart (hacker’lar) bir
devletin sinirlart icinde bulunan bir iletisim agina veya kisisel bir bil-
gisayara dunyanin diger bir ucunda bulunan baska bir bilgisayardan
erisebilir. Nefret sOylemleri Twitter, elektronik postalar ya da Youtu-
be kayitlart araciligryla dile getirilebilir ve diinya capinda yayilabilir.
Maddi unsurla baglantili olarak yarg: yetkisi ve sucun islendigi yer
ile ilgili cesitli sorunlar ortaya ¢ikabilmektedir.

Modern zamanlarda islenen suclarin sorusturmalari yontuinden,
bilgi toplumu yeni durumlar ve yeni sorular dogurmaktadir. Cocuk

1 Cole Durham tarafindan hazirlanan genel rapora bakiniz, The Emerging Structures of Crimi-
nal Information Law: Tracing the Contours of a New Paradigm, 64 RIDP 1993, p. 79-117.

2 Bkz. Laviero Buono, the Global Challenge of Cloud Computing and EU Law, Eucrim 2010,
p. 117-124
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pornografisi tiretimi ve urunlerinin dagitimi sebebiyle uluslararasi
bir iletisim aginda yapilacak sorusturmalar internet sitelerinin ziya-
ret edilmesini, korunan alanlara girmeyi, mail kutularina, tartisma ve
haber gruplarini incelemeyi ve bilgisayarlarin miinferit IP adresleri-
ni saptamayi gerektirebilir.

Ayrica iletisimde kullanilan kablosuz yontemler de, verilerin ak-
tarim1 birden cok devleti veya uluslararast kurumu ilgilendirebile-
ceginden, emniyet teskilat: icin yeni problemler yaratmaktadir. Bir
uilkede bulunan bir kimse diger bir tilkede bulunan biri ile cep tele-
fonu kullanarak konusabilir. Ancak, bu goriismeyi ileten uydu(lar)
baska tilkelerde veya uzayda yer alabilir. Bu durum goriismeyi denet-
leme imkanlar: acisindan ne ifade etmektedir?

Devletlerin terorist saldirilara karsilik verebilmesini veya bu sal-
dirilart onlemesini saglayacak belirli bir bilgi toplama pozisyonuna
sahip olmanin onemli oldugu c¢esitli durumlarin s6z konusu oldugu
zamanlarda, devletler Yolcu Isim Kaydi anlasmalarini imzalamslar-
dir. Buna ek olarak, devletler bilgiyi saglayan devletin mudahalesi-
ne gerek olmaksizin, dogrudan basvurulabilen (ortak) veri tabanlari
gelistirmislerdir. Mesela Avrupa Birligindeki baz1 devletler arasinda,
DNA-veri tabani, yeni bir ornegin daha onceden var olan bir DNA-
profiliyle eslesip eslesmedigi hususunda, ulusal veri taban: yaninda
“isbirlik¢i” devletin veri tabanina da ulasma imkan: vermektedir.

Siber sucun ortaya c¢ikisi, uzunca bir suredir var olmasina karsin,
bu zamana kadar uluslararas: duzeyde fazla bir yasama faaliyetine
neden olmamustir. Bu konuyla ilgili temel dokumanlar, Siber Suc¢
Sozlesmesi® ve bilgisayar sistemleri araciligtyla islenen k¢t nitelik-
teki ve yabanci dusmanligr niteligindeki davranislarin suc¢ sayilmasi-
na iliskin Ek Protokoliidiir’. Siber Su¢ Sozlesmesini kaleme alanlar,
sozlesmenin gerekliligini toplumun genelinde meydana gelen tum
gelismelere baglamislardir®. Bunlardan bagska uluslararasi, bolgesel

N W

Budapeste,23 Kasim 2001,ETS 185, 8 Kasim 2010 itibariyle 30 onay.

Strasburg, 28 Ocak 2003,ETS 189, 8 Kasim 2010 itibariyle 18 onay

Siber Suc Sozlesmesi’nin girisinde global bilgi toplumunda uluslar aras1 yasal diizenlemelere
duyulan ihtiya¢ asagidaki tezlerle ifade edilmistir. ‘Oncelikli bir konu olarak, siber suclara
karst toplumun korunmasint amaclayan ortak bir ceza hukuku politikasinin, diger 6nlem-
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ve ulusal diuzeyde baska hangi belgeler bulunmaktadir? Devletler
yasama yapabiliyorlarsa da, teknolojik ilerlemeler 6zel kurumlarin
roliinti de giderek daha onemli hale getirebilmektedir.

(2) Uluslararasi1 yanlarina odaklanma

Temel kural olarak, 4. boltimdeki ulusal raportorleri ilgilendiren,
ulusal hukuk kurallarinin her bolimuntin uluslararast yonlerine
odaklanilacag: 6nemlidir. Ornegin delillerin toplanmas: ve degeri
belirlenmis oldugunda, 4. boliim icin hangi devletin mevzuatinin
bunlara uygulanabileceginin nasil belirleneceginin bilinmesi, bu de-
lilin ulusal ceza yargilamas: sisteminde delil mahiyetinin nitelendi-
rilmesinden daha onemlidir. Ulusal raporun odagi her zaman, ulusal
hukuk durumunun, uluslararasi: baglam icinde izahi1 olacaktir.

(3) Suclar iizerinde yargilama yetkisine ve suclarin islendigi
yere iliskin sorular

Eski hukuki kavramlar teknik gelismelerin artan onemine ayak
uydurmada zorluk cekebilir. Ge¢cmiste hareketin yerini tespit edebil-
mek nispeten daha kolayken; siber alanda bu tespiti yapmak gitgide
daha zor hale gelmektedir. Devletler genelde olumsuz yetki uyus-
mazhigindan kacinma egiliminde olup, kendi ceza hukuklarmnin uy-
gulama alanlarimi gittikce genisletmislerdir. Devletler bu problemi
yargilama yetkisi kurallarinin genisletilmesiyle c¢ozmek niyetinde-
dirler. Ayrica bu gibi suclarin sinir Otesi niteligi birden fazla yargila-
ma yetkisinin bulundugu durumlar: da ¢cogaltmistir.

Ceza hukukunun smir otesi uygulamalarinin genisletilmesi faa-
liyetlerinin sonucunda isin dogasi geregi pozitif uyusmazliklar or-

ler disinda, uygun yasal diizenlemelerin uygulamaya konmasit ve uluslararasi dayanisma-
nin tesvik edilmesi yollartyla, izlenmesi gerektigine kanaat getirilmis; Bilgisayar aglarinin
kiiresellesmeye devam etmesi ve yakinlagsmasi ile dijitallesmenin sebep oldugu biiytik de-
gisikliklerin bilincine varilmistir. Bilgisayar aglart ve elektronik bilgilerin sug islemek icin
kullanilmas: ve boyle bir sucla ilgili delillerin bu aglar vasitastyla aktarilmas: ve saklanmasi
riskinden dolay1 kaygi duyulmustur. Siber suclarla miicadelede 6zel sanayi ve devletler ara-
sindaki isbirligine duyulan ihtiya¢ ve bilgi teknolojilerinin gelismesi ve kullaniimasindaki
hukuki menfaatin korunma ihtiyaci kabul edilmistir. Cezai konularda siber suclarla etkili
miuicadelede yiiksek, hizly, iyi isleyen uluslararasi dayanismanin gerekliligine inandmaistir.’
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taya cikmaktadir. Bunun sonucunda pek cok soru ortaya atilabilir.
Bu faaliyetler onlenmeli midir? Bu sorunsal bir durum mudur? Bu,
uygulamada ciddi sorunlara neden olur mu yoksa sadece akademik
bir sorunun temeline mi iliskindir®?

Butun devletlerin yargilama yetkisini genisletmesi, yarisan yargi
yetkilerinin kendiliginden ortaya ¢ikmasi sonucunu dogurur. Bu du-
rum da sucun islendigi yerin (locus delicit) bulunmasinin zor olabi-
lecegi, bazi fiillerin su¢ mahalli olmadan da islenip islenemeyecegi
sorusunu dogurur. Bu nedenle temel bir mesele, yargilama yetkisine
iliskin ilkeler olmadan, modern suclarin olusup olusamayacagidir ki
bu da oztinde ulusal ceza hukukunun evrensel olarak uygulanabilir
oldugu anlamina gelecektir. Bu izlenebilir bir yol mudur? Bu husus
belirli suclarla, ornegin sozlesmesel esaslarla suc¢ sayilan ve sinir Ote-
si yargilama yetkisi verilen suclarla’, sinirlandiridmali mdir, yoksa
tim suclar icin buna izin verilmeli midir? ikinci durumda, cazip bir
¢ozum gibi gortinen, ulusal ceza hukukunun diunyanin her yerinde
uygulanabilmesi s6z konusudur. Bu durum sadece aralarinda belirli
bir bag bulunan davalarin kovusturulmasina izin verilerek ¢ozulebi-
lir mi? Fiiliyatta yarisan yargi yetkisi ne derecede hareketsizlige yol
acar? Bu durum bazi devletlerin, ulke sinirlart disinda islenen suclar
hakkinda suc¢u yargilama yetkisine sahip baska bircok devletin de
olmas1 sebebiyle, sorusturma veya kovusturma yapmadigi, bir “mu-
dahale etmeme etkisi’ne goturur mii?

Sucun islendigi yeri belirlemenin zor oldugu veya sucun islen-
digi yer nedeniyle yarisan yargi yetkisinin so6z konusu oldugu bazi
suclarda uluslarustu bir yargt yolu ongormek de konuya bagka bir
yaklasim yontemi olabilir. Elbette bunun avantaji uluslariistii mahke-
menin katilan devletleri de baglayacak sekilde hukuki uyusmazligi
cOzme guiciine sahip olmast olacaktir. Ayrica daha iyi uzmanlasmis
bir mahkeme ve kovusturma, ulusal kanun uygulayict makamlarin

6 Yakin ge¢miste Hollanda Adalet Bakanligini tarafindan gercgeklestirilmis karsilastirmali bir
calismada, Klip ve Massa Devletler’ in tilke topraklart disindaki su¢ mahallerinde (locus
delicti) islenen suclar icin neredeyse hi¢ kovusturma yapilmadigt sonucuna varmislardir.
Bkz. André Klip ve Anne-Sophie Massa, Communicerende grondslagen voor extraterrito-
riale rechtsmacht, Maastricht University 2010 http://www.wodc.nl/onderzoeksdatabase/
vestiging-rechtsmacht.aspx?cp=44&cs=6802

7 Ornegin, Siber Suc Sézlesmesi.
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imkanlarmin ¢ok daha otesine gecen, belirli tiir sinir asan suclarin
ustesinden de gelebilir. Kurumlar icin bir uluslararast sorumluluk
fiiliyatta nasil isleyebilir? Ancak bu durum ayni zamanda, hukukun
uygulanmasinda daha fazla ayrismaya goturecek, bir baska uluslara-
rast mahkeme daha kurulabilecegi anlamina da gelir.

Sucun isledigi yerin tespitinin zorluguna eklenen bir unsur da,
cifte cezalandirma gerekleridir. Evrensellik ilkesi disindaki cogu
yargilama ilkesi, fiilin, islendigi yerin hukukuna gore de suc teskil
etmesini gerektirmektedir. Bilgi toplumundaki gelismeler dikkate
alindiginda, bu sartin hala amaca hizmet edip etmedigi sorulabilir.
Gunumiiz bilgi toplumu baglaminda ve gelecek on yillarda, aranan
cifte cezalandirma sartlarini surdiirmenin gerekcesi nedir? Bu olma-
dan da yapamaz mry1z? Kural kaldirilacak olsa, hangi meseleler teh-
like altinda olacaktir? Cifte cezalandirma kuraliyla korunan menfaat-
ler, baska sekillerde glivence altina alinamaz mi?

(4) Sorusturmalara iliskin sorular

Bu zamana kadar, ulke sinirlart disindaki delillerin toplanmasty-
la ilgili kurallar, acik ve anlasilirdi. Eger kanun uygulayict makam-
lar baska bir yerdeki delile ve bilgiye ihtiyac duyuyorlarsa, yabanci
yetkililerden bunu talep etmek zorundadirlar. Bir tlkenin emniyet
gorevlisi ihtiyac duydugunu almak icin baska bir devletin topragi-
na izinsiz olarak giremez. Mevcut durumdaki kosullar gecmise gore
oldukca farklidir; ¢linkii telekomiinikasyon aglari, kanun uygulayici
makamlarin kendi tilkelerini terk etmeden bilgi ve delil elde etme-
lerine olanak saglamaktadir. Sorulacak ilk soru bilginin ve delilin
bulundugu yeri belirlemenin gerekli ve mumkun olup olmadig: so-
rusudur. Birinin internet agi uzerinde bulabilecegi bir bilgi aslinda
nerededir? Bilgisayar kullanicisinin fiziksel olarak bulundugu yerde
midir? Ag saglayicisinin (hukuki ya da fiili olarak) bulundugu yerde
midir? Bu hangi ag saglayicisidir? Ya da veriyi erisilebilir kilan kisinin
bulundugu yer midir?

(Bilgi ve delillerin yerini tespit etmenin hala miimkuin oldugu
kabul edildiginde) Bilgi toplumu ve cezai sorusturma amaclar: icin
bilgi ve delil toplama kapsaminda; bircok durum dikkate degerdir:
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1. Aleni bilgi ve delil. Bu, internette gezinerek kolayca erisilebile-
cek halka acik bilgidir. 2. Korunan bilgi. Kamuya acik olmayan fakat
hack’leme sonucunda elde edilebilecek bilgidir. 3. Baska bir ulkede-
ki bir bilgisayarin ya da bilgisayar aginin ele gecirilmesini gerektiren
bilgi ve deliller.

Devletler, yabanci kanun uygulayict makamlarinin temsilcilerinin
kendi topraklarinda fiziksel olarak bulunmasini yasaklayan kat1 ku-
rallara sahip olmaya devam etmektedir®. Modern suclar kapsaminda
bu kurallar yine de uygulanacak midir? Bu kurallar, kanun uygulay1-
c1 makamlarin temsilcilerinin tilke topraklarina fiziken girmedikleri;
fakat baska ulkede bulunan bir bilgisayarda veya bilgisayar aginda
arastirma yaptiklart zaman da uygulanacak mudir? Ayni kurallar uy-
gulanacak mudir ve eger Oyleyse bu kurallar nasil uygulanacaklar?
Fiziksel varlig1 yasaklayan kurallar uygulanmayacaksa eger, bunun
sebebi nedir?

Cezai konularda yardimlasma ile ilgili alisilmis kurallarin uygulan-
mamasinin sonucu sembolik olmaktan otedir. Bu durum bagka bir
ulkeden bundan sonra yardim istenmemesine ve baska bir uilkeye
yardim verilmemesine; tulkenin bilgiyi yalnizca kendi imkanlariyla
elde etmesine (self-servis) sebep olacaktir. Bu, reddin klasik gerek-
celerinin (cifte cezalandirma, sucun dogast, cifte yargilama vb.) artik
uygulanamayacak olmasi durumuyla sonuclanabilecektir. Bu alanda
ret sebeplerinin uygulamasini1 azaltmak mumkiin veya gerekli ola-
cak mudir? Self-servisi cezai konularda uluslararas: yardim yontemle-
rinden biri olarak kabul etmenin (teorik/pratik) sonuclar: nelerdir?

Bir kere daha, teknik imkanlarin hukuki ilerlemeleri ve imkanlari
belirleyebilecegi anlasiimaktadir. Bu olgu, hukukun ilerlemesi icin
onceligin nerede olmasi gerektigi hakkinda oldukca ilgin¢ teorik
sorulara gotiirmektedir. Bununla birlikte, daha ziyade pratik huku-
kun dogasiyla ilgili sorular da vardir. Bunun bir ornegi kablosuz te-
lekomunikasyona miudahale ile ilgilidir. Eger iki kisi cep telefonu

8 Polis memurlari, yalnizca kanunlastirilmis bir uluslararast anlasmaya veya somut olayda 6zel
olarak verilen bir izne dayanarak bagka bir tilkeye girebilir ve gorevlerini yerine getirebilir.
Zorlayict tedbirlerin kullanilmasi genel olarak kabul edilmemistir. Sinir Otesi sicak takip du-
rumunda bir kacagin yakalanmasi gibi kiicuik istisnalar ile birlikte bkz. Schengen Anlasmast
Uygulama Soézlesmesi Md. 41
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kullanarak konusuyorlarsa; bu, alti devleti ilgilendiren bir konu
olabilmektedir’®. Biitiin bu devletler, konusmalara mudahale yapilip
yapilamayacagi konusuna dair so6z hakkina sahip midir? Ya da bu,
miidahale etmek isteyen devletle mi sinirlt olmalidir? Oyleyse veya
oyle degilse, neden?

Baz1 devletler ve uluslararas: orgutler, dunyadaki her yerin acgik
ve detayli bir gortiintiisiine sahip olmay saglayan uydulara ya da bas-
ka cihazlara sahiplerdir. Hukuk, bunun ceza sorusturmasi ve yargila-
masi amaclari icin kullanilmasini duzenleyebilir mi? Eger diizenleye-
bilirse, hangi seviyede duzenlenmelidir -ulusal m1 uluslararast mi- ve
bu durumda s6z konusu olan sorunlar nelerdir'’?

(5) Cezai konularda klasik karsilikli yardimlagsmaya iliskin
sorular

Bilgi toplumu, yardimlasmanin dogasini ne olcude degistirmis-
tir''? Her ne kadar kendi kullanacagin bilgiyi kendi basina elde et-
menin baz turleri gundeme gelmis ve hukuken kabul edilmis olsa
da, bilgi toplumundaki ileri gelismelerle, cezai konularda karsilikl
uluslararast adli yardimlasmanin tamamen yok olmasi olast degildir.

Yurtdisinda yasayan insanlarla isitsel-gorsel teknikler (Skype, vi-
deo konferans) vasitastyla konusmanin gittikce daha kolay hale gel-
medigi gercegi, suclularin kovusturma amacli iadesinde daha yuiksek
bir esige varmanin gerekip gerekmedigi sorusunu dogurmaktadir.
Sanigin yargilandig: uilkede bulunmamasi halinde, iadenin gercek-
lesmesi muhtemeldir. Sami@in ozguirlugune iliskin ciddi ihlaller goz
onune alindiginda, durusmanin video baglantis1 araciligryla yurutul-
mesinin tercih edilip edilmeyecegi sorusu giindeme gelebilir. Ayni
zamanda masumiyet karinesi de suclularin iadesi kurumunun kiilfeti
ile catisacaktir. Suclularin iadesini, hakkinda mahkumiyet karari ve-

10
11

Gert Vermeulen, Wederzijdse rechtshulp in strafzaken in de Europese Unie, dissertation
Gent 1999, p. 224-293.

George Orwell’in tinlii romant 1984 ‘te 6ngoriilen televizyon ekranlarini hatirlatmaktadir.
Siber Suc Sozlesmesi’'nin, cezai konularda uluslararast yardimlasmayla ilgili klasik ilkeleri
- yardim saglanmasi icin bir devlet tarafindan digerine gonderilen talep - tamamen benim-
sendigini gormek ilginctir.
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rilmis kisiler hakkinda mi1 uygulamaliy1z? Gercek mahkeme salonun-
da kimse bulunmadiginda, durusmalarin gorulebilecegi sanal bir
mahkeme salonu mu tasarlamaktayiz?

Benzer sekilde, modern telekomtinikasyon; saniklar, magdurlar
ve taniklarla dogrudan iletisim kurulmas: ihtimalini yaratmaktadir.
Buna izin verilmeli midir ve eger izin verilirse hangi sartlar altin-
da izin verilmelidir? Eger verilmezse, yardimlasmaya iliskin klasik
kurallar(talep ve cevap) uygulanmali midir ve neden uygulanmali-
dir? Bircok bilgiye her haltikarda serbestce erisilebiliyor olmasi ve
bircok davada miidahil olan insanlarin bilgiyi iradi bir sekilde bil-
diriyor olmalar1 gercegi, devletlerin neden hala, yardimin verilip
verilmeyecegi konusunda kontrol yetkisine sahip oldugu sorusunu
dogurmaktadir. Ote yandan, bir hareketin ifade 6zgiirliigiiniin veya
ciddi bir suc¢ olan gizliligin ihlalinin alanina girip girmeyecegi dustin-
cesi farklilik gosterebilir. ABD nin, Irak savastyla ilgili bircok gizli ve
erisimi kisitlanmis belgenin Wikileaks araciligiyla erisilebilir kilin-
dig1 gercegini arastirmak icin bazi bilgileri talep ettigini farz ediniz.

Bilgi aktarimina dair verilerin korunmasina iliskin yukumluliikler
nelerdir? Ag saglayicilarinin, baska devletlerin kanun uygulayict ma-
kamlan tarafindan yapilan degisik ve karmasik yardim talebine uya-
cak sekilde aglarini diizenleme zorunlulugu var midir? Iigili devlette
herhangi bir yeri olmayan ag saglayicilari ile bu nasil yapabilir? Ayri-
ca daha genel bir esas da, ilgili mevzuatin disinda, bilgi toplumunda
islenen suclarla nasil tistesinden gelinecegini devletlerin gerekli tek-
nik bilgiye (know-how) sahip olup olmadig: sorunudur.

(6) Bilgi pozisyonuna ulasma ile ilgili sorular

Ozellikle, teror ile miicadele tedbirleri kapsaminin bir parcast
olarak, ulkeler, teror saldirilarin ve diger suclarin meydana gelme-
sini engellemek icin iyi bir bilgi pozisyonuna ulasmak isterler. Ge¢-
miste hava trafiginin teror saldirilarinda arag¢ olarak kullanimi goz
onunde bulunduruldugunda, devletler yolcular ve ucaklarin yukleri

12 Hans Nijboer tarafindan verilen tanima atifta bulunulmustur, 3.Bolimiin Genel Raportort:
‘Muazzam miktarda isletimsel bilginin varligt ve kullanilmasi bazen savcilik ve sorusturma
makamlarinin bilgi mertebesi olarak adlandirilmistir.
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hakkinda daha fazla bilgi sahibi olmaya Oncelik vermeye basladilar.
Yolculara iligkin olarak, Yolcu Ismi Kayitlart (PNR) anlasmalart adiy-
la anilan anlasmalar sonuclandirildi.” Finansal islemler ve vize islem-
leri gibi baska alanlarda da veri alisverisi yapildu.

Burada ozel hayatin gizliligine iliskin diizenlemelerin sinirlart ici-
ne giriyor oldugumuz gerceginin farkinda olmaliyiz. Bu yuzden bir
yandan tartismalarimizin odak noktasinin 6zel hayatin gizliligin ko-
runmasinin unsurlart tzerinde olmasi engellenmeliyse de, diger bir
taraftan, ozel hayatin gizliligi hakkinin bazi esaslarinin incelenmesi
kacinilmaz olacaktir. Ulusal Raportorlerin, ceza sorusturmalar: icin
yapilan PNR sozlesmesine gore, goc politikasi veya genel olarak veri
elde etme gibi diger amaclarla degil, ceza sorusturmalarinda gonde-
rilen veya degis-tokus edilen verilerin (finansal ya da herhangi diger
islemler) kullanimina odaklanmalar: istenmektedir. Veriler cezai so-
rusturmalarda hangi sinirlarda ve hangi yasal dayanaklarla karsiliklt
degisilecektir? S0z konusu kisi ne olcude bilgi engelleme,/ duizelt-
me/silme imkanina sahiptir? Degis-tokus edilen veriler ne olctide
kanit olarak kullanilabilir?"

Yakin zamanda olan bir bagka gelisme ise uluslarustt veri taban-
larinin kurulmasi ve birbirlerinin veri tabanlarina ¢evrimici danisila-
bilmesidir. Buna bir 6rnek Avrupa Birligi’'nde, bazi iiye devletler ara-
sinda kurulmus, dogrudan sisteme dahil diger bir tiye devletin DNA,
ara¢ plakalari kodlar1 ve parmak izleri verilerine ulasabilmelerini
saglayan mekanizmadir®. Bunun sonuclarindan biri, artik verisi kul-

13

14

15

Avrupa Birligi bu konuyla ilgili olarak Amerika Birlesik Devletleri ve Avustralya ile anlasmalar
imzalamistir. Bkz. http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/43
1&format=HTML&aged=0&language=EN&guilanguage=en

Avrupa Birligi ve Amerika Birlesik Devletleri arasinda, Terorist Finansmani Takip Programi
icin, Avrupa Birliginden Amerika Bilesik Devletlerine yapilan Finansal Mesajlasma Verisi ile-
timi ve islenmesi tizerine Anlasma’nin, Avrupa Birligi adina imzalanmasi hakkinda 30 Kasim
2009 tarih ve2010/16/CFSP/JHA sayili Konsey Karari, OJ 2010, L 8/11

AB baglaminda, cezai konularda uluslararas: isbirliginde veri koruma kurallarini diizenleyen
ozel bir hukuki dokiiman kabul edilmistir. Bkz. Cezai konularda emniyet teskilatlart aras: ve
hukuki isbirligi cercevesinde islenmis kisisel verilerin korunmasi hakkinda 27 Kasim 2008
tarih ve 2008/977/JHA sayili Konsey Cerceve Karari, OJ 2008, L 350/60.

Ozellikle sinir tesi suclarla ve terérle miicadelede simir 6tesi isbirliginin arttirilmasina
iliskin 2008/615/JHA sayili Konsey Kararinin ve Ozellikle sinir 6tesi suglarla ve terdrle
miicadelede smir Otesi isbirliginin arttirilmasina iliskin  2008/615/JHA sayili Konsey
Kararinin uygulamasina iliskin 2008/616/JHA say1li Konsey Kararinin ve Ekinin uygulanmasi
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lanilan tlkeden, eskiden oldugu gibi veriyi almak icin resmi talepte
bulunulmamasi ve devletlerin her seferinde gonderip gondermeme
konusunda artik karar vermemesidir. Bu ayn1 zamanda ilk bilgi alis-
verisi asamasinda ret dayanaklarinin artik dikkate alinmayacagi ve
uygulanmayacagi anlamina da gelmektedir.!’Bu olumlu bir gelisme
midir? Avrupa Birliginde tum tiye devletlerin adli sicil kayitlarina da
dogrudan erisim saglayabilmek icin daha ileri projeler de gelistiril-
mis bulunmaktadir.”” Bu olumlu bir sey midir? Diinyanin baska bol-
gelerinde de buna benzer gelismeler tespit edilebilir midir?

(7) Dogrudan infaza iliskin sorular

Bilgi teknolojilerinin neredeyse sinirsiz miktardaki ihtimali; dev-
letlerin diger devletlerden izin almaksizin, dogrudan; huktmleri,
tebligatlar: ve gecici onlemleri vs. dogrudan uygulayip uygulayama-
yacaklart sorularint dogurmaktadir.

Nefret soylemi, cocuk pornosu veya diger yasa dist materyalleri
icermesi sebebiyle, belli bir Internet sitesinin kapatilmasi icin ya-
sal bir kararin s0z konusu oldugu durumlarda; bu sitenin daha fazla
suc islenmemesi amaciyla, kanun uygulayict makamlar tarafindan
hack’lenmesine izin verilmeli midir?

Hiuikkumlerin, kararlarin, mahkeme celplerinin ve diger hukuki
belgelerin tebliginin bazi yasal sonuclari olabilmektedir. Yasa, bilgi
teknolojileri araciligiyla yapilan tebliglere de bu yasal sonuclari bag-
lamali midir?*® Benzer sekilde, devletlerin, suctan oturu elde edilen
gelire el koyma amacini gerceklestirmek icin, bazi finansal araclari
ele gecirmek amaciyla, bankalar ve finansal kurumlar uzerinde daya-
tabilecegi bir yetkisi var midir?

16

17

18

hakkinda, AB, Norveg ve Izlanda arasindaki Anlasmanin, AB adina imzalanmasi ve belirli
hiikiimlerinin gecici olarak uygulanmasma iliskin 21 Eylil 2009 tarih ve 2009/1023 sayilt
Konsey Karari, OJ 2009, L 353/121; Ozellikle sinir Stesi suclarla ve terdrle miicadelede sinir
Otesi isbirliginin arttirilmasina iliskin 23 Haziran 2008 tarih ve 2008/615/JHA sayili Konsey
Karari, OJ 2008, L 350/60.

Bununla birlikte, ilgili yasal dokiimanlar, eger bilgi delil olarak kullanilacaksa, uluslar arasi
yardim(lasma) icin uygun bir talebin yapilmas: gereginden bahseder.

Uye devletlerarasinda, adli sicil kayitlarindan elde edilen bilgilerin alisverisinin icerigine ve
organizasyonuna iliskin 26 Subat 2009 tarih ve 2009/315/JHA sayili Konsey Cerceve Karari,
0OJ 2009, L 93/23.

Ornegin 2001 yilinda Alman posta servisleri, miibasir tarafindan yapilan resmi tebligata es
degerde olacak sekilde elektronik teslimi (Zustellung) uygulamaya koymuslardir.
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(8) Son Sozler

Ozetle, ilk bakista, bilgi toplumunun, uluslararas: ceza hukuku-
na etkisinin u¢ bolimden olustugu gorulmektedir. Birincisi, bilgi
toplumu, bazi hukuki degerler icin ulus asir1 bir tehdit yaratirken,
digerleri bundan etkilenmemistir. ikincisi, bilgi toplumu, diger ta-
raftan, ceza adaleti icin bir ara¢ olusturmaktadir. Ugtincii buytik etki
ise egemenlikle ilgilidir. Bizim cagimizda egemenlik ne anlama gel-
mektedir? Geleneksel olarak, egemenlik kavrami ulkelere, tilkesellik
ilkesine dayal1 olarak ceza hukuku ve ceza muhakemesi hukukunun
uygulamasi konusunda bir tekel hakk: tanimaktadir. Bilgi toplumu,
ulkesellik ilkesinin Onemini ve degerini ciddi oranda azaltmistir (ya
da belki ortadan kaldirmistir). Bu egemenlik icin ne anlama gelmek-
tedir? Ozet olarak, bu boliim; hareketin, sorusturmanin ve infazin
sinirotesi karakterine odaklanmaistir.
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